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HAYATHW CTPAHULIN

KOHTpON Ha AOKYMEeHTa

Tasu cTpaHuLa oTpassaBa KakBO NpeAcTaBnsaBa JOKYMEHTbT, KOV ro OAbPXKU 1 KakK ce e
NpoMeHsan. B To3u npuMepeH JOKYMEHT BCAKO Nose, UAeHTUMULMPALLO KITMEHTa, e
OCTaBEHO KaTo oYeBuOeH 3aMecTuTen.

3arnasue Ha
[OKYyMeHTa

Homep Ha oT4yeTa
KnueHt

[aTn Ha aHraXKnMeHTa
ABTOp

OcurypsiBaHe Ha
KauyecTBOTO

Knacudukaums

CbCcTaBeH NpuMepeH TecT 3a NpoHmkBaHe B Al / LLM — oTueT

PXL-2026-0207 - Bepcua 1.0 (okoHYaTeNHa) - 3aMeHs 0.9 (npoekT)

[KnueHT]

[QoroBopeHu patu] - otyeT ¢ gata [[JaTh Ha aHraXKMMeHTa]

CTapwu KOHCYNTaHT Mo curypHocTTa, PXLSecurity LTD.

BTopun cTaplwm KOHCYNTaHT, KOWTO He e M3BbPLBaJZI TECTBAHETO: TEXHUYECKUN npernen un

He3aBNCMMO Bb3NponsBexgaHe Ha BCAKa KOHCTaTaumnd

KoHdmaeHumanHo. To3n NpuMepeH AOKYMEHT He CbAbpKa KNMEHTCKM AaHHMU.

NcTopua Ha pegakunmTe

Bepcua Lata ABTOp [MpomsaHa

0.1 [QoroBopeHu atu] Bogpew, koHCcynTaHT MbpBOHaYaNeH NPOEKT, U34AL4EH B Kpas Ha aKTUBHOTO
TecTBaHe

0.9 [QoroBopeHu oatu] MpoBepsBaly, TexHn4ecKn npernesn; BCAKa KoHCTaTalusa Bb3nponsseaeHa

Ka4yecTBOTO He3aBMCUMO
1.0 [JaTu Ha Bopew, koHCcynTaHT OKoHYaTenHo n3gaHve 4o CNMchbKa 3a pasnpocTpaHeHme
aHraxxumeHTal no-gony

PasnpocTpaHeHne

Mime Ponsa OpraHusaumns Konne

[JTnue 3a KOHTaKT Ha MopbunTen Ha [KnueHT] [MbneH oTueT

KnneHTa) aHraXkmmeHTa

[JTnue 3a KOHTaKT Ha MpoOyKTOB OTrOBOPHMK 3a [KnueHT] [MbneH oTueT

KnuneHTal Al

Bopelw KoHcynTaHT ABTOp PXLSecurity LTD. [MbneH otyet

[Mnue 3a KOHTaKT Ha Peakumsa Ha gocTtaBuMKa no [DocTaBumk] CaMo CbOTBETHUTE

[LOCTaBYMKa Ha
nnatgopmata]

CUrypHOCTTa
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KOHCTaTauuu, Nno yKasaHne Ha
KNIMeHTa
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KoHthmaeHumnanHocT. ecTBUTeNeH oTYeT OT TO3M BMA, ONUCBA, C NoAPO6HOCT, KOATO NO3BONABA
Bb3MNpOM3BEXIaHe, KaK Aa 6bAaT AOCTUIHATMY JaHHM 33 J0CTbM, KOHMUIypaLma U OaHHW Ha OPYrv KIUEHTCKU
opraHusaumm B xusa Al dhyHKUMOHanHocT. C Hero TpsibBa Ja ce paboTu KaTo C eOuH OT Hal-4yBCTBUTENHNUTE
IOKYMEHTU, KOUTO OpraHm3aumaTa nputexasa. To3M KOHKPETEH JOKYMEHT € NprYMepeH 1 He Cbabpixa
KJTMEHTCKM JaHHW, TaKa Ye HULLLO OT TOBa He Ce OTHACH 3a HEero — Tol e NybnnKyBaH YMULLEHO.

HAYATHW CTPAHNLA

CbOobpiKaHue

PbKOBOOCTBOTO MOXe Aa npoyeTe pasgenn 1 0o 4 v ga oencTea; MHXeHepuTe morat
Aa pabotart ot pasgen 5 HaTaTbk, 6e3 ga yeTaT HULWO APYro.

PA3LOEN CTP.

1 Pestome 3a ppbKOBOACTBOTO 4

KakBo belue TecTBaHO, OCHOBHaTa KapTuUHa Ha PUCKa 1 TPpUTe Hella, KOUTO Oa nonpaBuTe NbpBO —
HarnMnnMcaHo 3a HETEXHUYECKWN YnTaTes.

2 O6xBaT Ha aHTaXMMEHTa 6
Ll,enm, BUO Ha OLEeHKaTa, aKayHTI/I, nepmop,, npenpaTKm, N3KNKYEeHNd n ,EI,OI'IyCKaHl/IHTa, OT KOUTO 3aBUCKU
pes3ynTaTbT.

3 MeTopgonorusa 8

MeTTe eTana, wectte obnacTtu, kouto eanH Al Tect NOKPpMBa, KaK Cce n3non3sat MHCTPYMEHTUTE U
npaBuiata 3a 6esonacHocT, Npu KOUTO TeCTBaMe.

4 OUEHKM Ha KPUTUYHOCTTA 11
Ckanata u kak CVSS nHchopMumpa oueHkata, 6e3 ga s 3amecTtBa.

5 O606LieHne Ha KOHCTaTaLMnTe 12
Bcsika KOHCTaTauUMs C HEMHUS MAEHTUMKATOP, KPMTUUYHOCT 1 CTaTyC, B pefa Ha OTCTpaHsaBaHe.

MoapobHM KoOHCTaTauUK 13
6 p

Mo eanH pasgen 3a BCsKa KOHCTaTaumsa: onvcaHue, 0oKasaTencTsBo, Bb3NponssexaaHe, Bb34eNCcTBME U
KOHKpPETHa nonpaskKa.

7 [lnaH 3a oTCTpaHsBaHe 29
MonpaBkuTe, rpynMpaHn Ha BbJIHW, C OTFTOBOPHUK 1 MOCeA0BaTEHOCT.

8 MoBTOpPEH TECT U NPUKIIOYBaHE 31

KakBo NOKpPKMBa MNOBTOPHUAT TECT N KaKBO 3aABABa MMCMOTO 3a NPUKIKYBaHe.

A MpunoxeHne A — [1oCTbN, akayHTU U UHCTPYMEHTH 32
KakBo NnoncKaxme, 3all0 BCAKa TOYKa nMMalle 3Ha4YeHne N N3NoJiI3BaHUTE MHCTPYMEHTU.

B MpunoxeHne b — N3BbH 06xBaTa 1 KAaKBO TO3M TECT HE € 35
KakBo 6ellie N3KIHUEHO U CbCeHaTa pa60'ra, KOATO TO3N aHIMaXMMEHT He U3BbpLUBa.

C MpunoxeHne B — lNMpenpaTku 1 KakBO NpeacTaBngasat 36
PamkunTe, Ha KOUTO ce onupa, onncaHM TO4YHO, bes dace nop,pa36mpa KaKBaTO 1 Oa e CepTVIdJI/IKaLJ,I/Iﬂ.
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D MpunoxeHue I — Kak ga yetete T03M OTUeT 37
Kow Kol pa3zen ga npoyeTe U Kak ga AencTsa no Hero.

Benexka KkakBO npeacrasfasBa TO3U NnpuMepeH gokyMeHT. KoHcTaTauuuTte F-01 go F-09 ca B3eTu oT hopmata
Ha HAKOJIKO PasfiMyHM aHOHVMU3MPAHU aHFAXXUMEHTa U NPeACcTaBeHu TyK, CAKaLl WABAT OT eAMH, 3a la MOXe
NnoTeHuManeH KNneHT ga Buam uenvsa obxsaT Ha paboTaTta c egHO npoynTaHe. Bcekn 3anumc, KNMeHTcKa
opraHusaums, noeHTUhuKaTop, akayHT U OLEeHKa € CUHTETUYEH U HUKDBAE He € HAa30BaH J0CTaBuMK, nnathopma
UM NPOAYKT — YMULLMEHO, 32 Aa ONUCBA OOKYMEHTBT NpobsiemMa, a He MHCTPYMEHTUTE Ha TO3U MecCeLL.

PA3OEN 1

Pe3toMe 3a pbKOBOACTBOTO

PXLSecurity LTD. 6elue HaeT oT [Kn1eHT] aa M3BbpLIN pbUYEH TECT 3a MPOHUKBAHE Ha
Al (hyHKUMOHANHOCT U yCcnyruTe 3an Hes. To3n pasfen e HanncaH 3a HeTEXHUYECKU
ynTaTen. Tor Ka3Ba KakBo belle TeCTBaHO, KOJIKO CEPMO3EH € pe3ynTaThbT 1 KaKBo Aa
Ce Hanpasu NbpBo.

KakBo belle TecTBaHO

Crapwu nHxeHepu TectBaxa Al hyHKLIMOHATHOCTTA Ha pPbKa Npe3 AOroBOPeHUs nepuop, paboTenkn Ha
HUBOTO Ha 3a9BKUTE, KOUTO cochyepr ,D,eV'ICTBMTeﬂHO npasu, a He Npe3 eKpaHnTe, KOUTo I'IOTpe6VITeJ'IF|T
BUXOa. CbcTaBHUAT 0b6xBaT 3a TO3U NpuMepeH OOKYMEHT NoKpMBalle reHepaTtrBeH aCUCTEHT, BrpaaeH
B BM3HEeC NpunoXKeHue, areHTa, KOMTO M3BMKBA BbTPELLUHN MHCTPYMEHTU OT MMEeTO Ha noTpebuten,
ycnyraTa, KOSITO CbXxpaHsaBa KOH(UrypaumaTa Ha NnpoMnTUTe U JaHHUTe 3a OOCTbN Ha NpoLueca,
XPaHUNMLLETO C Pa3roBoOpuTe, JOKYMEHTUTE M BEKTOPHUTE NpeacTaBsaHus, u obukHoseHus yeb n API
CNON, Ha KOMTO LSN0TO ToBa e NybnnkyBaHo. TecTBaHeTo bBelle ¢ yaoocToBepsiBaHe, C yMULLIEHO
0BUKHOBEHM AKayHTU B AB€ KIIMEHTCKN OpraHn3aumnn, Taka 4e pe3ynTatbT OTPpa3dBa KaKBO 61 Morbhn Aa
OOCTUIrHE BNIA3bJ1 CNYXNUTEN, a HE KaKBO BUXOa aHOHMMEH NoceTuTern.

3arnaBueTo

OueHKaTa yCTaHOBM OCEM KOHCTaTaL MKW 1 efHO NONOXMUTENHO HabnoaeHue: ase High, Tpu Medium, Tpu
Low 1 egHa Informational. O6waTta oueHKa Ha pucka 3a aHraxxmnmeHTa e High. MogensT ce obpxa gobpe
npes uanoto Bpeme. NpobnemnTte CTOST NpeL Hero.

9 2 3 3 High

BMNUCBaHUS High Medium Low obua oueHKa

KoHcTaTaunm no KPUTUYHOCT

22% 33% 33% 11%

M High 2 B Medium 3 M Low 3 M Informational 1
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Yucnara ca 3a BNUCBaHMUATa, NOBAUIHATY B T03M 0600LLEH NPUMeEPEH LOKYMEHT. KpUTUYHOCTTA € oLeHKa no 6UsHec puck,

obsicHeHa B pasgen 4. BnuceaHeTto Informational e nonoxutenHo HabnoaeHne, a He fedeKT.
Kbaoe nonagHaxa KoOHcTaTauunte

I Aﬂ,MMHMCTpaTV]BeH CJ'IOI;I |_|O,£I.CKa3Kl/I, XNU3HEH UMKDBJ1 Ha MOLeNa, 3apeXdaHe Ha AaHHW, OaHHW 3a 004 3 KOHCTaTauumn
I N3onaunsa Ha Al gaHHUTE U KNTNEHBCRBTRYO PPAHNSBTIWBEKTOPHN NPeACcTaBAHNUS, pe3toMeTa 1 KoHcTaTaums
I paHMUa Ha areHTa M MHCTPYMEHTTeNS BNacT AelCTBa areHTbT 1 KoHcTaTaums

Camuar mogen [ToBeneHve, 0TKa3n U U3XOL, 0 KoHcTaTaummn

PE3OME 3A PbKOBOACTBOTO - MPOLABJIXXEHUNE

KakBO 03Ha4aBa 1 KakKBO [a HanpaBuTe MbpPBo

CepnosHNTe KOHCTaTauMmM MmaT efHa obuia TemMa v 7 He e MogensbT. Al hyHKLMOHAMHOCT BbTPeE B
6U3Hec NpUIoXKeHne He e NPOCTO MoAes; TS € MaJika pasnpeaesieHa cMcTemMa cbC cobcTBeHa
agMVHUCTPaTMBHA MOBBbPXHOCT. Hello cbxpaHsiBa KOHUrypaumnsTa Ha NpoMNTUTE, KOSITO MOOENbT
n3nbaHaBa. Hewo cb3gaBa Moaenu, ctaptmpa obyyeHuns u rm nstpmea. Hello 3agencTea sagaunTe,
KOWUTO U3TernaT busHec gaHHW B Kopnyca. M Hello OAbpxKu aHHUTE 3a A0CTbM, KOUTO NPOLEechT
M3MNoN3Ba, 3a Aa AOCTUIHE XPAHUIULLETO U CUCTEMUTE OKOO Hero. Bcnuko ToBa belle JoCTUXMMO OT
06MKHOBEH BU3HEeC aKkayHT.

Tasu nogpenba vMa TbProBCKO 3HaUeHMe, 3al,0To e obpaTHa Ha TOBa, KbAETO € BHUMaHMEeTO Ha
nHoyctpuaTa. a 6bae ybeneH eguH Mofen ga ce AbpKuY 3/1e KynyBa Ha HanagaTens BMsaHNe Bbpxy
13X0[a Ha efHa cecus, B paMKUTE Ha TOBa, KOETO MoAeNbT Beve e MMas NpaBo aa npaeu. [ocTbn 3a
3anuc oo agMMHUCTPaTMBHATA NOBbPXHOCT KyNyBa AaHHWUTE 3a AOCTbM Ha NpoL,eca, UHCTPYKLMUTE,
KOWUTO BCEKM NoTpebuTen nonydaea, u n3bopa KakBo (hyHKLUATA YeTe U Kbe Ce 3annceat JaHHuTe 1.
OueHKa, KoaTo bellie morneaHana camo yat noneTo, Welle ga 0TYeTe, Ye aCUCTEeHTbT ce ObpxKu nobpe,
KoeTo belle BAPHO, 1 Wielle Aa NPonycHe BCKa KoHCTaTauus no-rope.

TpuTe ocTaHanM KoHCTaTaumm ce HaMmpaT B 0bnkHoBeHUs yeb 1 API cnoi, Ha kKonTo ca nybnukysaHu Al
KpamHuTe Toukn — 0bpaboTka Ha rpeLlKku, orpaHMyaBaHe Ha YyectoTaTa U NONMTMKA 3a pas/inyeH
npounsxon. HUToO egHa OT AeBeTTe He U3KCKBalle HOBaTOPCKa aTaka. Bcaka 3aBucum oT pelleHure 3a
oTOpu13auus nnm KoHpurypauus, Koeto e 6uno pasymHo, korato e 6uno B3eTo, 1 HUKOra He e 6uno
npepasrnefaHo — KoeTo e fobpaTa HOBMHA: NO-rofisMarta YacT oT paboTarta e HanaraHe u
KOHUrypauums, a He paspaboTka.

TpuTe Hela, KOUTO Aa NOoMpaBuUTe NbPBO

1 MogMeHeTe AHeC JaHHWUTE 3a AO0CTbM A0 XPaHUMLLETO Ha NpoLieca 1 NpoBepeTe Kol rv e nonssan. Te 6axa
YeTUMM OT BCEKM aKayHT, KOWTO MOXe [a Bfie3e B K/IMEeHTCKaTa opraHv3alus, a 3anmncbT, KOWTO I
CcbabpiKalle, 6elle 3anMcBaeM — KOETO 03HauaBa, Ye Hanagarten e Morbi 1 aa u3bepe Kbae oTMBAT JaHHUTE
Ha yHKUMATa. lMogMsaHaTa He M31CKBa NpoMaHa B koda 1 nagaHue. (F-01)
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2 MNMocTaBeTe egHa NpoOBEpKa CaMo 3a aAMUHUCTPATOPKN BbPXY LssaTa agMUHUCTPATMBHA NOBbPXHOCT Ha Al,
HanaraHa oT cbpBbpa. KoHhurypaumaTa Ha nogcKaskuTe, faHHUTE 3@ OOCTbM, XXU3HEHUAT LMK Ha
Mopena u 3apexaaHeTo Ha JaHHM B MOMEHTa Ce OXpaHsBaT OT 06XBaT, KOMTO 0BUKHOBEHUTE CYXNTenu
nputexkaBaT. ToBa e egMHHa NPOBEPKA Ha NpaBaTa, a He CMMUCBbK OT KPBbMKM MO KPanHM TOUKU — a yCcyra Ha
cbllaTa nnaTdopma BeYe ro npasu NpaBuIHO, Taka yYe nMa paboTely npumep 3a konupaxe. (F-01, F-03,
F-05)

3 HakapaiiTe xpaHunuieto Ha Al faHHUTe Aa NnpoBepsaBa cobCTBEHOCT NpK BecaKa onepalmsa. MoTpebuten Ha
eflHa KJIMEHTCKa opraHu3aLmna Moxellle Aa YeTe pa3aroBopuTe, JOKYMEHTUTE, BEKTOPHUTE NPeAcTaBaHNA 1
pestoMeTaTa Ha Apyra KIMeHTCKa opraHu1saumsa, 4oKaTo onepaumaTta 3a UsTpuBaHe Bbpxy Chlimsa 06eKT
6elle NpaBuIHO 0TKasaHa. lNpoBepKaTa ChlllecTBYBa; TpAbBa Aa 6bae npunaraHa nocneaoBaTesiHo, a He
HanucaHa oTHoBso. (F-02)

KakBo cnepBa. Balumnte nHxeHepu paboTaT OT pasgen 6, KOMTo AaBa Ha BCSKa KOHCTATaLMs NbT 3a
Bb3Npou3BexaaHe, [,OKa3aTeICTBOTO 33/, Hesl M KOHKPETHa NonpaBKa; pasgen 7 rpynupa Tesu nonpaBKu Ha
BBJIHM C OTFOBOPHMK 3a BCsiKa. KoraTto cTe rotoBu, MOBTOPHUAT TECT MPOBEPSiBA BCSIKA MOMNPaBKa U NpensgaBame
oTyeTa C NUCMO 3a NpUKJIIYBaHe. TaM, KbAEeTO KOHCTaTaLMs NPUHALIEXM Ha LOCTaBYMK Ha NIaThopMa, a He Ha
Bac, pasfen 6 3anvcsa onepaumsTa U 0OTrOBOpa 3a BCEKM OMNWT, Taka ve fa Moxe fa 6bhe NnpefaneHa KakTo e.

MopenbT ce obpxa gobpe. NpobnembT belle npen HEro — B TOBA KO MOXelle
0a nuie NoackKaskuTe, Aa ObPXKnU JaHHMTE 3a A0CTbN 1 aa n3brpa KakBo
pyHKUMATA yeTe.

PE3HOME 3A PbKOBOACTBOTO - HAKPATKO
PA3LOEN 2

ObxBaT Ha aHraXXMMeHTa

KoHcTaTauma MoXe [a CblleCTByBa CaMo 3a Hello, KoeTo e buno B 0bxBaTa,
OOCTUXXMMO U TeCTBaHO. BCMUYKO U3BbH Te3M rpaHuLM € HETeCTBaHO, a He CUTYPHO.

KnuenTt [KnueHT]

Llenun CbcTaBeH 06XBaT 3a TO3U NPMMEPEH AOKYMEHT: reHepaTUBEH aCUCTEHT, BrpafeH B busHec
NPUIIOXKEHME; CNOAT 32 OPKECTPALLMSA Ha areHTa U MHCTPYMEHTUTE, KOUTO TOM MOXe Oa
M3BWKBA; afMMHUCTPaTMBHaTA ycnyra Ha Al, cbabpKalla KOH(pUrypaunsTa Ha npomMnTuTe,
XU3HEHMS LMKDB Ha MOJenNa, 3a0eNCTBaHETO Ha 3apexaaHe Ha laHHW 1 3anucuTe ¢ aHHN
3a 4OCTBM Ha Npoueca; XpaHunuweTo Ha Al JaHHUTe, CbAbPIKALLO PA3roBOPY, LOKYMEHTH,
BEKTOPHW NpeacTaBaHus U reHepupaHu aptedakTu; n yeb n API noBbpXHOCTTa, Ha KOSITO
Te Ca ﬂy6J‘IVIKyBaHI/I. B ,EI,GI?ICTBVITGHGH AHIrAXXMMEHT BCAKa uen e M36poeHa noegunHM4YHO.

Bupa Ha oueHkaTa Grey box, c ynoctoBepsiBaHe, TeCTBaHO Ha HUBOTO Ha 3aBKUTE, a He npes
aAMUHUCTPATUBHUS NHTepeiic.

M3nonssaHu [Ba 06MKHOBEHM HEeaAMUHUCTPATOPCKM aKayHTa B €41H U Cbll, KIIMEHTCKA OpraHnsaums n

aKayHTu pons, 3a fa MoxXe Oa 6bae TecTBaHa M3onaumaTa Mexay notpebutenu; eguH
aMUHUCTPATMBEH aKayHT, 3a ja MOXe afMUHUCTPaTMBHATa NOBbPXHOCT Aa 6bae
n3bpoeHa KaKTo e NpeaBuaeHo 1 Noce onuTaHa oTAoNY; v eauH 0BUKHOBEH aKayHT BbB
BTOPA K/IMEHTCKa OpraHu3aums.
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Cpegpa

[Mepuop Ha TecTBaHe

MpenpaTkn

M3kntouyeHus

Exknn

HenpounsBoACTBEH KIMEHTCKA OpraHu3aLms, oTpasasall, Cbliysg MOAE Ha 0Topu3aLms, C
ACHO 0603HaUYEHO CUHTETUUYHO CbAbPXKaHMUe B Kopnyca. Onepauum, KOUTO U3pasxoasat
PECypCcu UM MPOMEHAT CbCTOAHNETO, 6AAXa 3aeMCTBaHM CaMo C MUCMEHO paspeLleHme.

[JoroBopexu gatu] - paboTHO BpeMe, C MOCOYEHM NMLA 33 BPb3Ka Ha pPasnosfioxeHve oT
[BeTe CTpaHu.

OWASP Top 10 for LLM Applications; OWASP Agentic Security Initiative; MITRE ATLAS;
NIST AI RMF; OWASP API Security Top 10; OWASP WSTG; CVSS v3.1. KakBo e 1 KakBO He e
BCSIKO OT Te3U Hewa, e B NpnnoxeHune B.

OTKa3 Ha ycnyra v TecTBaHe MNof, HATUCK; caMaTa XOCTBaHa ycnyra 3a Mofena Ha TpeTa
CTpaHa, KOSAITO He e Ha KJIneHTa fa pa3peluasa; red teaming Ha 6e3onacHocTTa Ha Moaena;
oLEeHKa Ha MOf,ena; CoLManHo MHXEHepPCTBO; U BCAKA CUCTEMA, KOSATO He € Ha30BaHa B
nognucanua obxsat. BuxkTe MNMpunoxexue b.

Crapwu KoHcynTaHTu Ha PXLSec, ¢ He3aBUCMMO OCUrypsiBaHe Ha KayecTBOTO OT
KOHCYNITaHT, KOMTO He € M3BbpLUBa TeCTBAHETO.

,D,OI'IyCKaH na n orpaHnyeHunda

1 Pe3ynTatbT e orpaHunyeH BbB BpemeTo. Al hyHKLMOHANTHOCTUTE Ce NPOMEHAT 6bp30: BEPCUS HA MOAEN, NPOMSIHA B
MOACKasKa UM HOB MHCTPYMEHT, f,obaBeH cnef nepuoga Ha TecTBaHe, ca M3BbH TOBA, KoeTo belle TecTBaHo.

O6xBaTbT € rpaHunua, He 3aKnk4veHune. M3KntoueHnTe cnuctemm He baxa TecTBaHu.

JluncaTa Ha KOHCTaTaumsa He e [oKa3aTesiICTBO 3a Innca. HMKos oueHKa ¢ orpaHmMyeHa Npoab/MKUTENTHOCT HE MOXe
Aa noKax<e, Ye He e OCTaHaa ya3BMMOCT, a NoBeAeHNEeTO Ha Mofesia He € n34epnaTtesiHo M36pOI/IMO.

4 MpepocTtaBeHaTa Hopmauus belle NnpueTa KakTo e gageHa. [LJokyMeHTauusTa, onucuTe Ha MHCTPYMEHTUTE U
OaHHUTe 3a J0CTbN 6sAXa M3N0N3BaHM KaKTo ca NnpeganeHu, 6e3 He3aBUCUM OOUT.

5 Hanun4yHocTtTa 1 pasxooute 6s1xa 3aWwmTeHN. TecToBe, HOCELLM PUCK OT NpeKbCBaHe Uin CblleCTBEeH pa3xon, 6sxa
nponycHaTtu, orpaHny4eHn nnm n3nbHEHU Cpelly TeCToBa Ccpeaa, Taka Ye HAKOU NbTHuLla 6sxa noTBbpPAEHU Ype3
HabntogeHune, a He upes nsnbsHeHue.
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PA3OEN 3

MeToposniormnd

TecTBaHeTO CreaBalle CTaHOapPTHNA HX Noaxon OT neT eTarna, NPpunoXeH KbM Al
CbYHKLI,l/IOHaJ'IHOCT. Bcekun etan npomnseexmaa onpeneneH pes3yntat h aHraxxMmMeHTbT He
npoab/iKaBa Halnpepn, 0oKaTo TO3N pe3yqTaT He CbleCTByBa N HE € 6un CbrnacyBaH.

Ob6xBat u ,D,OCT'bﬁOB'prHOCT n aD,MMHI/ICTpaTIWBﬁHHOIKB:ﬂ'IOJ'BBaHe Ha ya3BMMOCTU OTuntaHe nOBTODEH TecT

1 - ObxBart, MoJen Ha 3annaxmTe 1 4oCTbn

Mpeau pa 6bae nsnpaTteH KakBOTO U Aa e Tpaduk, yroBapsaMe NMCMEHO KakBO € B 06xBaTa, KakBO € U3K/THYEHO,
Kora ce npoBexaa TeCTBaHeTO W Ha Koro aa ce 06aamMm, ako Helwlo ce cuynu. 3a Al aHraXKMMeHT ToBa OTMBA
no-gane4y oT 06MYanHOTO: Aanu TecTepuTe MoraT Aa 3afeicTBaT 3apeXaaHe Ha AaHHWU U obyyeHune, KakBo
(hyHKUMSATA MMa NpaBo fa npaBu OT UMETO Ha NOTPebUTeN U KON aKayHTU 1 KIIMEHTCKM OpraHnsaumnm
cblilecTByBaT. [MMCMEHO U3SIBNIEeHME KakBO YHKLMATA MMa NPaBo Aa NpaBu € eleMeHTbT, KOMTO Hall-MHOro
NPOMeHS 0TYeTa, 3aWoTo 6e3 Hero TeCcTepbT MOXe Aa OnuLIe KaKBO NpaBu CUCTEMATa, HO He M KbAe TH ce
pasMuHaBa Cc ToBa, KOeTo e b1no npeasnaeHo.

I'Ipomsse»(,ua: noanncaH OOKYMEHT 3a obxBaTa u npasusiata Ha aHraXXnMMeHTa, NOCOYEHU NNLLAa 3a KOHTAKT, MaTpuL,aTa Ha
AKAQYHTUTE N KJTMEHTCKUTE OpraHn3daunm n npuopnTtnanpaH CNMCbK CbC CLLEHAPWUKM 3a aTaKa.

2 - 136posiBaHe Ha MOBbPXHOCTTA M afAMUHUCTPATUBHNSA CIION

KapTorpacvpamMe oeicTBMTeNHaTa NOBbPXHOCT, a He AOKYMEHTUpaHaTa: KpalnHuTe Touku Ha Al ycnyraTa Hapep,
CbC CblecTByBaWmTe API Ha NPUIOXEHMETO, KOH(UTypaLmuaTa Ha NpoMnTUTE 1 WabnoHnTe, onepauumTe no
YM3HEHMS UMKBI Ha Mofena, 3afeiCTBaHeTo Ha 3apeXaaHe, 3anMcnTe C laHHM 3a OOCTbMN U BPb3KU,
NPOCTPAHCTBOTO Ha NOEHTUDNKATOPUTE Ha XPaAHWUITMLLLETO M OMNMCA Ha MHCTPYMEHTUTE Ha areHTa.
AOMVHUCTPATMBHATA NOBLPXHOCT Ce N3bpoaBa MbpPBO C aAMUHUCTPATUBEH aKayHT, Taka ye fa 6bae BuasaHa aa
paboTu KakTo e NpeaBunaeHo, Nnpeamn aa 6bae onMTaHo KakBOTO M Aia € OTAoNY.

MponsBexaa: onuc onepauus No onepawms Ha aAMUHUCTPATMBHATA NOBBPXHOCT Ha Al, 06eKTUTe C LaHHU, KOUTO
(hyHKUMSTA NpUTEXaBa, U 0roBopa 3a MHCTPYMEHTUTE Ha areHTa.

3 - PbYHO M3Mofi3BaHe Ha yS3BMMOCTM

TyK aHraXKMMEHTDBT Ce neyenu nnu rybu n Tosa e nsusano Yyoselwka pabota. Besika npomMeHsiuLa onepawus ce
noBTaps C Han-obMKHOBEHMS TOKEH, KOWUTO KNMEHTCKaTa opraHmnsaumnaT v nagan, u ce 3anucea CTaTyCbT, KOWTO
CbpPBBbPBT OENCTBUTENHO BPBLLA, a HE TOBA, KOETO MHTepdenchbT nofackasea. ObekT ce cb3fgaBaT KaTo ABaMa
noTpebuTtenn n NPoCTPaHCTBOTO Ha aeHTUdunkaTopmute ce obxoxaa B oBeTe NoCcoku. AreHTbT buBa NnomosneH ga
HanpasBu TOBa, KOETO UCKaLLMAT NoTpebuTen He Moxe. VIHXeKTUpaHeTo Ha NOACKA3KM ce Noapexaa cropes
TOBa, KOETO AOCTUra: N3BMKBAHE Ha MHCTPYMEHT, AaHHWN 32 OOCTbM, AaHHM Ha Apyra KIMEeHTCKA opraHmnsaums.

I'Ipomssem,u,a: NpoBEepPeEHN KOHCTAaTaUMKM C LOKA3aTENCTBO, NbT 3a Bb3MNPOM3BEXOaHE N EMOHCTPUPAHO Bb3LENCTBUE.

4 - OTunTaHe

Bcska kKoHcTaTaums ce onucea ¢ JoKasaTesCTBOTO CU, CThINKMTE 3a Bb3MPOU3BEXAAHETO M, KAKBO 03HaYaBa 3a
busHeca M KOHKpeTHa nonpaeKa. TaM, KbAeTO HAKOMKO KOHCTaTaLUn CNOAENST eAHa MbpPBONPUYNHA, O
nocousaMe W Npegfiarame egMHHaTa NPOMsIHA, 3alLL0TO pe3ynTaT OT aAMUHUCTPATUBHMS CNon 0BMKHOBEHO €
e[MHHa NpoBepKa Ha NpaBaTta, a He CMUCBK OT KPbNKK. BTOpn cTapwn KOHCYNTaHT Bb3NPOM3BeEX A BCAKA
KOHCTaTaLus npegu n3gaBaHeTo.

MpousBexaa: TO3u OKYMEHT, MalLMHHO YeTMM eKCMOPT Ha KOHCTaTaLMUTE 1M pa3roBop Nno pesynraTuTe.
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5 - [loBTOpeH TecT

LLloM oTCTpaHABaHETO € 3aBbpLUEHO, TeCTBaMe NOBTOPHO BCAKA KOHCTaTaLMa U NpensfgaBame otyera c
06HOBEHM CTaTyCW M MOAMMCAHO MMCMO 3a NMPUKIHOYBAHE — BKITOUEHO MO CTaHAApT, 3all0TO HenposepeHa
nonpasKa e NnfaH, a He pesynTar.

MponsBexpa: 06HOBEH OTYET CbC CTATYC 3a BCAKA KOHCTATALMA M MUCMO 3a MPUKIIOYBaHe.
METOA0J10IN4A - NPOOBIIKEHUE

LLlecTTe 0611aCcTN, MHCTPYMEHTUTE 1 Be3onacHoCcTTa

KakBoO nokpuBa efnH TecT 3a NPOHMKBaHe B Al
LLecT obnacTu. nprI/ITe OBe rnponssexanart no-rosigMmarta 4act OT CepMO3HNTE KOHCTaTalunn — 3aTOBa Ce
TecTBaT NbpBU, a HE NOCNeOHN.

Obnact KakBo ce onutsa KoHcTaTauum Tyk
ALMUHUCTPATUBHUAT CNOW Bcsaka agMUHUCTpaTUBHA onepaums, KoaTo AL KOMNOHEHTbT nsnara — F-01, F-03, F-05
Ha Al KOH(Mrypaums Ha Nnoackasku v wabnoHu, TOUKM 3a paswmpeHue,

3anucy ¢ AaHHy 3a AOCTbM M BPb3KY, Ch3haBaHe Ha Mogenu, obyueHune
W U3TpUBaHe, BHeApABaHe, 3a[eiiCTBaHe Ha 3apeXaHe — onuTaHa ¢
akayHTa C Hai-MaJiko npasa, KOMTO MOXe [a Cce yA0CToBepu. YeTeHeTo
1 3aNuChbT ca TECTBaHM OTAESHO.

OTOpMSaLI,MH n n3onauuna C'b,El,'bp)KaHI/Ie, Cb30aeHO0 KaTo ABaMa I'IOTpe6MTe}'IM B eQHa K/IMeHTCKa F-02
Ha Al gaHHUTe mexny opraHMsaunsa n Kato I'IOTpe6VITe}'II/I B AB€ K/IMEeHTCKW opraHunsauuun, c
KNMMEeHTCKW opraHnsauyunmn pasMeHeHU M,D,eHTMCbI/IKaTODI/I B ABeTe NOCOKMU, KaTo N3BINYAHETO,

MeTafaHHWTe, EKCMOPTMPAHETO U U3TPUBAHETO Ca TeCTBaHM OTLAESHO.
Mpon3BogHUTE apTethakT — BEKTOPHU NPeLCTaBaHuMS, pestomeTa — ca
TpeTupaHm KaTo CaMOCTOMHM 06eKTH.

lpaHuMLUaTa Ha oTopU3aLms Yua BNaCT HOCK BCAKO M3BMKBaHE Ha MHCTPYMEHT: Ta3un Ha KpaniHua F-04
Ha areHTa u noTpebuten, oTopMsMpaHa Ha HUBOTO Ha UHCTPYMEHTa, UK edHa
NHCTPYMEHTUTE cnyxebHa MOEHTUUYHOCT, OCTaTbUHO WMPOKa Aa 06CNY»KBa BCUYUKMN.
OnuTaHo Npes areHTa ToBa, KOETO Ha UCKaLLMs NoTpebuTen ce oTkasea
OUPEKTHO.
MHXeKTMpaHe Ha MpoMnTh,  VIHCTPYKLMM B COBCTBEHMA X0, HAa MOTPEBbUTENS U MHCTPYKLMMK, F-04
NPAKO U KOCBEHO MoCTaBEHU B CbAbpXKaHWe, KOeTo cucTemata 3apexaa. MogpeaeHu no
nocnefcTBuMe, a He Mo NoJsie3eH ToBap: KAKBO e [LOCTUTHATO, He Ye e
npopaboTuno.
MbTAT HA AaHHWUTE U Kbae oTBaT NoACKasKuTe, pasaroBopuTe, KaueHuTe dainose n F-09
CbXpaHeHneTo N3XOAUTE, KOU KOMMOHEHTM M1 BUXKAAT, KAKBO Ce 3anncBa B XypHas 1 (nonoxwuTtenHa)

C KakBa noApo6HOCT, KOMKO Ab/r0 BCAKO XpaHWUuLLLE ro nasu u ganm
XPaHUNULLETO Ha apTedaKTMTe e JOCTUKMMO be3 cecus.

Ob6ukHoBeHa yeb n API YOocToBepsiBaHe Ha BCEKM MapLUpyT, BKAKYUTENHO NOTOUYHUTE, F-06, F-07, F-08
CUTYpHOCT Ha Al KpanHuTe 0TOpM3aLLMA Ha BCEKM OT TAX, OFPaHNYEHMS Ha YecToTaTa U pa3xoguTe,
TOYKM orpaHuMyeHunsa Ha pasmepa Ha BXxogHuTe gaHHu, obpaboTka Ha rpeLku,

NoSIMTUKA 3a pasIMYeH NPoOM3Xoa, 1 TalHM B NaKeTa OT CTpaHa Ha

KNneHTa.
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Kak ce nsnonssaT UHCTPYMEHTUTE

M3nonssame aBTOMaTU3NPaHN NHCTPYMEHTU MHTEH3NBHO N M Ce A0BEepABaMe 3a TOYHO €4HO HELLO!

nokKpuTune. CKeHepr MOXe Oa I/I36pOI/I rondama noBbpPXHOCT I'IO-6bp30 M no-nocnenoBaTtesiHoO OT YOBEK.

ToBa, KOETO He MOXe, e fa pasbepe 3a KakBO CNyXM YHKLMATA — KOW 3aNnCK egMH aKayHT MMa NpaBo

0a BUXIa, 0anv Ha eOuH areHT e Tpabsano ga 6bae No3BoNeHo Aa Hanpasy onpenerneHo n3BnukBaHe,

MMM KOW OT ABa OTroBopa C NpaBuieH Bua npeactaBnsisa npekoceHa rpaHuua. Mpu Al

qJYHKLI,I/IOHaJ'IHOCTl/ITe Ta3n passimka e no-rondama ot O6VI‘-IthHOTO, 3auloTo I'Iy6J'IVIKYBaH CMnUCbK C

KaTeropum puck He e TecT, a reHepupaH Kopnyc 3a jailbreak He B1 ka3Ba KbM KaKBO € CBbp3aH MOAesbT.

KakBo nobaBa aBToOMaTM3aUmnsaTa

0 OTkpvBaHe Ha KpalHM TOUKMW, MapLLpyTU 1
napameTpu No noebpxHocTTa Ha Al 1
NPUNOXeEHNETO.

[ MNosTapsiHe Ha 3an1caH Habop onepaumm npes
HAKOJIKO TOKEHA 1 KJIIMEHTCKM OpraHnsaumu.

[l PaznosHaBaHe Ha BEPCUUN U KOH(UTypaLmn B
ronam obem.

0 LUnpoumHa npes KopMycu 3a MHXeKTUpaHe, 3a
TpYax, a He 3a KOHCTaTaLmu,

0 NMokpuTre 3a perpecumn Npv NOBTOPHUS TECT.

bBe3onacHOCT 1 npaBuMna Ha aHraXKMMeHTa

1

KakBo gobaBsd caMO YOBEKBLT

[ PelieHue kon AOAMUHUCTPATUBHK onepaynmn
CblleCTByBaT U UMaT 3HAYeHMe.

[ TecTBaHe Ha oTOpM3aUMATa MPe3 akayHTU, POJIN 1
KJIMEHTCKM OpraHusaLmm.

a [MpeueHKa KakBO €4HO UHXXEKTUPaHe
OENCTBUTENHO € AOCTUIHAJO U KOJTKO CTpyBa TOBa.

[ 3abengasBaHe, Ye efHa NUMCBalla NPOBEpPKa
069CHABA HAKOJIKO KOHCTaTaLuu.

[ PeweHwne KakBo e 6e3onacHo ga 6bae n3nbiHeHo
cpeLly cucTema, KoSTo M3pasxonsa pecypcu.

PaspelueHneTo e NbpBo. HMKAKBO TeCTBaHe He 3anouBsa, [OKaTo He € Ha/IMLE NOANMCaHo paspeLleHme,
Ha30BaBalllo CUCTEMUTE B 06XBATA, M EKUMbT ro HOCMK NPes LAN0To BpeMe.

HanuuHocTTa n pasxoguTte ca 3awmTeHn. OTKasbT Ha ycyra v TeCTBaHEeTO Nof, HAaTUCK Ca U3K/HYEHM Mo
noapasbupaHe. Onepaumm, KOUTO U3PA3XOABAT U3UUCTTUTENIEH PECYPC UK BrodyKeT — 3apexaaHe Ha JaHHM,
obyyeHune, MacoBO reHepupaHe — ca orpaHnyeHu, 4OroBOPEHN MMCMEHO NPeABaPUTENHO 1 Ce U3Mb/HABAT
cpelly TeCToBa cpefa HaBCAKbE, KbAeTO MOJENbT Ha 0TOPM3aLMA € ChLIUAT.

MuHnmanHo HeO6XO,[],I/IMO [0Ka3aTesiCTBO. M3non3BaHeTo Ha yA3BMMOCTTa Cnnpa B MOMEHTA, B KOI;ITO
Bb30EMCTBMETO e AeMOoHCTpMpaHo. MpeagnouMtaMe ga 4eMOHCTpUpaMe NponycK B 0Topu3aumsaTa CpeLly 3anuc,
KOMTO CMe Cb3hasiv caMu; He U3BnYaMe gaHHW MacoBo, a KOH(Urypaums, KoaTo NpoMeHsaMe, ce Bb3CTaHOBABaA
HesabaBHoO.

HuLL0 He ce NocTaBa TaM, KbAETO APYrK Lie ro npoyeTaT. CbAbpiKaHMETO, M3MON3BAHO 3a TECTBAHE HA KOCBEHO
WHXXEeKTUpaHe, 0T1Ba B KOPMYC, NPUHAANEXaLL, Ha TecTepuTe, e AcHo 0603HaYeHo 1 ce NpeMaxBa cfief, ToBa.
HukakBa MHCTPYKLMSA He ce 0CTaBa TaM, KbAETO CECUs Ha AeNCTBUTENEH NoTpebuten 6u Morna aa g 4OCTUrHe.

He ce I'IY6J'IVIKYBaT pa60Teu.|,M EeKCMIoONTH. Bb3np0m33e>+<,u,aHeTo € HannmcaHo Ha HMBOTO, KOETO N3Nos13Ba eanH
6roneTnH Ha OOCTaBYMNK — onepaumndata, NbTAT U OTrOBOPHT — KOETO € A0CTAaTbYHO 3a BallnUTe UHXKEeHepu n
HeOOCTAaTb4YHO 3a BCEKWU OpyT.

XKVMB KOHTaKT Npes uanoTo Bpeme. lNocoyeHnTe N1 3a KOHTaKT OT ABEeTe CTPaHM ca LOCTbMHU Npes uenmsa
nepunon, a KOHCTaTauna ¢ KpUTUYHOCT ngh Ce eCKanumpa B Cblnda AeH, B KonTo 6bae noTBbpAeHa, CbC CbBET 3a
MEeXOWHHO OrpaHn4yaBaHe, BMECTO Oa 6boe 3abpiXKaHa 3a OT4yeTa.

YncTo nsnmnsaHe. TeCTOBUTE akayHTU, KAYEHUTE JOKYMEHTH, Cb3dafeHnTe Modenn 1 BCekn Apyr aptetakT ce
npemaxeaT 1 n3bponaBarT, 3a 4a MOXe K/IMEHTbT Aa NpoBepwu, Ye cpedarta e KakTo e buna.
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3awo CKYYHUAT aKayHT MMa 3Ha4YEeHune. Han-ueHHWTe faHHKW 3a [,oCTbN B eaMH Al aHraXXMMEHT ca Te3u, KOUTO He
TBBPAAT abcontoTHO HULWO. A,EI,MI/IHI/ICTpaTI/IBHI/IFIT adKayHT B/ NOKa3Ba aAMNUHNCTPaTMUBHATaA NOBbPXHOCT,

paboTellla KaKTo e NpeaBUaeHO0; 0OMKHOBEHUAT aKkayHT BU KasBa Aasiv CbPBbPbT BCbLLHOCT IO € rpuxa.
Mo-ronsiMaTta 4yacT OT CEPUO3HUTE KOHCTaTaLUM B TO3M OTHET MPOU3NIM3AT OT U3BUKBAHE Ha aAMUHUCTPATUBHA
onepawuus C TOKEH, KOWTO He NMpeTeHamMpa 3a HUKaKBY npasa, 1 nosyvyasaHe Ha OTroBop.

MHCprMeHTbT MOXe [la BU KaXe, Ye efHa KpaVIHa TOYKa CbllecCTByBa. Camo
YOBEK MOXe [a BU Kaxe, ye 0OUKHOBEH n0Tpe6|/1Ten HMUKOra He e Tpﬂ6BaJ'IO na

A N3BMKBaA.

PA3LEN 3 - HAKPATKO

PA3LEN 4

OueHKN Ha KPUTNYHOCTTAa

KoHcTaTaummTe ce oueHsBaT No bM3HeC pMCK — KakBO CTpyBa NpobneMbT Ha Tasu
opraHusaums, ako 6vae nsnonssaH — kato CVSS v3.1 nHdopmmnpa oueHkarta, Ho He 9

OVKTYBa.
OueHka KakBo 03HavaBa O4yakBaH OTroBop
CRITICAL HesabaBHO 1 TEXKO BU3HEC Bb3AeNCTBME; lecHa MonpaBeTe BegHara. EckanupaiiTte

HIGH

MEDIUM

LOwW

INFORMATIONAL

ekcrnnoartaumsa. ObukHoBeHo 6e3 ynocToBepsaBaHe v
HaOex[aHo, BOJeLO AMPEKTHO 40 3aryba Ha AaHHK,
(hvHaHcoBa 3aryba unu KOHTPON Hag cpeaarta.

3HauMTeNHO Bb3OeNCTBUE M peaucTmyHa
Bb3MOXHOCT 32 eKCrnioaTtauus, Makap Aa Moxe aa
M3WCKBA NO3ULMS, aKayHT UV NpeaBapuTesHO
ycrnosue. YecTo pellaBalloTo 3BeHO BbB Bepura.

YMepeHo Bb3AeNCTBUE UMY CEPUO3HO Bb3AeNCTBME,
KOETO 3aBMCU OT YCIOBUSA U3BbH MbJIHUA KOHTPOS Ha
Hanaparens.

OrpaHu4yeHo NpsaKo Bb3AeNCTBME. YKpenBaHe Ha
3awmMTaTa 1 3almTa B 4bn6oUnHa; nonesHo sa
HanagaTen rmaBHO B KOMOUHALMSA C HELLO Apyro.

HsiMa npsiko Bb3OencTBre BbpXy CUrYPHOCTTA.
HabntopeHune, oTkNoOHeHWe 0T gobparta npakTuka unm
— KaKTO TYK — KOHTPOJI, NOTBbPAEH KaTo paboTeL,.

CblMAa OeH; NpunoxXeTe MeXxXanHHoO
OorpaHn4yaBaHe, ako NbJjiHaTa NonpaBKa
OTHEeMa BpeMe.

MonpaBeTe B TeKyLWMS LUK, He
[onycKanTe aa Brese B 06WMsA CNUCHK
CbC 3aauun.

MnaHWpaiTe oTCTpaHaBaHe C LOrOBOPeH
CPOK B CiefBallvsa UMKb UKW ABa.

MnaHupaiTe ro Haper cbC CBbp3aHaTta
paboTa.

OTtbenexete ro. JelcTBanTe no sawia
npeueHKa.

Kak ce nsnonssa CVSS — n kbae cnupa

Bcaka KoHcTaTaums Tyk Hocu 6asoBa oueHKa 1 BekTop no CVSS v3.1. CVSS e obuy, e3unk: To no3sonssa
Ha OAMUTOP, AOCTaBUYMK MU UHXKEHEP Oa CPaBHAT ABe KOHcTaTauuu, 6e3 ga cnopaT 3a npunaratenHu. Toea,
KOETO YMULLNEHO He 3Hae, e BalmnaT b1u3Hec — fanm 3acerHarata CMCTEMaA CbObpKa pPeryanpaHm MUHmn
OaHHW UM TECTOBO KOMWE Ha MUHANOrOANLIHMS KaTanor, Uin fanan KOHCYyMaTopbT Ha 3anMCBaem
KOH(MrypaLMoHeH 3anmc BeYe e CBbp3aH. 3aToBa M3non3Bame 6asoBaTa OLEHKA KaTo BXOOHM OAaHHU U
oueHsiBame no busHec puck.
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TaMm, KboeTo oBeTe ce pasMMHaBaT, KOHCTaTalUuMATa Noco4vBa OUEHKATa, pe3ysitata  NpuvnHarta. F-03 e

paspaboTeHMsT NpMMep B TO3M OTUET: UoCcTpaTMBHaTa 1 6a3oBa oueHKa e 7.1 1 e oLeHeHa KaTo

Medium, 3aL10TO KOHCYMMpalllaTa CbpBbpPHA YacT He belle cBbp3aHa B TecTBaHaTa cpefa. [JedeKkTsbT B

oTopM3aLMATa e MbJIeH U AeiCcTBalll; MMNCcBa caMo KoHcyMaTopbT. OleHeHa camo no pesynTtaTa, 19 bu

n3npesapuna paskpmeaHe Ha AaHHU MeX Oy KIMEeHTCKN OpraHn3aulmnn, Koeto 6u 6uno norpewHo —a

OTXBbpJieHa 3apagm Nunceawmsa KoHcymaTop, 61 6uno owe no-nowo. F-08 nokassa obpaTHOTO:

no3sondBalla NoJINTUKa 3a pPas/indyeH nNpon3xon N3ancCKBa Bid3/1a XXepTBa U CbAbpPxXKaHWe, KOHTPOJZIMPaHO

OT HanagaTens, 3aToBa e Low cama no cebe cu, a pasgen 7 A nogpexga Hapeg ¢ F-01 n F-03, 3awoTo

npen HeoxpaHdaBaH aAMUHUCTPATUBEH 3aNNC TA MpeMaxBa Noc/neaHOTO npeaBapuTenHoO ycioBne, KoOeTo

Te3n KOHCTaTauun ca nMaJin.

PA3LEN 4 - HAKPATKO

PA3LOEN 5

Ob606LeHne Ha KoHcTaTaumumTe

OUeHKUTe B TO3U NPrYMepeH AOKYMEHT ca UICTPaTUBHU. Te ca NpeacTaBUTeNIHM Npumepu, noabpaHu ga
CbOTBETCTBAT Ha BCEKM BU[, KOHCTATaLMA, @ HE OLLeHKW, MPUCBOEHWN Ha AeMCTBUTENHA CUCTEMA.

CVSS BuM Ka3Ba KONKO siowwa e ya3BmMocTTa. CaMo BalMAT KOHTEKCT BM Ka3Ba
KONIKO nouwl e 6bae BTOPHUKBT.

Bcuuknte geseT BNucBaHuS, B pefa Ha oTcTpaHaBaHe. Pasgen 6 usnara
[,0Ka3aTeNCcTBOTO, NbTH 32 Bb3NPOM3BEXOaHE, Bb3AEeCTBMETO M NpenopbkaTta 3a

BCAKO OT TAX.

ID

F-01

F-02

F-03

F-04

F-05

F-06

KoHcTaTaumns

Al pipeline storage credentials readable
and writable by a non-administrator

Cross-tenant access to conversations,
documents and embeddings

Generative prompt configuration writable
by an ordinary tenant user

Agent tool boundary steerable by
instructions planted in an ingested
document

Model lifecycle and data ingestion
operable without an administrator role

Unauthenticated AI endpoint discloses
internal architecture in its error body

KOMNOHEHT

AI administration
service — storage
destination record

Al datastore — threads,
documents,
embeddings, generated
summaries

Al administration
service — prompt
extension points

Agent orchestration
layer and its tool
authorisation

Al administration
service — model
lifecycle and ingestion
triggers

Al generation endpoint
— error handling

KputnyHoct

HIGH

HIGH

MEDIUM

MEDIUM

MEDIUM

LOW
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ID KoHcTaTauuns KomnoHeHT Kputnunoct  CVSS Cratyc

F-07  No rate limiting or cost control on the Al generation endpoint LOW 4.3 OTBOpeHa
generation endpoint — throttling and quota

F-08  Permissive CORS on the AI API: arbitrary AI API gateway — LOW 4.3 OTBOpeHa
origin reflected with credentials allowed Cross-origin resource

sharing policy

F-09 Positive observation: the administrator Platform identity INFORMATIONAL RUVE] Observation
gate exists, one service away service, compared with
the Al services

CTaTycbT € KbM JaTaTta Ha TO3M OTYeT; ciel, MOBTOPHMUS TECT BCEKU pep, Ce Npen3aaBa KaTo 3aTBOPEH, YaCTUUYHO OTCTPAHEH MK
oTBOpeH. OueHKuTe ca nnrctTpatuBHU. KoHcTaTaumnTe ce npegasat v kato ekcnopt B CSV n JSON.

Kak ce ueTe TabnuuaTta

1 Tpu OT oceMTe KOHCTaTauum ca egHa nunceaua nposepka. F-01, F-03 n F-05 ca eanH 1 cbly, gedekT, AocTurHaT
npes Tpu onepaumn: aaMUHUCTPATUBHUTE yCryrn Ha Al He HanaraTt NpoBepKa 3a agMUHUCTPATOP MO NbTH Ha
3anuc. TpeTupanTe rv KaTo efHa NPOMsiHa C TPY NOTBbPXKAEHMS, a He KaTo Tpu 3agayun — F-09 nokassa ycnyra
Ha cbuiaTa nnaTopMa, KOSTO BeYe Hanara Tas3m NnpoBepkKa.

2 KoHcTaTaumaTa 3a MHXEKTMpPaHe Ce OLeHsiBa cnopef ToBa, KoeTo e gocturHana. F-04 He e Medium, 3awWw,0To
NHXXEKTUpaHeTo e ycnsano; T8 e Medium, 3aLL0TO MHCTPYMEHTBLT, KOMTO e 61 HacoueH, BpbLia bruaHec 3anucu
npes rpaHunua, Npes KoATo Ha UcKallms notpebuTten ce oTKkasBa AMPEKTHO. AKO He Belle AoCTUrHana HMLWO,
HAMalle pa 6bae B Ta3m Tabnuua.

3 Tpute Low He ca 3anbnBaHe 1 efHa OT TaX ce HaTpynBea. F-08 e Low cama no cebe cu 1 CbLLECTBEHO MOo-fowa B
KoMbuHauus ¢ F-01 n F-03 — 3aToBa pasaen 7 9 noapexna Hapem, C TSX, a He BbB BbJ/IHATA M0 3aKasisiBaHe.

PA3LOEN 6

MogpobHM KoHCTaTaumu

Mo egnH pasgen 3a BCAKa KOHCTaTaUUs: KPUTUUHOCT 1 untoctpatmeeH CVSS, 3acerHar
KOMIMOHEHT, KakBO belle OTKPUTO, 4,0KA3aTEs/ICTBOTO, NbT 3a Bb3MNPON3BEXKAAHE,
Bb34EeMCTBMETO M NMonpasKa.

3a fokasartencreaTa no-gony. B pencTBuTENEH OTUET BCEKM 3aMUC € 3aTMyeHa CHUMKaA Ha eKpaHa oT cobcTBeHaTa cecus Ha
NHXXeHepa, C Nb/IHUTe LBOWNKN 3a8BKa U OTroBOp B NPUNOXEHNETO. Bceku 3anuc TYK € CUHTEeTUYHa PEKOHCTPYKLUMNA —
onepaunnTe Ca npeactaBUTENHW; yCNyrnTe, KIIMEeHTCKUTE OpraHnsaunn, I/I,El,eHTI/ICbI/IKaTOpI/ITe, KK4oBeTe N N3XOObT Ca
n3Mucnenun. B Tosum OOKYMEHT HUKbAe He NPUCHCTBaA pa60Teu_|, noneseH ToBap nnu eKCMIoNT: Bb3MNponsBexgaHeTo e HanmcaHo
Ha HMBOTO, KOETO M3M0/3Ba eAnH boNeTVH Ha AOCTaBUKK.
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F-01 AI pipeline storage credentials readable and writable by a
non-administrator

HIGH

KPUTUYHOCT CVSS v3.1 (MTKOCTPATUBHO) 3ACETHAT KOMMNOHEHT CTATYC

High 8.1 AI administration service — storage OTBopeHa
AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N  destination record

Class: Missing authorisation (CWE-862) - insufficiently protected credentials (CWE-522) - Reference: OWASP LLM Top 10 — supply
chain and sensitive information disclosure - OWASP API Top 10 API5:2023 - MITRE ATLAS — ML supply chain compromise -
Composite element: embedded generative-Al feature in an enterprise application

OnucaHwne

The Al pipeline reaches object storage for datasets, embeddings and generated artefacts through a destination
record held by the Al administration service. That record contains the storage endpoint, the container and the
credential itself, and writing it is how an administrator rotates the credential. It is also how an attacker redirects
the pipeline.

Requested with an ordinary business account — a token whose claims name a non-administrative role and carry
an explicit non-administrator flag — the record returned in full, credential included, and a replacement was
accepted. The administration interface hides this screen for that role, and hides it correctly; the decision is taken
in the browser and the service behind it does not repeat the check. The consequence runs in both directions: the
existing credential is disclosed to anyone who can authenticate, and the destination the pipeline writes to
becomes the attacker's choice, so training and inference data lands wherever they say.

[okasaTencrso

SYNTHETIC EXAMPLE
Al pipeline storage credentials readable and writable by a non-administrator
An ordinary business account reads the pipeline's object-store credential and replaces the destination record.

analyst@wkstn:~/ai$ cat bob-token-claims.json

{"sub":"bob","tenant":"t-larkmoor","roles": ["business.user"],"is_admin":false}

analyst@wkstn:~/ai$ curl -s -H "Authorization: Bearer $BOB" \
https://ai.example.test/ai-svc/config/storage—-destination

1 200 0K U C I [ I
{"name" :"pipeline-artefacts","endpoint":"obj
"container":"ai-artefacts", "sas":" <truncated — fabricated value>"}

analyst@wkstn:~/ai$ curl —s —-o /dev/null —w '%{http_code}\n' —X PUT \
-H "Authorization: Bearer $BOB" -H 'Content-Type: application/json' \
——data @destination-we-control.json \
https://ai.example.test/ai-svc/config/storage—destination

204 I I )

| » An is_admin:false token reads the pipeline's storage credential and redirects its output.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-01 — a token asserting a non-administrative role reads the pipeline's storage destination record,
including its credential, then replaces the record. Illustrative reconstruction using synthetic data on reserved
example.test names, the fictional tenant t-larkmoor and the placeholder account bob; not client evidence.

CTbnKK 3a Bb3Npon3BeX4aHe

1 Authenticate as the most ordinary account the tenant will issue and decode the token's claims, confirming it
names a business role and asserts no administrative privilege.
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2 Request the Al service's storage destination configuration directly, bypassing the administration interface
entirely. In the sample transcript the response is 200 OK and carries the endpoint, the container and the
credential.

3 Replay the same request as a PUT carrying a destination record under your own control. The sample shows 204
— accepted, with no administrative claim asserted at any point.

4 Read the record back to confirm the replacement persisted. Testing stopped there: the destination was restored
immediately, and no pipeline run was allowed to write to a tester-controlled store.

Bb3pgencteue

Two distinct losses. First, a credential for the store that holds every dataset, embedding and generated artefact
the feature produces is handed to anyone who can log in, which for a tenant with ordinary staff accounts is a large
population. Second, and worse, the attacker chooses the destination: subsequent training and inference data is
written where they direct it, continuously, as part of normal operation and with no anomaly for anyone to notice.
There is no application compromise to detect, because the application is working exactly as configured — it is the
configuration that was taken. Any personal or commercially sensitive data that reaches the corpus follows the
destination record.

[MpenopbKa

1 Treat the credential in the destination record as compromised and rotate it now, before any code change. Check
the storage account's own access logs for reads from outside the expected pipeline identity.

2 Require a server-side administrator check on this operation specifically, on the write path as well as the read
path. Read access to a configuration area is not consent to write it.

3 Stop returning the credential at all. The configuration API should expose the destination's identity and status
and never its secret material; rotation should write a reference to a managed secrets store rather than a value.

il Prefer a workload identity over a long-lived shared credential, so that the pipeline's access to storage is bound to
the pipeline rather than to a string that can be copied out of a configuration record.

HIGH F-02 Cross-tenant access to conversations, documents and embeddings

KPUTUYHOCT CVSS v3.1 (MTKOCTPATUBHO) 3ACEMHAT KOMMNOHEHT CTATYC

High 7.7 Al datastore — threads, documents, OTBOpeHa
AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N  embeddings, generated summaries

Class: Authorisation bypass through user-controlled key (CWE-639) - incorrect authorisation (CWE-863) - Reference: OWASP LLM
Top 10 — sensitive information disclosure - OWASP API Top 10 API1:2023 (BOLA) - OWASP WSTG-ATHZ - Composite element:
multi-tenant AI feature with its own datastore

OnucaHwne

Al features generate and store a great deal: conversation threads, uploaded and ingested documents,
embeddings derived from them, and generated summaries and artefacts. These usually live in a new service with
its own datastore and its own identifier space, wired into the platform session for authentication but not into the
platform's existing object-authorisation model. That is what was found here.

Content was created by an account in one tenant and its identifiers were then requested by an account in
another, with no relationship between the two. Thread messages, the source document, the derived embeddings
and the generated summary all returned successfully. The delete verb on the same object was correctly refused,
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which makes the finding unambiguous: an ownership check exists in this service and was not applied to the read,
export or metadata paths. The generated summary deserves separate mention: it can be more sensitive than any
record behind it, because the analysis is the value.

[lokasaTencteo

SYNTHETIC EXAMPLE
One tenant's user reads another tenant's conversations, documents and embeddings

The Al datastore has its own identifier space and was never wired into the platform's object-authorisation model.

POST /ai-svc/threads
201 {"thread_id":"th_9f41lce@a7"}

/ai-svc/threads/th_9f41c@a7/messages
200 'S
[{"role":"user","content":"summarise the attached pricing note"}, ...
GET /ai-svc/documents/doc_41b8e2/content
200 do i
GET /ai-svc/embeddings?document_id=doc_41b8e?2
200 {' to 1 1024, 4 oo
GET /ai-svc/threads/th_9f41c@a7/summary
200 I sumn

DELETE /ai-svc/threads/th_9f41c@a
403 I (

| » Retrieval, export and metadata cross the tenant boundary; delete does not. One verb was checked.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-02 — content created in one tenant is retrieved by an account in another across four different paths,
while the delete verb on the same object is refused. Illustrative reconstruction using synthetic data, the fictional
tenants t-larkmoor and t-pentreath and the placeholder accounts bob / carol; not client evidence.

CTbnku 3a Bb3npon3BexgaHe

1 Using an account in the first tenant, create a conversation thread and upload a document to it. Record the
identifiers the service returns.

2 Authenticate as an unrelated account in the second tenant and request the thread's messages by identifier. The
sample shows 200 and the conversation in full.

3 Repeat for the document content, the embeddings derived from it and the generated summary, testing each
path separately rather than assuming they share a check.

4 Attempt the delete verb on the same object to establish whether the service has any ownership check at all; the
sample shows 403, which proves the check exists and was not applied consistently. No data belonging to
anyone other than the tester's own accounts was retrieved.

Bb3penctene

One tenant can read another's conversations, source documents, derived embeddings and generated analysis.
For a multi-tenant product this is the failure customers ask about by name in security questionnaires, and the one
that converts a technical defect into a contractual and regulatory event: a confidentiality breach affecting
identified third parties, discoverable by anyone with an ordinary login and a valid identifier. Because the
identifiers appear in URLs, exports and support tickets, the precondition is weaker than it looks.

[Mpenopbka

1 Authorise every object access against the requesting principal's tenant and entitlement, inside the data-access
layer rather than in each handler, so a new endpoint inherits the check instead of having to remember it.
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2 Apply the check per verb and per derived object. Retrieval, metadata, export, regeneration and deletion are
separate paths, and embeddings and summaries are separate objects that inherit the sensitivity of their source.

3 Make identifiers unguessable as defence in depth, but do not treat that as the control — the finding is the missing
check, not the shape of the identifier.

4 Add an automated test that creates an object as one tenant and asserts a refusal on every verb as another, and
run it in the pipeline so the next endpoint cannot regress it quietly.

F-03 Generative prompt configuration writable by an ordinary tenant user

KPUTUYHOCT CVSS v3.1 (UTKOCTPATUBHO) 3ACEMHAT KOMMNOHEHT CTATYC

Medium 7.1 AI administration service — prompt OTBOpeHa
AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:H/A:N  extension points

Class: Missing authorisation (CWE-862) - improper control of dynamically-managed code resources (CWE-913) - Reference:
OWASP LLM Top 10 — prompt injection and improper output handling - OWASP API Top 10 API5:2023 - MITRE ATLAS — poison
training or prompt data - Composite element: embedded generative-Al feature in an enterprise application

OnucaHwne

Each generative scenario in the feature executes a base prompt plus whatever a tenant has configured at an
extension point — tone, terminology, policy text, output shape. Those extension points are ordinary configuration
records held by the Al administration service, and they are the live instructions the model receives on every
session of that scenario. The administration interface restricts them to an administrative role. The service does
not.

An account with no administrative claim listed the extension points bound to live scenarios, replaced the content
of one with a benign marker string and read it back as the active configuration. In this environment the consuming
backend was not fully wired, so nothing written was ever executed by a model. That is why the rating is Medium
while the illustrative CVSS base score is higher: the authorisation defect is live and complete, and only the
consumer is absent. A test looking for prompt injection alone would have recorded a dead end and moved on —
the write path is the finding, and it will be fully exploitable the day the consumer ships.
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LlokasaTencreo

SYNTHETIC EXAMPLE
Generative prompt configuration writable by an ordinary tenant user
The live instruction store behind a generative scenario accepts a write from a token that asserts no privilege.

GET /ai-svc/config/prompt-extensions
200 r . 3 )
[{"id":"pe-004","scenario":"reply-draft","state":"active"}, ...

PUT /ai-svc/config/prompt-extensions/pe-004
204 r n ylac

GET /ai-svc/config/prompt-extensions/pe-004
200 oL I
<benign marker string itten by the

| > Writing the prompt store is writing the instructions every session of that scenario gets.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-03 — the extension points bound to live generative scenarios are listed, written and read back by a
token asserting no administrative privilege. Illustrative reconstruction using synthetic data on reserved
example.test names and the placeholder account bob; not client evidence.

CTbnKM 3a Bb3npomsBexaaHe

1 As an ordinary business account, list the Al service's prompt extension points and note which are bound to
scenarios marked active.

2 Issue a PUT against one of them carrying a clearly marked, benign test string rather than an instruction. The
sample shows 204.

3 Read the record back and confirm the written content is returned as the live extension for that scenario.

4 Establish whether a model consumes it, by exercising the scenario in the application and comparing output. In
the sample the consumer was not wired, which is recorded as a fact about the environment and not as a
mitigation. The original content was restored immediately.

Bb3pgencteue

Write access to a prompt store is write access to the system instructions every user of that scenario receives. An
attacker who holds it does not need prompt injection, because they can edit the instructions directly: steer
output, suppress a refusal, insert a direction to disclose retrieved content, or change what the feature tells staff
to do. It is also silent — the output still looks like the product, and the change lives in a configuration record that is
not versioned, diffed or alerted on. Where the feature's output informs a business decision, the integrity of that
decision is in the hands of anyone with a login.

[Mpenopbka

1 Enforce the administrator check server-side on the write path for every prompt and template record,
independently of the read path and of service entry.

2 Version prompt and extension content. A change to live instruction content should produce a diff, a named
author, an alert and a rollback path, in the same way a code change does — because that is what it is.
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3 Separate the scope that permits everyday generative use from the scope that permits configuring it. Where the
platform ships a single service-wide scope, raise it with the vendor and meanwhile restrict the role carrying it to
a named administrative group rather than a default business role.

4 Review the current content of every extension point against what it is supposed to say, and keep that
comparison as a recurring check rather than a one-off.

F-04 Agent tool boundary steerable by instructions planted in an ingested

document
KPUTUYHOCT CVSS v3.1 (MIFOCTPATUBHO) 3ACEHAT KOMIMOHEHT CTATYC
Medium 6.5 Agent orchestration layer and its tool OTBOpeHa

AV:N/AC:H/PR:L/UI:R/S:C/C:H/I:L/A:N  authorisation

Class: Improper neutralisation of input used for LLM prompting (CWE-1427) - confused deputy / excessive agency (CWE-441) -
Reference: OWASP LLM Top 10 — prompt injection and excessive agency - OWASP Agentic Security Initiative - MITRE ATLAS — LLM
prompt injection - Composite element: Al assistant with tool access inside a business application

OnucaHwne

The assistant can act as well as answer: it calls internal services to fetch records, run a summary pipeline and
write artefacts. The question that matters is whose authority it acts under. Here each tool call was authorised
against the orchestrator's own service identity, which is broad enough to serve every user, rather than against the
identity of the person who asked.

A document was uploaded to the tester's own corpus containing an ordinary-looking instruction line in its body. A
later, entirely benign question in a fresh thread caused the agent to read that document and act on the
instruction, issuing a tool call scoped to a tenant the requesting account is not entitled to. The same operation,
attempted directly with the same account's token, was refused. The injection is not the finding; what it reached
is. The rating reflects exactly that: the tool in question returns business records across tenant boundaries, so a
steerable boundary around it is serious, while the attack requires content to be ingested and a user to ask a
question that touches it.

This report does not publish a working payload. The reproduction below describes the mechanism at the level a
vendor advisory uses, which is sufficient for your engineers to confirm the behaviour and insufficient to hand
anyone a tool.
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LlokasaTencreo

SYNTHETIC EXAMPLE
Agent tool boundary steerable by instructions planted in an ingested document
The tool layer authorises the orchestrator's identity rather than the requesting user's.

analyst@wkstn:~/ai$ sed —n '41,43p' tester-note.md

POST /ai-svc/threads/th_2c71/messages
200

{"tool_calls" {"name

"args" "entity":"account"," ":"t-pentreath"

GET /records?entity=account&tenant=t-pentreath
403 ed: t er

| > Through the agent, the user obtained a result the platform refuses them directly.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-04 — an instruction carried in an ingested document causes the agent to issue a tool call scoped to
another tenant, while the same call made directly with the requesting user's token is refused. The planted text is
paraphrased, not reproduced. Illustrative reconstruction using synthetic data, invented tool names and the
fictional tenants t-larkmoor / t-pentreath; not client evidence.

CTbnKM 32 Bb3Npon3BeXgaHe

1 Enumerate the tools the agent can invoke, their parameters and the identity each runs as. Where no such
inventory exists, asking the assistant about its own capabilities in plain language will usually produce one.

2 Place a document containing a directive sentence into a corpus the agent ingests, using an account and a corpus
belonging to the tester.

3 In a new thread, ask an ordinary question that causes the document to be retrieved, and record the tool calls the
orchestration layer emits in response.

4 Attempt the same operation directly, with the same user's token and no agent in the path. A refusal there and a
success through the agent together establish that the tool layer is authorising the orchestrator rather than the
caller.

Bb3pencrteue

A user obtains, through the assistant, a result the platform refuses them directly — and the instruction that
caused it can be placed by anyone able to get content into the corpus, which in a feature that ingests tickets,
documents or shared files may include people with no account at all. The agent becomes a universal proxy with
the broadest identity in the system, and the request looks legitimate in every log because the orchestrator was
entitled to make it. Any entitlement model enforced in the application tier is bypassed rather than broken, and
the tools that write rather than read turn the same path into an integrity problem.

[MpenopbKa

1 Propagate the end user's identity into every tool call and authorise at the tool, against that identity. An agent
should never hold an identity broader than the narrowest user it serves.
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2 Treat all retrieved content as untrusted data rather than as instructions: separate the instruction channel from
the content channel in the prompt structure, and label retrieved material explicitly as material to be reasoned
about.

3 Constrain the tool surface. Give each scenario the smallest tool set it needs, require confirmation for
state-changing tools, and apply the caller's own tenant and entitlement filters inside the tool rather than in the
arguments the model supplies.

4 Log each tool call with the requesting principal, the arguments, the authorisation decision and the retrieval that
preceded it, so the chain from ingested content to action is reconstructable after the fact.

F-05 Model lifecycle and data ingestion operable without an administrator role

KPUTUYHOCT CVSS v3.1 (WIHOCTPATUBHO) 3ACETHAT KOMMOHEHT CTATYC

Medium 6.3 Al administration service — model lifecycle OTBOpEHa
AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L and ingestion triggers

Class: Missing authorisation (CWE-862) - execution with unnecessary privileges (CWE-250) - Reference: OWASP LLM Top 10 —
supply chain and unbounded consumption - MITRE ATLAS — poison training data - OWASP API Top 10 API5:2023 - Composite
element: embedded generative-Al feature in an enterprise application

OnwucaHwne

Creating a model definition, attaching a dataset, starting a training run, promoting it and deleting it are plain
operations over HTTP, and so is triggering the job that pulls business data into the corpus. All of them were
available to an account asserting no administrative privilege, gated only by the coarse scope that also permits
everyday generative use.

Ingestion is the one to look at twice. It decides what the feature reads, which makes it a data-poisoning path, and
it moves volume, which makes it a convenient engine for relocating tenant data — particularly in combination with
F-01, where the destination that data lands in is also writable. Model deletion is the quiet member of the set: it is
an availability and integrity action that leaves the feature degraded or reverted without anything resembling an
attack in the logs.
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LlokasaTencreo

SYNTHETIC EXAMPLE
Full model lifecycle and data ingestion operable without an administrator role
Create, train, ingest and delete, all from a token that asserts no administrative privilege.

/ai-svc/models
201 {"model_id":"m-@f12"}
/ai-svc/models/m-@f12/train
202 {"run_id":"tr-7731","
/ai-svc/ingestion/runs
202 {"run_id":"ig-2@048","<
GET /ai-svc/ingestion/runs/ig-2048
200 {"records":0,"state":"cancelled-by-tester"}
DELETE /ai-svc/models/m-0f12
204

| » Lifecycle and ingestion are administrative, gated only by the everyday-use scope.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-05 — model creation, a training run, an ingestion run and a deletion, all accepted from a token
asserting no administrative privilege. Every operation shown ran against records created by the tester and the
ingestion run was cancelled before reading data. Illustrative reconstruction using synthetic data and invented
identifiers; not client evidence.

CTbnKM 32 Bb3Npon3BeXgaHe

1 As an ordinary business account, create a model definition against the AI service and record the identifier
returned.

2 Start a training run against that definition and confirm the service accepts it (202 in the sample), then trigger an
ingestion run and read its status.

3 Delete the model definition created in step one, confirming the full lifecycle is available to the same token.

il Repeat each operation with an administrative account and compare the responses, to establish that the service
is not distinguishing between the two. Scope rules required written permission for the resource-consuming
operations; the ingestion run was cancelled before it read any data and the model definition was removed
afterwards.

Bb3pencrteue

An ordinary user can choose what the Al feature learns from and when, start work that consumes compute and
budget, and delete the models the feature depends on. Poisoned or redirected ingestion is the most durable of
these, because it affects every answer the feature gives afterwards and is almost impossible to attribute later
without ingestion-level logging. Combined with F-01 the pair is materially worse than either alone: one finding
chooses what is read, the other chooses where it is written.

Mpenopbka

1 Gate model lifecycle and ingestion behind a narrower scope than generative usage, and enforce that scope
server-side on each operation rather than once at service entry.

2 Require approval or rate limiting for ingestion runs rather than allowing any scope holder to start one on
demand, and record what each run read and where it wrote.
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3 Make deletion recoverable: soft-delete model definitions with a retention window and an alert, so a destructive
action is reversible and visible.

il Audit the records that already exist. Any model, dataset or ingestion run created outside the expected
administrative group should be reconciled before the gate is applied, not after.

LOwW F-06 Unauthenticated Al endpoint discloses internal architecture in its error body
KPUTUYHOCT CVSS v3.1 (MTKOCTPATMBHO) 3ACEMHAT KOMITOHEHT CTATYC
Low 5.3 Al generation endpoint — error handling OTBOpeHa

AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Class: Generation of error message containing sensitive information (CWE-209) - exposure of sensitive information (CWE-200) -
Reference: OWASP LLM Top 10 — sensitive information disclosure - OWASP API Top 10 API8:2023 - OWASP WSTG-ERRH -
Composite element: Al endpoints published alongside an existing application

OnwncaHwne

A malformed request sent to the generation endpoint with no credential at all returned a verbose error. The body
named the orchestration host and port behind the gateway, the vector store and its port, the inventory of tools
the agent can invoke, and a source file and line number from the orchestration service.

Individually these are information leaks of the dullest kind. Collected in one anonymous response they are a map:
the tool inventory is the live contract rather than the documented one, and it tells an attacker exactly which of the
other findings in this report are worth pursuing and in what order. The adjacent streaming route did require a
session, which indicates the authentication requirement was applied route by route rather than at the service.

[okasaTencrso

SYNTHETIC EXAMPLE

Unauthenticated Al endpoint returns internal architecture in its error body
A malformed request with no session discloses internal hosts, ports, the tool inventory and a source path.

analyst@wkstn:~$ curl -s —-i -X POST \

-H 'Content-Type: application/json' —--data '{"prompt":}' \
https://ai.example.test/ai-svc/vl/generate # no Authorization header

analyst@wkstn:~$ curl -s —o /dev/null —-w 'S{http_code}\n"' \
https://ai.example.test/ai-svc/vl/generate/stream # no credential
401 ; ; ; : :

| > An anonymous request is handed internal hostnames, ports, tool names and a source line.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-06 — an anonymous malformed request returns internal hostnames and ports, the agent's tool
inventory and a source path, while the adjacent streaming route correctly requires a session. Illustrative
reconstruction using synthetic data on reserved example.test names and invented internal host names; not client
evidence.
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CTbnkK 3a Bb3nponseexnaHe

1 Send a syntactically malformed request body to the generation endpoint with no authorisation header.

2 Record the response status and body. The sample returns 500 with the upstream URL, the vector store address,
the tool list and a stack frame.

3 Enumerate the sibling routes on the same service and compare which require a session, to establish whether
authentication is applied at the service or per route.

il Cross-reference the disclosed internal names against the external estate to confirm they are not otherwise
published. No attempt was made to reach the internal hosts directly.

Bb3pgencrteue

Reconnaissance that would otherwise take an attacker time, or an account, is handed over anonymously. The tool
inventory in particular narrows the search for the agent boundary described in F-04, and the internal host and
port give an attacker who later gains any foothold a specific destination rather than a subnet. The rating is Low
because nothing here is directly exploitable on its own; the value is entirely in what it accelerates.

[MpenopbKa
1 Return a generic error body with a correlation identifier and keep the detail in the server-side log. The client
needs to know that something failed and how to reference it, and nothing more.

2 Require authentication at the service rather than per route, so a new endpoint is protected by default and an
omission is a deliberate exception rather than an oversight.

3 Remove stack frames and upstream URLs from production responses, and confirm the framework's debug mode
is disabled in every environment that is reachable from outside.

Vi Treat the tool inventory as sensitive configuration. It should never be reachable without a session, and never
from an error path.

Low F-07 No rate limiting or cost control on the generation endpoint
KPUTUYHOCT CVSS v3.1 (MITKOCTPATVBHO) 3ACEMHAT KOMIMOHEHT CTATYC
Low 4.3 AI generation endpoint — throttling and OTBOpEHa

AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L quota

Class: Uncontrolled resource consumption (CWE-400) - allocation without limits (CWE-770) - Reference: OWASP LLM Top 10 —
unbounded consumption - OWASP API Top 10 API4:2023 - Composite element: AI endpoints published alongside an existing
application

OnucaHune

A bounded burst of generation requests from a single ordinary account, agreed in writing beforehand and run
against a non-production tenant, met no throttle. Every request was accepted, none was refused, and the
responses carried no rate-limit headers, no retry guidance and no quota of any kind. Response times lengthened
materially across the burst.

Denial of service was explicitly out of scope and no outage was induced or attempted; the finding is the absence
of a control rather than a demonstrated outage, and it is rated accordingly. It matters more for Al endpoints than
for ordinary ones for a reason that is commercial rather than technical: each request carries a direct unit cost, so
an unthrottled endpoint is a billing exposure as well as an availability one, and the bill arrives whether or not
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anyone noticed.

[lokasaTencTteo

No rate limiting or cost control on the generation endpoint

A bounded, authorised burst from one ordinary account met no throttle, no quota and no 429 at any point.

analyst@wkstn:~$ for i in $(seq 1 120); do \
curl —-s —-o /dev/null -w 's{http_code} %{time_total}\n' \
-H "Authorization: Bearer $BOB" -d @prompt.json \
https://ai.example.test/ai-svc/vl/generate & done | sort | uniq —c

count status

120 200
@ 429

analyst@wkstn:~$ curl -sI ... /ai-svc/vl/generate | grep —iE 'ratelimit|retry'
(no output) F = ( A

| » One ordinary account can consume the tenant's generation capacity, and its budget.

i [llustrative example — synthetic data, not client evidence.

Evidence for F-07 — a bounded, authorised burst from one ordinary account is accepted in full, with no refusals
and no rate-limit or quota headers in any response. Illustrative reconstruction using synthetic counts and timings

against a non-production tenant; not client evidence.

CTbnKK 32 Bb3NpoOn3BeEX4aHe

SYNTHETIC EXAMPLE

1 Agree the burst size, the target environment and the window in writing before testing, since this operation

consumes resources.

2 Issue a bounded set of concurrent generation requests from a single ordinary account and tabulate the response

statuses.

consumption counter.

establish that no limit exists, not to find where the service fails.

Bb3pencteune

Inspect the responses for rate-limit, quota or retry headers, and the account's own usage view for any

Record response-time drift across the burst as an observation. Stop at the agreed ceiling: the objective is to

One ordinary account — or one credential leaked from a client bundle — can consume the tenant's generation
capacity and its budget, degrading the feature for every other user and producing a cost that is only visible on the
invoice. Without per-account counters there is also no way to attribute the consumption afterwards, so the first

clear signal is a finance question rather than a security alert.

[MpenopbKka

and retry headers so clients can behave correctly.

Apply a per-account and per-tenant rate limit on the generation endpoints, and return the standard rate-limit

2 Set a token or spend budget per tenant with an alert threshold below the hard limit, so unusual consumption is
noticed before it is paid for.
3 Bound input size and generation length at the gateway, and reject rather than truncate oversized requests.
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il Expose per-account consumption in the tenant's own administration view, so the organisation can attribute
usage without raising a support case.

F-08 Permissive CORS on the AI API: arbitrary origin reflected with credentials

LOW
allowed
KPUTUYHOCT CVSS v3.1 (WIHOCTPATMBHO) 3ACETHAT KOMMOHEHT CTATYC
Low 4.3 AI API gateway — cross-origin resource OTBOpeHa

AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N  sharing policy

Class: Permissive cross-domain policy with untrusted domains (CWE-942) - origin validation error (CWE-346) - Reference: OWASP
API Top 10 API8:2023 - OWASP WSTG-CLNT - OWASP LLM Top 10 — sensitive information disclosure - Composite element: Al
endpoints published alongside an existing application

OnucaHwne

The AI API echoes whatever origin a request presents, and returns Access-Control-Allow-Credentials:
true alongside it. The null origin is accepted too, so a sandboxed frame qualifies, and no Vaxry header
accompanies the reflection, which makes it cacheable. The policy is not an allowlist with a permissive entry;
there is no allowlist.

In effect the browser's own boundary is switched off for these endpoints. Any page a signed-in user visits can
issue credentialed requests to the AI API as that user and read the responses. The rating is Low in isolation,
because the attacker still needs the victim to be authenticated and to visit content they control, and because the
routes involved are the user's own. It is listed last and rated last for that reason — and the remediation plan in
section 7 notes that it should be read together with F-01 and F-03, since a permissive policy in front of an
endpoint with no server-side role check turns an authorisation defect into a drive-by one.

[okasaTencrso

SYNTHETIC EXAMPLE
Permissive CORS on the Al API: arbitrary origin reflected, credentials allowed
Any page the user visits can drive the Al endpoints as that signed-in user and read the responses.

analyst@wkstn:~$ curl -s —-i -X OPTIONS \

-H 'Origin: https://unrelated.example.test' \
-H 'Access-Control-Request-Method: POST' \
https://ai.example.test/ai-svc/vl/generate

1 204 No Content
1trol-Allow-0rigin: httg /unrelated.example.test
1trol-Allo entials: true
ontrol-Allow-Headers: Authorization, Content-Type
Vary n L
analyst@wkstn:~$ curl —-s -1 —-X OPTIONS -H 'Origin: null' ... | head -2
204 No Content

Access-Control-Allow-0rigin: null

| » Origin is echoed rather than checked, and credentials are permitted with it.

i lllustrative example — synthetic data, not client evidence.
Evidence for F-08 — a pre-flight request from an unrelated origin is answered with that origin reflected, credentials
allowed, no Vary header, and the null origin also accepted. Illustrative reconstruction using synthetic data on
reserved example.test names; not client evidence.
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CTbnkK 3a Bb3nponseexnaHe

1 Issue a pre-flight OPTIONS request to an Al endpoint carrying an unrelated 0xrigin header.

2 Inspect the response for Access-Control-Allow-0rigin, Access-Control-Allow-Credentials and
Vary. The sample shows the origin reflected, credentials allowed and no Vary.

3 Repeat with the null origin to establish whether sandboxed contexts are accepted.

A Confirm which routes the policy covers by repeating against several paths on the same service; a policy applied
at the gateway usually covers all of them.

Bb3penctene

A page outside the organisation's control can act as the signed-in user against the AI API and read what comes
back — conversations, documents, generated output — without ever handling the user's credential. Where that
same API also accepts administrative writes without a server-side role check, as described in F-01 and F-03, the
combination removes the last precondition those findings had: the attacker no longer needs an account of their
own, only a link a member of staff will open.

Mpenopbka

1 Replace reflection with an explicit allowlist of origins the product genuinely serves, and refuse everything else.
Never reflect, and never accept the null origin.

2 Keep Access-Control-Allow-Credentials: true only where a credentialed cross-origin call is actually
required, and remove it elsewhere.

3 Send Vary: Origin on every response that varies by origin, so an intermediate cache cannot serve one caller's
policy to another.

A4 Apply the policy once at the gateway rather than per service, and add a check to the pipeline that fails the build if
a response reflects an arbitrary origin.

F-09 Positive observation: the administrator gate exists, one service away

KPUTUYHOCT CVSS v3.1 (UIHOCTPATUBHO) 3ACETHAT KOMIMOHEHT CTATYC

Informational Nn/a He e ys3BMMOCT; He e NPUCBOEHA OLleHKa Platform identity service, compared with Observation
the Al services

Class: Positive control observation — not a vulnerability - Reference: Recorded as a control comparison supporting F-01, F-03 and
F-05 - Composite element: control comparison on the same platform and tenant

OnucaHwne

Not every observation in a report is a defect, and this one is the most useful page in the document for the team
that has to fix the rest. With the same token, in the same tenant, on the same platform, the Al administration
services accepted privileged writes while the platform's own identity service refused the equivalent operations
outright, with a clean denial naming the required role.

That comparison settles the question that usually delays remediation. The identity context was present and
correct; a service standing next to the AI services was already reading it on write. So the gate is not a platform
limitation or an architectural impossibility — it is a check that exists and was never applied to this surface, which
makes the conversation with a platform vendor considerably shorter. One further positive, recorded in the same
pass: the shared observability store held latency, token counts and tenant identifiers for AI requests but not
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prompt or completion bodies, where the opposite is common.

[lokasaTencTteo

SYNTHETIC EXAMPLE
Positive observation: the administrator gate exists, one service away
The same token, the same tenant and the same platform — refused by the identity service, accepted by the Al services.

{ b" : "bob","tenant":"t-larkmoor","roles": ["business.user"],"is_admin":fa
AI administration surface
PUT /ai-svc/config/storage-destination
204
PUT /ai-svc/config/prompt-extensions/pe-004
204
POST /ai-svc/ingestion/runs
202

Platform identity service
GET /identity-svc/users

403 {"error":"administrator role required"}
PUT /identity-svc/users/u-0012/roles

403 same denial on the write path

| » The identity context was present. One service evaluated it on write; the AI services did not.

i [llustrative example — synthetic data, not client evidence.

Evidence for F-09 — the same token is accepted on three Al administration operations and refused on the identity
service's equivalent operations. Illustrative reconstruction using synthetic data and invented service names; not
client evidence.

Kak bewe YCTaHOBEHO TOBa

1 Take a single ordinary business token and replay the administrative operations of the Al services, recording the
status returned for each.

2 Replay the equivalent administrative operations of a neighbouring service on the same platform, with the same
token in the same session.

3 Compare the two sets. A divergence establishes that the identity context is available and that enforcement is a
per-service decision. Inspect the shared trace store in the same pass, to confirm which fields of an Al request
are retained.

Bb3gencrteue

None directly — this observation records working controls. Its value is evidential: it removes the feasibility
argument from the remediation discussion for F-01, F-03 and F-05, and gives your engineers, or your vendor, a
correctly behaving service on the same stack to model the fix on.

KakBo fla HanpaBuTe c ToBa HabnopeHne

1 Use the identity service's behaviour as the reference when specifying the gate for the ATl administration surface,
and compare the two endpoint by endpoint after remediation.

2 Keep prompt and completion bodies out of the shared observability store, record both observations in the
control inventory, and state the intention somewhere durable so a future tracing change does not quietly reverse
it.

HanomHsaHe 3a 103K pasnen. F-01 no F-09 ca B3eTu ot qaopMaTa Ha HAKOJIKO aHOHMMU3NPaAHU aHIaXMMEeHTa U npencrtaBeHn,
cAKalw nasat oT eAnH. Bceku 3anuc, ume Ha ycnyra, KNIMeHTCKa opraHnsauusa, I/I,EI,eHTl/ICbl/IKaTOp, AKayHT 1 Ol eHKa no-rope ca
CUHTETUYHN.
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PA3OEN 7

[1naH 3a OTCTpaHdBaHe

Cbwute NPENOPBKHU, TPYNUPaHN Ha BbJTHU N NoApeaeHN. lNocnepoBaTesiHOCTTA MMa

no-rondaMo sHa4vyeHune OoT CrMCbKa: eanHHa NMpoBEpKa Ha NpaBaTa 3aTBapsd Tpu

KOHCTaTauunn, a U3NbAHEHNETO MYy Npenun pa60TaTa Mo 3aKandBaHe rnpaBun Ta3un

paboTa no-masnka.

MocnepoBaTenHOCTTA M 3aLL,0 € UMEHHO Tasu

OrpaquaBaHeTo € NbpBO, 3all0TO AaHHW 3a A0CTbI, KOUTO Ca 6UIM YeTUMK OT BCEKM adKayHT B

KNNeHTCKaTa opraHn3auusa, TpH6Ba ha ce TpeTnpart KaTo Beye N3BEeCTHU, a NoaMAHaTa MM He U3NCKBa

n3pgaHue. HanaraHeTo e BTOPO, 3al0TO € efHa NpoMaAHa, KOATO 3aTBapsa TPY KOHCTaTaLumM 1 npemaxsa

ycunearend 3ad oCtaHannTe. N3onauuaTta cnepga, 3all0To e Lpyr ekun n gpyra Kkogosa 6asa n Moxe ga

BbpPBU NapasiesniHo. FpaHvlu,aTa Ha areHTa e cnegeatia, 3al0To0 € pa60Ta no NpPpoeKTnpaHe, a He

KOHd)I/IpraLI,I/Iﬂ. 3akanaBaHeTo Ha Kpal‘/‘IHI/ITe TOYKM e NocnemHo, C egHO U3KJIoYeHne, oTbenssaHo B

Tabnuuata: F-08 e nogpeneHa paHo, BbMNpekn oueHkaTta cu Low, 3al,0To No3BosaBalla noinTunka sa

pasnnmyeH npomnsxopn, npen HeoxpaHsiBaH aAMUHUCTPATUBEH 3anunc € CbLLEeCTBEHO pasfinyeH npobnem ot

nosBonsiBalla NonuTUKa cama no cebe cu.

BbnHa KakBo ce npoMeHs
1-— [MogMeHeTe gaHHMUTe 3a 40CTbMN A0
OrpaHManaHe XPaHUNMUWEeTo Ha npoueca n Tesn 3a

Bpb3KaTa c busHec cuctemara.
MpernepanTe XypHanuTe 3a 4OCTbN A0
XPaHUMLLETO M TEKYLLOTO CbAbPXKaHMe Ha
BCEKM 3amnu1c 3a MeCToHa3HayeHwe,
paslWmrpeHne Ha NoacKaska 1 Mmogen 3a
Heo4aKBaHV MPOMEHN.
2 —HanaraHe EnHa npoBepka 3a oTopu3auums camo 3a
agMUHUCTPaTOPM BbpXY LsnaTa
aoMUHUCTPATUBHA NOBBPXHOCT Ha Al,
HanaraHa oT CbpBbpa NOeAUHUYHO NpK
BCSIKa MPOMeHsLAa onepaLms, No Mmogena Ha
ycnyraTa 3a ngeHtmnyHocT B F-09. CnpeTe oa
BpbLLaTe MaTepuan c LlaHHWU 3a JOCTbM OT
KOH(UIrypaLMOHHUTE KPanHU TOUKM.
3 — WN3onupaxe CobCcTBEHOCT Ha HMBO 06EKT 1 oTopu3aLus
no KMEHTCKa opraHn3aums B cnos 3a
[OCTbN [0 AaHHUTe Ha Al xpaHunuuwieTo,
MPUNIOXEHN KbM BCSIKA ONepaLusi v KbM
Npoun3BoAHUTE 06eKTN — BEKTOPHM
NpeAcTaBsHUS, pe3toMeTa, eKCNopTu.

3aTtBaps

OrpaHuyaBa
F-01

F-01, F-03,
F-05

F-02

OTroBopHMK

OTroBOpHMK 3a
nnatgopmata / Al
ycnyrata

OTrosopHuk 3a Al
ycnyrara, 3aefHo C
[oCTaBuMKa Ha
nnatgopmara,
KbAETo ycnyrara e
npepocTaBeHa oT
[OCTaBUNK

Ekun no ycnyraTta 3a
Al paHHu
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BbnHa KakBo ce npoMeHs 3arBaps OTroBOpHUK MocnepoBaTesH
ocT
4 — OrpaHuyeTe MpeHacsiTe MOEHTUYHOCTTA Ha KpaHus F-04 Exknn no Al CnepBawmsaTt
areHTa noTpebuTen BbB BCAKO U3BUKBAHE Ha nnatgopmara / LUMKBN; NPOMSHA B
WHCTPYMEHT M 0TOpM3NpaiTe Ha HUBOTO Ha opKecTpauuaTa NpoeKTUpaHeTo,
WMHCTpyMeHTa. PasgeneTte kaHana c He KoHurypaums
MHCTPYKLUWN OT N3BJIEYEHOTO CbAbpPXKaHMe.
CeepeTe Habopa MHCTPYMEHTU Ha BCEKU
cueHapuii 8o HeobxoanmoTo.
5 — 3akaneTe 06K Tena Ha rpeLKkuTe ¢ MaeHTUdUKaTop F-06, F-07, Exkun no API wntosa F-08 Hapepg c
KpanHute 3a CbOTHACSAHe; yOOCTOBEPsiBaHe, F-08 M NPUNOXXEHNEeTo Bb/iHa 2; F-06 n
TOYKM M3NCKBaHO Ha HMBOTO Ha ycnyraTa, a He 3a F-07 cneppawus
BCEKM MapLUPyT; OrpaHunyeHuns Ha YyecToTata LUMKBA
3a BCEKUM aKayHT U KJIMEHTCKa opraHmnsauyuna
1 61o0p)KeT 3a pasxof,; U3PUYEH CMUCHK C
paspelueHn npomsxoam c Vary.
6— BbBepeTe Bepcumn 1 n3Bectus 3a MpepoTBpata OTroBopHuK 3a AL HenpekbcHaTto, C
Mopobpxante NpoOMeHnTEe B NOACKAa3KNTE U Ba ycnyrara cbC Hayasno B TeKyLma
ro 3aTBOpPeHO KOHUrypaumaTa. 3anMcBanTe B XypHan noBTOpeHune CUFYPHOCTHO UNKDBN
cybekTa, TBbpPAEHMATA, onepauuaTa v WNHXEeHepcTBO
peLleHMeTo 3a BCsika oTopmusaums B AL
ycnyrata. [lobaBeTe perpecoHHU TecToBe
Mex Ay KIIMEeHTCKU opraHm3aumny 1 3a
pasnunyeH Nponsxopa, B npoueca.
0606LeHNe NO KOHCTaTALUS
1D KakBo ga Hanpasute BbnHa Ycunue
F-01 MNooMeHeTe faHHWTE 3a AOCTbM; OXPaHeTe 3anuca; cnpeTe 1n2 Yacose, nocne gHu
[a BpbluaTe MaTepuan ¢ TanHu
F-02 OTopuampanTe gocTbna Ao 06eKTUTE 3a BCSKA onepaLms B 3 OHun
CNnos 3a AOCTbM A0 AaHHUTE
F-03 OxpaHeTe 3anuca; BbBegeTe BepCun 1 N3BeCTud 3a 2né6 OHun
KOH(hUrypaumsata Ha npomMnTuTe
F-04 MpeHacanTe nAEHTUYHOCTTA Ha NoTpebrTens BbB BCSKO 4 lMpomsiHa B NpoeKTupaHeTo
N3BMKBaHe Ha MHCTPYMEHT 1 OTOPU3npanTe Tam
F-05 Mo-TeceH 06XBaT 3a XKM3HEHUS LIMKbBI U 3apeXAAHETO; 2 OHun
onobpeHne 3a N3NbAHEHUSATA N0 3apexaaHe
F-06 060 TS0 Ha rpellKaTa; yooCcToBepsiBaHe Ha HUBOTO Ha 5 Yacose
ycnyrara, He 3a BCeKu MapLpyT
F-07 OrpaHuyeHns Ha YyecToTaTta 3a BCeKM akayHT U KIIMEHTCKa 5 OHu
opraHu3auus n 61oaxeT 3a pasxof,
F-08 M3punyeH cnnchbK ¢ paspelleHn npomsxoam, 6es 2 (paHo) Yacose
oTpassaBaHe, 6e3 null, ¢ Vary
F-09 MN3non3BanTe KaTto pecepeHTHa peann3aLms 3a BbjHa 2 2 Hsima — HabnopeHne
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YcunmneTo e Hawara oLeHKa 3a camaTta pa60Ta, He 3a KOHTpPOJ1a Ha NPOMEeHUTE OKOJ10 HedA, N B TO3U NPpUMEPEeH OOKYMEHT €

MNKCTPATUBHO KaTO BCUYKO OCTaHas10. OTI'OBOle/ILI,I/ITe Ca ponunte, KOUTto buxme ovakBanu Oa ObpPXKaT BCAKa NPpOMAHa; BallaTta
OopraHMsauna MoXKe fa rm CboTHece pasinyHo.

Ako Al hyHKLMOHANHOCTTa naBa OT A0CTaBYMK Ha nnatgopma. BbaHu 2 n 3 Moxe ga ca npoMsHa Ha
[OCTaBuMKa, a He Bawa. Paspgen 6 3anucea onepaunsaTa v BbpHaTUA OTrOBOP 3@ BCEKM OMUT, Taka ye
CbOTBETHUTE KOHCTaTaumMm Morat fa 6bvaat npefaneHn KakTo ca, a F-09 Bu gaBa ycnyra Ha cblata nnatdopma,
KOSITO BEYe Hanara npoBepKara, KoaTo nckate. MexxayBpeMeHHO 4acTTa, KOSTO € Balla, € CbOTHACAHETO Ha
ponuTe: orpaHunyeTe obxeata, KOMTo nokpmea Al ycnyraTa, O NOCOYeHa aAMUHUCTPATMBHA rpyna, BMEcTo 40
pons no nogpasbupaHe, U TpeTUpanTe BKAOYBAHETO HA Al (hYHKLMOHANHOCT KaTo NPOMSHA, KOSITO flaBa NpaBsa, C
npernepa, KOWTo ToBa Npeanosnara.

PA3OEN 8

[loBTOpPEH TECT U NPUKOUYBaHE

OTCTpaHABaAHETO € 3aBbPLLUEHO CaMO KOraTo HAKOWM e aTaKyBaJs nonpaskarTa.
MNMOBTOPHUAT TECT € BK/IOUEH MO CTaHOapT — ToN He e fobaBKa 1 He ce OCTOMHOCTSBA
OTAEsNHO.

KakBo NOKpMBa NOBTOPHUAT TECT

KoraTo ekunbT BU NOTBBbPAMU, Ye OTCTPAHABAHETO € 3aBbpLUEHO, Ce BpbLaMe N TecTBaMe OTHOBO BCAKa
KoHcTaTaums. NNoBTOPHUAT TECT HE e Nperneq Ha AOKYMEHTaLNs: BCIKa KOHCTaTalMs ce aTakyBa OTHOBO
No NbTA 3a Bb3MPOnU3BEXOaHe B pa3fes 6, Taka ye nonpasKaTta Ce NoTBbpiXaaBa vYpe3 TOBa, Ye aTaKaTa
Be4ye He pa60T|/|, a He ypes3 onncaHume.

1 MoBTOPHO Ce TeCTBA BCSIKA KOHCTaTaLMs, He M3BagKa. Bcuuknte geseT pefa B pasnen 5, BKIUNTENHO Low 1
NMOJSIOXKUTENHOTO HabNtoAeHEe — KOHTPOJ1, KOMTO e paboTen, cu 3acnyaBa aa 6bae NnoTBbpAeH, Ye Npoab/KaBa
Oa paboTu cnep npoMsaHaTa oKoo Hero.

2 TecTBa ce nonpaBKaTa, KakTo M 06XO4HMAT MbT 0KOJO Hes. [poBepaBaMe, Ye MbTAT 3a Bb3NpouU3BeEX4aHe Beve
ce nposans, ¥ TbPCUM OYEBUOHOTO 3a06MKaNaHe: NpoBepKa, NPUIoKeHa KbM efiHa onepaLms, HO He KbM
cbcenHaTta 1, UNu OaHHKW 3a OOCTbI, NOAMEHEHN Ha e4HO MSACTO, HO He Ha OpYro.

3 BbnHWTe No HanaraHe ce npoeepaBat onepauund no onepauma. 3a Bb/Ha 2 noBTapsaMe NbJIHUA Ha6op
AAMUHUCTPATUBHK onepaunn c 0b6MKHOBEH TOKEH M 3anncBaMe BCEKM CTaTyC, Taka 4Ye NpuKIr4YBaHeTo ce
OCHOBaBa Ha onuc, a He Ha n3BaakKa.

4 Perpecusi B 3acerHatusi KOMNOHeHT. TaM, KbAETO efHa NnonpasKa NPOMeHs YA0CTOBEPSBAHETO, OTOPM3aLMNATa,
obxBaTa Ha MHCTPYMeHTUTe unu obpaboTkaTa Ha M3xoaa, MOBTOPHO 3aencTBamMe obKpbkaBalaTa
(hYHKUMOHANHOCT — BKJTIOUUTENHO Ye (hyHKLMATA Npoab/kaBa Aa paboTu 3a npaBuiIHUTe ponu.

5 flceH pe3ynTaT 3a BCAKa KOHCTaTaumsa. Bcaka KoHcTaTaums ce npensaasBa KaTo 3aTBOPeHa, YaCTUUYHO OTCTpaHeHa
NN OTBOPEHaQ, C b6enexka 3a BCEKM cTaTyc, pasnunyeH oT 3aTBOpeH. Hos I'Ip06)'|eM, BbBeOeH OT pa60TaTa no
OTCTpaHABaHETO, CblO Ce A0KMaABa, MaKap NOBTOPHUAT TECT Aa He € BTOPa NbJiIHA OLLeHKa.

KakBo 3ag9BABa NMCMOTO 3a npukno4YBaHe

Cnepn NoBTOPHMA TECT n3gasaMe NOANMCAHO NMMCMO 3a NPUKIIIOYBAHE Hapes C NpensaageHns otyeTt. To e
HanucaHo, 3a fa 6bae cnofenaHo: ¢ KNMEHTH, KOUTO M3BBPLUBAT NPOBEPKA Ha [OCTABYMLLM, C OH3MU,
KonTo Boaum paboTtaTa BM no ynpaeneHune Ha Al, u c 6opa, KOWTO UCKa efHa CTpaHuua.
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MncmoTo OoTpa3daBa NMucmoTo YMULLJIEHO HE OTpa3dBa

[ KakBo e 6110 TecTBaHoO, OT KOro, B KOM ATV U Ha KOU [ CTbnku 3a Bb3Npoun3BexgaHe, Noie3HN ToBapw,
npenpaTku ce onupa. [oKasaTesiCTBa UK KPanHU TOUKN.

[0 Konko KoHcTaTauumu ca 6unv noBaurHaTi 1 ¢ Kaksa [0 ImeHa Ha ycnyru, onmncu Ha MHCTPYMEHTU UK
KPUTUYHOCT. APXUTEKTYpPHM nogpobHoCTH.

[0 Konko ca NnoTBbpAEHW KaTo 3aTBOPEHM 1 JaTaTa Ha [1 Bcnuko, koeTo 61 moMorHasno Ha HanagaTern,
NOBTOPHMA TECT. KOWTO ce e coobun ¢ NMCMoTo.

[l Bcsika KoHCTaTaums, KoTo OCTaBa OTBOPEH], C [l KakBoTO 1 2 € TBbpAEHME, Ye cpefaTta Beye e
HeliHaTa KPUTUYHOCT U 3asBEHUS M1aH Ha KIIMeHTa. 6e3 ys3BMMOCTH.

[ MiMeTo 1 NOANUCHT Ha KOHCYNITaHTa, KOWTO o e [l KakBaTo 1 fa e cepTuduKaumns nnm nsasneHune 3a
npoBepw. CbOTBETCTBME — HME He CMe OOMUTOP, OLEHUTEN

Unu cepTUuULMpaLL OpraH.

3allo BKJIOUBaME MOBTOPHMUA TECT, BMECTO Aa ro npogasame. Monpaeka, KOATO HAKOra He e 6una npoBepeHa, e
MNaH, He pe3ynTat — 0cobeHo TaM, KbAEeTo NPaBUIIHOCTTA € HEBUAMMA OT MHTepderica.

MPUJTOXXEHUE A

JocTbn, akayHTU N UHCTPYMEHTH

Al aHraXXMmMeHTUTe ca Heobn4vamHo YyBCTBUTEJTHN KbM NOAroTOBKATA, 3alLOTO
no-rosgMarta 4yacTt OT CTOMHOCTTA € B TeCTBAHETO Ha oTOopM3aUunATa, a TECTBAHETO Ha
oTopM3aundaATa € HEBb3MOXHO 6e3 AKaYyHTW.
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KakBO nomckaxme u 3aL0

KakBo

Mo nBa akayHTa 3a BcsKa pons, B
e[VH U Cbll, KIMeHTCKa
opraHusaums

EAMH aAMUHMCTpPaTUBEH akayHT

BTopu knneHTCKa opraHusaums

Cpepa c faHHM

CnncbKbT C WHCTPYMEHTU Ha

areHTa, C napamMeTpuTe

[TncMeHo 13saABNeHne KakBo

thyHKLMATA MMa NpaBo Aa npasu

Benexku no apxmTekTypara u
LOCTbMEH UHXKEHEP
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3alLo Mma 3HaveHune

OBama r|0Tpe6|/|Ter||/| Ha €0HO U CblLO HMBO Ha NpaBa € TOBa, KOETO NpaBv Bb3MOXHO
TeCTBAaHETO Ha XOPU3OHTaJIHNA KOHTPO1 Ha A0CTbMNa — eAnH OOCTUra pasroBopuTte u
OOKYMEHTUTE Ha Apyruda. EavH AKaYyHT 3a BCAKa posid TeCTBa CaMO BEPTUKAJTHUTE
rpaHnUKn, KOeTo e no-jecHaTta nojioBmnHa.

MPOTUBOMHTYMTUBHO, HO HEOBXOANMO: TeCcTepbT TPsibBa Aa BUAM agMUHUCTPaTUBHATA
NMOBbPXHOCT Aa paboTu KakTo e NpeaBuaeHo, 3a Aa Moxe aa g u3bpou, 1 caMo Torasa
MOJe [a onuTa BCsSKa onepaums oToony. bes ToBa n3bposBaHeTo e foragka.

M3onaumaTa Mexay KINMeHTCKM opraHmM3aumuy He Moxe fa 6bae TecTBaHa OTBbTPe Ha
eflHa KNIMeHTCcKa opraHusaums. OcurypsiBaHeTo Yecto e 6aBHO, 3aToBa TOBa Ce 3aABsBa,
Npeamn aHraxXmnMeHTbLT Aa 6bae 3anaseH, a He Ha MbpPBUS AeH.

MpasHa 6a3a 3HaHWS 1 IMMNCa HA UCTOPYMS Ha PA3roBOpUTE 03HAYABa, Ye HAMA HULLO,
KoeTo Aa 6bae AOCTUIHATO Npes rpaHuua. ICHO 0603HAYEHO CUHTETMYUYHO CbAbpKaHNe
B KOpMyca CTpyBa NnoBeye OT AOCTbM A0 NPoAyKUMOHHaTa cpefa u u3barea ugna
KaTeropus TPyAHU PasroBopu.

Bcekn MHCTpYMeHT, KOMTO MOLENDBT MOXeE [ia U3BMKA, KaKBO npasun, KakBo npnema mn
noa Koa MOeHTUYHOCT pa60Tl/I. TaMm, KbAEeTO TaKbB AOKYMEHT He CblLLLECTBYBa, CaMOTO My
HannceBaHe e ULeHHO — a nmncata My 0B6MKHOBEHO e KOHCTaTalLus B M3YaKBaHe.

Kou ponu morat fa g u3nonssar, Kou 0651acTv OT AaHHW MOXe [a [NOKOCBa, KOu
LeNCcTBMA MOXe [a U3BBbPLLBA OT MMETO Ha NoTpebuTen, kakBo Tpsibea fa oTKaxe. bes
TOBa TECTEPDBT MOXE [a OTYeTe KaKBO MpaBu CUCTEMAT], HO HE M Kbe TS Ce pasMUHaBa
C TOBQ, KOETOo e 6buo NpeaBMAEHO — a UMEHHO Tasu PasnvKa e egHa KOHCTaTauus 3a
oTopuM3auus.

Kbhe ce HaMumpa CnosT 3a OPKeCTpaLms, KOW XpaHWUIMLLLA CbAbPIKaT NOACKA3KN,
BEKTOPHM NPEeLCcTaBAHUS 1 apTedaKTh, KoM AaHHW 32 4OCTbM ObPXKM NPOLECHT U KOou
4acTK ca ynpaBnsBaHW OT AOCTaBYMK. [1110C MUCMEHO pelLUeHme fann 3apexaaHeTo Ha
OaHHU 1 obyyeHusiTa MoraT ga 6baat 3agencTBanHu.
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I3non3BaHn MHCTPYMEHTU

Etan

N36posiBaHe Ha
MOBBPXHOCTTA

TecTBaHe Ha
aoMUHNCTPATUBHMSA
cnom

OTopwusauusa u
nsonaums

TecTBaHe Ha areHTa u
WHXEKTUPaHeTo

MpoBepka 1 oTunTaHe
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O6MYaNHN UHCTPYMEHTH

MprxBaLLaLy MPOKCK, OTKPUBaHe Ha
MapLUpyTK 1 CbabpKaHue,
nsbposasaHe npes certificate
transparency n DNS

MpuxBaLiaLy, NPOKCKU C pbYeH
MOBTOPUTES U CKPUNTUPAHO
noBTapsiHe Ha 3anvcaH Habop
onepaLmm Npes HAKOJIKO TOKEHa

MHCTpYyMEeHTU 3a NoBTapsiHe Ha
3a8BKM, 3a[BMXBaHM OT MaTpuLa Ha
aKayHTUTEe U KIIMEHTCKUTE
opraHusaumm, CbC CpaBHEHUe Ha
oTroBopuTe

CobcTBeHMAT nHTepdenc n API Ha
NPOAYKTA, KOHTPOSIMPAH KOpPMycC OT
CbObpXKaHue, MPUTEXaBaHO OT
TecTepuTe, U NpocneasBaHe Ha
M3BUKBAHWSATA HA UHCTPYMEHTHU

CKpMNTUPaHO NOBTOPEHMUE Ha
3asBKK, CbbupaHe Ha
[lOKa3aTesiCTBa M BbTPELLEH NpoLec
3a oTunTaHe

3a KakBo b6elle 13non3BaHo

YcTaHoBsiIBaHe Ha fiefcTBUTEIHATa MOBBPXHOCT:
KpanHuTe Toukn Ha Al ycnyraTta Hapep, CbC
CbLUECTBYBaLMTE HA MPUSTOXKEHNETO U BCUYKO
nybnukyBaHo 6e3 HamepeHue.

MoBTapsiHe Ha BCSKa MPOMeHsLLa onepaums C
Han-06UKHOBEHUNS TOKEH, KOWTO KNIMEHTCKaTa
opraHm3auuaT 6u nsgan, u 3anuceaHe Ha TOBa, KOETO
CbPBBPBT € HAMOXMWI, @ He KOeTO MHTePdENCHT e
noackasBar.

06x0x[aHe Ha NPOCTPAHCTBOTO Ha MAEHTU(UKaTOpUTE B
[BETe MNOCOKM Npe3 akayHTU U KJIMEHTCKU OpraHm3aLuu,
KaTo U3BNMYAHETO, MeTafaHHUTE, EKCNIOPTUPAHETO U
M3TPUBAHETO Ca 3aA4elCTBAHN OTAENHO.

YcTaHoBSIBaHe Ha 40roBopa 3a MHCTPYMEHTUTE, cref,
KOETO onpenensHe KakBo MHCTPYKLMS B 3apefeHo
CbAbpXKaHWe OenNcTBMTeNHo 61 Morna oa 4oCTUrHe npes
Hero.

He3aBncKMMO Bb3MNpounsBexgaHe Ha BCAKA KOHCTaTauus,
C'b6VIpaHe Ha OoKa3aTesiCTBa U reHepupaHe Ha To3u
OOKYMEHT X MalUMHHO YeTUMUA eKCNopT.

MHCTPYMEHTUTE He MPOM3BEXOAT KOHCTaTauun. Bcuuko B pasgen 6 belle npoBepeHo Ha pbKa U, KbOEeTo
bewe 6e3onacHo, 3a4enCcTBaHO, 3a 4a Ce 4EMOHCTPUpA AeNCTBUTENHO Bb3aencTame. M3xoabT Ha eguH
WHCTPYMEHT € KaHOWAAT 3a NpoyyBaHe, HMKOra pef B ot4eTa — a npu Al hyHKLMOHANHOCTMTE TOBa UMa
Mo-rosiiMo 3Ha4YeHne oT 06MYaANHOTO, 3aLLOTO FEHEPMPAH KOPMYC OT ONUTU 3a MHXKEKTUPAHE LLe NPon3Beae
OrPOMHO KOJIMYECTBO U3XOL M NOYTU HUKAKBWU KOHCTaTaumm. KaHomaaTu, KOMTO ce oKalaxa Aa He gocTurar
HWULLLO B KOHTEKCTa, 6axa 0TXBbpJieHW, BMECTO Aa 6bOaT OTYETEHM.
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MPUJTOXXEHUE b

N3BBHH 06XBaTa M KAKBO TO3M TECT HE e

KakBo bele M3KJTIOYEHO, 3all0 N KaKBO O3Ha4aBa TOBa 3a YBEPEHOCTTAa, KOATO TO3U

oT4yeT gaea. Bcmuko I/I36pO€HO TYK HE belle TeCTBAHO M HULLLO B TO3M OTYET He buBa aa

ce yeTe KaTo TBbpOeHne 3a HEro.

M3knto4veHo

XocTBaHara ycnyra 3a
MOZiena Ha TpeTa cTpaHa

OTkas Haycnyrau
TecTBaHe MNof, HaTUCK

Red teaming Ha
6esonacHocTTa Ha
mopena

OueHKa Ha Moaena

YnpaBneHune, yBepeHoCT U
cepTuukaums

CoumanHo NHXXeHepcTBoO
CpeLLy CNyXuTenu Ha
KNMeHTa

Bcuuko, KoeTo He e
Ha30BaHO B MOANMUCaHUA
obxeart

PXL-2026-0207 - CbcTaBeH NpuMepeH TecT 3a npoHukBaHe B AL/ LLM - v1.0 - KoHdwupeHumanHo

MpununHa

He e Ha KMeHTa fa ro paspeluasa.
TecTBaHeTO Ha CUCTEMa, KOATO He
npuTexasaTe, U3NCKBa NMMCMEHOTO
paspelleHne Ha HelMHUSA COBCTBEHUK, a
HWKOW LOCTaBUYMK He ro faBa Ha TecTep
Ha KJIMEHT.

MN3KkNo4YeHo No LOroBOPEHOCT.
YMULWNEHOTO n3towaBaHe Ha
NPOV3BOACTBEHA yCryra e HepasnM4yrMMo
OT NpeKbCcBaHe, a npu Al kpalHa Touka ¢
OoTUYMUTaHE € U CKBIO.

PasnnyHo ynpaxHeHne ¢ pasnnyHu
BXOOHM OaHHM: TO M3UCKBa NUCMeHa
NonMTUKA 3a CbAbPXAHMETO, CIPSMO
KOSITO Aa ce u3mMepBa, ronsm obem onuTu
1 NpoBepsiBalLy C noaxoaaiua
NMOAroTOBKA.

To4HOCTTa, YecToTaTa Ha XastLMHaLuK,
peneBaHTHOCTTA Ha U3BIMYAHETO U
perpecuaTa Mexay BepcumnTe Ha Mogena
ce nsmepsart ¢ 6eHUMapK 1 MapkupaH
Habop OT AaHHwW.

Hue cme dvpma 3a ohaH3MBHO TecTBaHe
Mo CUIYPHOCTTA, HE OAUTOP, OLEHUTEN
UM cepTuuLMpaLL opraH.

MI3KHOUYEHO MO JOrOBOPEHOCT.
OULWKHIBT 1 NPEeTEKCTBAHETO Ce
nopbyBaT OTAENHO, 3a Aa Morat
cbrnacueto u paboTarta c faHHUTE Ha
cnyxutenute ga 6baat yroBopeHun
CaMOCTOSITESTHO.

TecTbT 3a MPOHMKBaHE € paspelleH
cpelly KOHKPETEH CMUCHK.

KakBo 03HavaBa TOBa 3a Bac

B o6xBara 6s1xa BaleTO NPUIOXeHWe, CIoAT 3a
OpKecTpaLms, NOACKa3KNUTE, MbTAT Ha AaHHUTE U
JaHHUTE 3a AOCTbN — BKKOUUTEHO KaK Bawara
cTpaHa 06paboTBa TOBa, KOETO MOAENbT BPbLUA.
Bcekw, KoiTo npeasiara aa TecTBa camata ycryra 3a
Mogesa, He MOXe 3aKOHHO [1a ro U3MbJIHW.

F-07 oTpasaBa nuncaTa Ha orpaHuMyaBaHe Ha
yecToTaTa KaTo HabntogeHne OT orpaHnyeH,
paspelleH nuk. ToBa He e U3MepBaHe Ha ToBa Kak
ycnyrata ce obpxu npu obemMHa aTaka.

To3M 0TUeT He Ka3Ba HMLLO 3a ToBa Janu
aCUCTEHTLT MOXe fa 6ble NoATUKHAT Aa
npov3sene BpeaHo, npeaybefeHo Unm n3BbH
nonuTMKaTa CbabpkaHue. OTuMTame TOBa, Ha KOETO
ce HaTbKHEM; TOBa He e MoKpuUTHe.

Huwo Tyk He Ka3Ba fanu yHkuuaTa e nobpa. Toea
ce M3MepBa HenpeKbCHATO OT eKumna, KOMTOo A
npuTexaBa, a He B TECT MO CUrYpPHOCTTA B eAnH
MOMEHT OT BpeMeTo.

To3un 0TYeT NPOM3BEXAA TEXHUYECKO
[,0Ka3aTencTBO, KOETO OH3M, KOMTO BoAuM paboTata
B MO yNpaBfieHne nam yBepeHocCT, MoXe fa
nsnonsea. Tol He BM NpaBu CbOTBETCTBALLM HA
KaKBOTO M fia e 1 He cepTuduumpa H1Wwo. BuxTe
MpunoxeHwne B.

YoBeLUKUAT cnoi He belle TecTBaH. [10 HAKOJIKO OT
KOHCTaTaumuTe TyK HanagaTes, KOWTo MbpBo e
huwHan 0bMKHOBEH aKayHT, 61 cTUrHan no-6bLp30
— a TOBa, KOETO e NoKasaTesIHO, Ca BCUYKM NpaBa,
OT KOWUTO NOBEYETO OT TAX MMAT HyXJa.

CuctemMu, OTKPUTK NO BpeMe Ha TeCTBaHeTo, HO
M3BbH NoanucaHus obxeaT, baxa ooknaaBaHn KaTo
HabnogeHnsa 1 He baxa nscnenBaHu.
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MPUJTOXXEHUE B

[penpaTkn n KakBo npencraBnasat

MN3BbH 0bXxBaTa 03HauYaBa HETeCTBaHO, He CUIypHO. ToBa e Hal-4eCTO NOrpeLlHO Pa3UNTaHUAT ped BbB BCEKU
OTYeT OT TECT 3a NPOHMKBaHe. AKO eflHa CMCTeMa He NPUCHCTBA B pasfen 2, T031 OKYMEHT He TBbpau
a6CoSOTHO HUMLLO 3a Hess — HUTO A,06P0, HUTO NoLWo. TaM, KbAETO eIHO U3KNHUEHME OCTABA PUCK, KOWTO BU
MHTEpecyBa, pasroBopbT Mo pesyaTaTuTe e NpaBuIHOTO MACTO To Aa 6bae BKOYeH B criefpallaTta pabora.

To31 aHraXXMMeHT ce Onps Ha AOKYMeHTUTe No-ao0ny. Bcekun e onmcaH KaTo TOBa,

KOeTO OeNCTBUTENHO e. HUTO eanH OT TaX He e cTaHaapa, No KOMTO TO3M OTYeT

cepTudmumpa KakBoTo 1 fa e.

MpenpaTka KakBo npepcrasngasa
OWASP Top 10 for LLM MopabpykaH oT 0bLLHOCTTa CNUCHK Ha
Applications KaTeropumnTe puck, Han-4ecto

HabnofaBaHu B NPUNOXeHua, n3rpageHn
BbpXYy rofieMun eankosu mogenu. [JokyMeHT
3a 0CBeAOMEHOCT 1 NOKpUTMe, He paMKa 3a
KOHTPONN U HE No4NIeXXn Ha

cepTudmKaums.
OWASP Agentic Security MpoekT Ha OWASP, nokyMeHTMpalLL,
Initiative 3annaxuTe u peepeHTHUTE apxXUTeKTypH,

cneunmnYHM 32 areHTHUTE CUCTEMU —
M3MoN3BaHe Ha MHCTPYMEHTMH,
aBTOHOMHOCT, NaMeT 1 Aenernpate.
My6nuyHa npenpartka, He cTaHaapa.

MITRE ATLAS Basza 3HaHWA 3a TAKTUKUTE N TEXHUKUTE Ha
NPOTUBHMKA, HabtoaaBaHu cpeLy
cuctemu ¢ Al, cTpyKTypupaHa no mogena
Ha ATT&CK. TakcoHOMUS, He

cepTumkaLms.
NIST AI Risk Management [obpoBonHa pamka, nybnukyeaHa ot NIST,
Framework 3a ynpaBneHue Ha pycKa npes uenus

XU3HEH UMKbN Ha egHa Al cuctema,
opraHusnpaHa oKoso yHKLummTe
ynpasneHue, kapTorpagupaHe, nsmepsaHe
1 cnpaBsHe. T He e CTaHAapT, noafexaty,
Ha cepTudmkaums, n NIST He nspasa
cepTudmKaumns no Hes.

OWASP API Security Top 10 YTBbpAeHN Ny6nnyHM npenpaTku 3a

OWASP Web Security Testing obvkHoBeHus yeb 1 API cnoi.

Guide MeToponorus 3a TecTBaHe 1 maTepuan 3a
OCBELLOMEHOCT.

Kak belue n3nonssaHo TyK

Kato KOHTPO/1EH CNUCDHK 3a NOKpUTHME Npu
onpenenaHeTo Ha obxBarta 1 0THOBO npu
npernepga, 3a ga ce noTBbpau, 4e HUKOS
KaTeropusa He e oCTaHasla HepasrnegaHa.
HAKONKO KOHCTaTaumm TYK C€ CbOTHACAT KbM
nose4ye OT efHa KaTeropus, a HAKOW KaTteropuu
He npounseenoxa HMLOo.

3a pa 6bae nocTtaBeHo B paMKa TeCTBAHETO Ha
oTopM3aumaTa Ha areHTa U MHCTPYMeHTUTe 3a[,
F-04, n no-cneuymanHo MogenbT Ha
,OObPKAHOTO LOBEPEHO NMLLE®, NPU KONTO
WHCTPYMEHTBLT OTOPM3Mpa OPKECTPATOP], a He
N3BUKBaLLMSA.

3a fa 6baaT Ha30BaHU TEXHUKUTE
nocnefoBaTesHO B peLoBeTe C Knaca Ha
KOHCTaTaumsTa, Taka ye cobcTBeHaTa B/ paboTa
no OTKpMBaHe ¥ pa3y3HaBaHe Ha 3annaxuTte aa
MOXe [1a Ce CbOTHeCe KbM CbLLMSA PEYUHUK.

KaTo KoHTeKcT. TaM, KbaeTo cobcTBeHaTa
nporpama Ha opraHusauusaTa 3a Al puck
M3MCKBA HE3ABVCUMO TEXHUYECKO TECTBAHE Ha
CUCTeMa, OTYET OT TO3U BUA, € BXOLHM LAaHHU 32
Tasu AeHocT. He npaBMM oLEeHKa Ha Bawara
nporpama u He TBbPAMM HHULLO 3a
CbOTBETCTBMETO BY C Hes.

Al KpaiHuUTe TouKM ca yeb KpanHu ToUKK, a
KOHCTaTaummnTe no 3akansasaHe F-06 po F-08
naBaT AMPEKTHO OT TO3u cnoi. Al
(pyHKLMOHANMHOCTUTE YECTO Ce U3rpaxaaT
6bpP30 1 BCTPaHM OT OCHOBHOTO NPUIOXEHUE,
3aToBa NPOMyCcKaT 3aWNUTHTE Ha HUBOTO Ha
paMKaTa, KOMTO oCcTaHasarta 4yacT oT
nnatcopmata nonyyasa 6esnnatHo.
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MpenpaTtka KakBo npeacTaBnsBea Kak 6eLle M3nonssaHo TyK

ISO/IEC 42001 n CbOTBETHO CTaHA4APT 3a cucTema 3a CnomeHaTo camo 3aL,0To KNMeHTUTe nuTaT

PernameHTbT Ha EC 3a yrnpaBfieHne 1 NpaBeH UHCTPYMEHT. A Kblle Ce BMMCBa TeCcTBaHeTO. Bnucea ce kaTo

N3KYCTBEHUS UHTENEKT [BeTe ca peXxxmmm 3a CbOoTBETCTBUE, [0Ka3aTesiCTBO, NPefafeHo Ha OH3K, KOMTO
npunaraHn oT akpeguTUpaHu Boau paboTtaTta B/ No CboTBETCTBME. HUe He cMe
cepTudULMpaLLM OpraHn 1 perynaTopu, a 0OMTOP, OLLeHUTEN UK cepTUMLMpaLL, OpraH;
He OT hmpMu 3a TecTBaHe. He n3paBame cepTUdUKAT UK aTecTaumns n

HULLO B TO3M OTYeT He buBa fa 6bae
npencTaBsHO KaTo TakoBa.

KakBo e To31 OTYeT, B €iHO n3peyeHune. Toi e 3anmcbT Ha ohaH3MBEH TECT MO CUIypPHOCTTA Ha onpeneneH Habop
CUCTEeMU Npes onpefeneH neprop, HanmncaH Taka, Ye KoHcTaTauumnTe ga Mmorat Aa 6baaTt Bb3nponsseneHn,
nonpaBeHun 1 NpoBepeHn. To e TEXHMYECKO JoKa3aTesICTBO. He e oauT, oLeHKa, atectaums, cepTudurkaums unm
n3siBSIEHME 3a CbOTBETCTBME C KaKBaTO 1 a e paMKa, a PXLSecurity LTD. He npuTexaBa akpeauTauus ga nsnasa
TakoBa.

MPUJTOXXEHUE T

Kak pauJerteTe TO3U OTYET

PasnnuHuTe uMtaTenn nMaT HyxXaa OT Pas/IMYHM YacTh Ha TO3M AOKYMEHT. Ha HMKOro
He My TpsabBa LennaT, a YeTEHETO My OT Ha4yaslo A0 Kpa 0BMKHOBEHO e Hal-6aBHUAT
HauMH foa ce oencTea rno Hero.

N AKO CTe pbKOBOOUTEN UMK YNeH Ha bopaa

MpoueTeTe pa3gen 1 v cnpeTe. Tol 3aaBsABa KaKBO bellle TeCTBAHO, KOJIKO CEPUO3EH € Pe3ynTaTbT U TpuTe
Hella, KOUTOo A4a nonpasuTe NbpBo, 6e3 aproH. Paspen 4 obsacHABa AyMUTE 3a KPUTUYHOCT.

> AKO oTroBapsTe 3a nporpamara rno oTcTpaHsBaHe

MpoueTteTe pasgenn 1, 51 7. Pazgen 7 e nNaHbT: Bb/IHW, OTFOBOPHULLM 1 NOCNEA0BAaTENHOCT. YCTosBanTe Ha
M3KYLIEHWETO A pasfennTe Bb/iHa 2 Ha TPK 3aJa4n — T4 € eAnHHa MPOBepPKa Ha npaBaTa C Tpu
NOTBbPXAEHNUS.

N AKO CTe VHXeHep, KOMTOo nonpassa KoHCTaTaLums

OTvaeTe HanpaBo Ha BawaTa KoHcTaTaums B pasgen 6. CTbrnkuTe 3a Bb3NpoM3BexaaHe B MO3BONSBaT Aa
BMAMTE NpobriemMa, Npeam oa NnpoMeHnTe KakBOTO U Aa e, U Aa MOTBbPAUTE NoMnpaBKaTa, KaTto r'v U3nbJHUTE
OTHOBO ¥ BUAMTE, Ye ce NpoBanaT. MpenopbkaTa e nogpefeHa: MbpBaTa ToUKa e KakBo [a HanpaBuTe oHec,
0CTaHasIoTo € TOBa, KOETO MpaBy NonpasKarta TpanHa.

> Ako Al hyHKUMOHANHOCTTa naBa OT 4OCTaBYMK Ha nnaTgopma
I'IpoueTeTe pasnen 6 3a onepaunnTe n oTroBopuTe N akKUEeHTUPaHNA TEKCT B Kpad Ha pasnen 7. CbOTBETHUTE
KOHCTaTauum moraTt aa 6baaT npefafeHn Ha ocTaBYMKa KakTo ¢a, ¢ F-09 kaTo BbTpellHa pedepeHTHa
peannsaund, KbM KOATO Aa Ce NOCoYNn. CbOoTHacAHEeTO Ha ponunTte B cobcTBeHaTa BU KJIMEHTCKA opraHusauuda e
YyacTTa, KOATO e Balla oa NpoMeHuTe gHec.
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> AKO CTe O4AUTOp WM BOAUTE Nporpamara 3a yrnpassieHue Ha Al

MpoueTeTe pa3nenu 2, 3 n 4 3a ToBa kKakBo belle TeCTBaHO U Kak, [punoxeHne B 3a ToBa KakBO Ca M KakBO He
ca npenpartkuTe, nocne pasgen 5 3a pesyntata. Cnep oTcTpaHaBaHETO MMCMOTO 3a MPUKIOYBaHe B pasnen 8
€ NOKYMEeHTbT, NpefHa3HaveH 3a Bac.

> Ako pewaBaTe ganiu ga nopo4yarte TeCTt

To3u OOKYMEHT e NpefaBaHuaT NPoayKT. ToBa, KOETO BUXTe Nonyumnnn, e Tasn CTPYKTypa, 3anb/HEHa C
BalUMTE CUCTEMU: [OKA3ATENCTBA, NbT 32 Bb3MPOM3BEXOAaHE, KONTO paspaboTumunTe BM MoraT Aa cClefBar,
nonpaeKa, KOSITO NacBa Ha BallaTa TeXHOMNOorus, nogpeneH niaH u NoBTOPEH TecCT.

YCTPONCTBOTO Ha efiHa KOHCTaTaLms

Beaka koHcTaTaums B pasaen 6 Cbabpxa [ [loka3aTencTsBo — 3aMmncbT, KOWTO A yCTaHOBABA.

0 peHTuduKaTop 1 3arnaBne — ycTonumem, 3a ga

[ BbanpouseexaaHe — CTbMKW Ha HUBOTO Ha
MoXe Aa 6bae npocneneHa oo NPUKIYBaHe.

6roneTuH, 6e3 paboTely noneseH ToBap.

0 KputnuHocT 1 CVSS v3.1 — oueHKarTa, C pesynTtaTta [ Bb3geiicTBMe — KaKBO CTpyBa Ha 6usHeca, ako
3aj Heq. 6bae n3nossBaHa.

[ 3acerHaT KOMMNOHEHT — KaKBO Aa oTuaeTe 1 [ MpenopbKa — KOHKPETHA MOMPaBKa, B Pefa, B

MRS KOMTO BUXME 5 MPUSIOXKUN.
[ Knac Ha KoHcTaTauuaTa — npenpaTtka kbM CWE unu

TEXHUKa.

0 CtaTyc — oTBOpeHa npu n3gaBaHeTo; 06HOBEH npw
MOBTOPHMA TECT.

[ OnncaHne — kakBo Helue OTKPUTO 1 3aLL0 1Ma
3HaueHue.

MNonesHMaT ToBap He e KoHcTaTaumaTa. ToBa, KOeTo e A0CTUrHan, €.

MPUNOXEHWME T - HAKPATKO
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® Pxisec

PXLSec - 3AABETE MNMPEOJIOXEHUE

ToBa e KpanHunaT poknaa.
Cera ro nopbyanTe HanMcaH
3a BawaTta Al yHKLUMOHAHOCT.

Bcunuko B TO3M NpuMepeH AOKYMEHT — goKasaTencTBaTa, nbTuuLaTa 3a
Bb3npounsBexgaHe, nonpaBkMTe, NOAPEOEHUST NaaH, MOBTOPHUAT TECT — € TOBa,
KOeTO Npomn3Bexga eanH aHraxxmmeHT Ha PXLSec. EQUHCTBEHOTO, KOETO JINMCBA, e
BalwlaTa cpefa. KaxkeTe HM KakBO McKaTe ga 6bae TeCcTBaHO M CTapLM KOHCYATaHT, a
He TbproBeL, e Ce BbpPHE C BbMPOCH, NPeasioXXeH nogxon v ogepTa.

[l TecTtBaHe 3a npoHnkBaHe B Al 1 LLM — nbpBO aAMUHUCTPATUBHUAT CION, MOCe N30M1auUnaTa,
areHTUTe U UHXEKTUPaHETO.

[l TecTBaHe 3a npoHuKBaHe — yeb, API, MO6UIHKM, 06nakK, BbTPELUHA M BbHLWHA MHPACTPYKTypa.

[J OueHka Ha Active Directory 1 BbTpellHaTa Mpexa — TaM, KbAeTo B Ae/iCTBUTENIHOCT 3arnoysaT
NMOBEYETO BbTPELUHN NPObMBMU.

[ Red teaming n cumynauna Ha NpoTUBHUK, OTHETEHM KaTO Pa3Ka3 3a TOBa KaK cpenata HancCtumHa
naga.

[ MoBTOpHMTE TECTOBE Ca BKJIOUEHW MO CTaHOAPT, 3all0TO MOMNpaBKa, KOATO HUKOra He e buna
NpoBepeHa, e MnaH, He pe3ynTar.

pxlsec.com/bg/contact - hello@pxlsec.com
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To31n [OKYMEHT e 0606LLEH NpMepeH foKYMeHT. Ton belue crnobeH oT hopmaTa Ha HIKONIKO aHOHUMU3UPAHN aHFXXMMEHTa Ha
PXLSec 1 npenucaH cbC CUHTETUYHW, UNHOCTPATUBHU [aHHW. TOV HE ONMCBA HUTO eAMH AEVCTBUTENEH KIIMEHT. BCUYkM nMeHa
1n3nonsBaT pesepBupaHuns gomenH example.test, TEST-NET agpecu B 192.0.2.0/24 n nsMmmucneHuTe KIMEHTCKM OpraHmMsanmm
t-larkmoor un t-pentreath; Bcuuku akayHTH, noeHTUdUKaTopu, KNHYoBe, 3anucu n oueHkn no CVSS ca usMmncneHu 3a
MNKOCTPaLMSA; He € Ha30BaH A0CTaBYMK, NnaThopma Unn NPOAYKT. B HEro HUKbAE HE NPUCHCTBA UME Ha KIIMEHT, MMe Ha XOCT,
agpec, DaHHW 3a [0CThN, YOBEK MK gaTa Ha aHraxumeHT. PXLSecurity LTD. e cavpma 3a ohaH3MBHO TECTBAHE MO CUFYPHOCTTA U1
He e 0QMTOop, OLEHUTEN UK cepTUULIMPALL, OPraH; HULLO B TO3M AOKYMEHT He cepTudmumpa n He aTectupa CboTBETCTBUE C
KaKBaToO 1 fa e pamka.
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