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CbAbPXAHUE

KaKBO CbAbpya TO3U OTYET

HanwucaH, 3a oa 6bae YyeTeH No ABa HaunHa: pasgen 1 cTom caMoCTOSTENHO, a
noapobHMTE KOHCTATaLLUM HOCAT BCMYKO, KOETO eANH MHXXEHEP MMa HYXaa, 3a Aa
Bb3nponsBene 1 nonpasun Bcekn npobnem.

PA3LOEN

1 Pestome 3a ppbKOBOACTBOTO

KakBo belue TecTBaHO, OCHOBHaTa KapTUHa Ha PUCKa 1 TPpUTe Hella, KOUTO Aa nonpaBuTe NbpBO —
HarnMnncaHo 3a HETEXHUYECKWN YMTaTeN.

2 O6xBaT Ha aHraXxnMeHTa

Mnatcopmu, bunpose, akayHTU, API-To 33 NPUNOXKEHMETO U AONYCKAHMATA, OT KOUTO 3aBUCK
pe3ynTarbT.

3 MeToponorus

MeTTe eTana, oceMTe MOKPUTU rpynu KOHTponu Ha MASVS v npaBunaTa 3a 6e30nacHocCT, Mpu KOUTO
TecTBame.

4 OLLeHKl/I Ha KPUTNYHOCTTA
CkanaTa v 3all0 3a061KansgHeTo Ha KOHTPOJ 3a YCTOMUYUBOCT HE € aBTOMAaTUUYHO KPUTUYHO.

5 O606LieHne Ha KOHCTaTaLMnTe
Bcaka KOHCTaTauus C HeMHUS OEHTUUKATOP, KPUTUUHOCT, rpyna no MASVS v cTaTyc, B pefa Ha
OoTCTpaHsABaHe.

6 MoapobHM KoHCTaTaLNK

Mo efvH paspen 3a BCsika KOHCTaTauus: onvMcaHune, 4,oKasaTesicTBO, Bb3NponsBexaaHe, Bb3aencTemne u
KOHKpEeTHa nonpaskKa.

'7 [MnaH 3a OTCTpaHABaHe
MonpaBKkuKTe, FPYNMpPaHmM Ha Bb/HU, C OTFTOBOPHUK W NOC/eaoBaTeIHOCT.

8 nOBTOpeH TECT N NMPUKNIK4YBaHe
KakBo NoKp1Ba NOBTOPHUAT TECT M KaKBO 3asBSBa MUMCMOTO 3a MPUKJIHOYBaHe.

A MpunoxeHne A — bungose, akayHTU N UHCTPYMEHTH
KakBO nonckaxme u 3alLo BCAKa TOYKa MMalle 3HavYeHue.

B MpunoxeHne b — N3BbH 0bXBaTa 1 KaKBO TO3M TECT He &
KakBo belue n3knoyeHo 1 cbcegHaTa paboTa, KOATO TO3M aHraXKMMEHT He M3BbpLUBa.

C MpunoxeHne B — lNpenpaTku 1 KaKkBO Npeacrasngasart
MASVS, MASTG 1 ocTaHan1Te, onMcaHun To4Ho, 6e3 ga ce nogpasbupa kakBaTo 1 fa e cepTudnKaumns.

D MpunoxeHune I — Kak ga yetete T03M OTUET
Kon kon pasgen ga npoyeTte v Kak fa Aencrsa rno Hero.
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Benexka kakBo npencrasnissa To3u npumepeH okymMmeHT. KoHcTtatauumte F-01 go F-09 ca B3eTn oT hopmaTa
Ha HAKOJIKO PasfiMyHM aHOHVMU3MPAHU aHFXXUMEHTa U NPeacTaBeHu TyK, CAKall WABaT OT eAMH, 3a fa MOXe
noTeHLManeH KIMeHT fa Buam uenuns obxeat Ha paboTarta c egHo npovmTaHe. Bceku 3anuc, Me Ha naker,
NOEHTU(UKATOP, aKayHT 1 OLEHKA € CUHTETUYEH U HUTO MOAEN Ha YCTPOMCTBO, HATO BEPCUS HA paMKa, HATO
TbProBCKM MHCTPYMEHT € Ha30BaH KaTo NpUHaAexall, Ha KIeHT.
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PA3OEN 1

Pe3tomMe 3a pbKOBOACTBOTO

PXLSecurity LTD. 6ewwe HaeT oT [Kn1eHT] aa M3BbpLIN pbYeH TECT 32 MPOHUKBAHE Ha
MobUMIHO npunoxeHue n API-To 3ag Hero. To3n pasgen e HanmcaH 3a HeTEXHUYECKMN
ynTaTen. Tor Ka3Ba KakBo belle TeCTBaHO, KOJIKO CEPMO3EH € pe3ynTaTbT 1 KakBo Aa
Ce HanpaBu NbpPBO.

KakBo belle TecTBaHO

CTapLlum MHXeHepu TecTBaxa NPUIOXKEHNETO Ha pbKa Npe3 [oroBopeHns nepunog, pabortenkn ot
pasnpocTpaHeHnTe nsgatenckn bunoose, a He OT U3XOAHMS KOA, 3al,0TO TOBA €, KOETO HanagaTenaT
nMa. CbCcTaBHUSAT 06XBAT 33/, TO3U NpUMEpEH AOKYMEHT nokpuBalle bungosete 3a i0S, Android u
Windows Ha eanH KpocnnatopMeH NpoayKT, BAHHUTE, KOUTO NPUIIOXKEHMETO CbXpaHsBa Ha
YCTPOMCTBOTO, NOBELEHMNETO MY NOL, UHCTPYMEHTUPAHE BbPXY YCTPONCTBO, KOHTPOJIMPAHO OT TecTepa, 1
API-To, C KOETO NMPUNOXEHMETO roBopu. TecTBaHeTo belle CTpyKTypupaHo okosio OWASP Mobile
Application Security Verification Standard, a Bcsika koHCcTaTaLms No-A0/y Ha3oBaBa rpynaTta KOHTPO/un, B
KOATO nonaga.

[Be Hellla cu 3acny»kaBa fa 6baaT M3peyeHn Hanpaso Npeau pesynTaTuTe, 3al0To ONpesensaT Kak
Tpabsa fa ce yetaT KOHcTaTauuuTe. NMbpBO, MOBUIHOTO NPUIOXKEHNE € eAMHCTBEHATA YacT OT eAHa
CUCTEMa, KOSITO Ce Nofasa Ha HanagaTens: Wwom 6bvae nybnnkysaHo, ABOMUHUAT alin, aHHUTE, KOUTO
3anucea, 1 paboTewmaT Nnpouec ca AOCTbMHN 3a BCEKW, KOMTO ro MHCTaIMpa — Taka ve crnabocT,
KoMnunupaHa B apTedakTa, He MoXe fa bbe oTMeHeHa C MpoMsaHa Ha CbpBbpa. BTopo, KoOHTponuTe,
KOUTO XNBEAT CaMO Ha YCTPOMCTBOTO — NPOBEPKMU 3a LANOCT, 06Bbp3BaHe CbC cepTudurKkart, sawmuTa oT
noanpaesiHe — MOBMLIABAT LeHaTa Ha efiHa aTaka, HO He s npefoTBpaTaBaTt. OuakBame garu
npeofoneem 1 oTyMTaMe KakBoO ca 3alMTaBanu, a He hakTa, Ye ca nagHanu.

3arnasuneTo
KOHCTaTaLmuu critical high nnatgopmu MASVS rpynu

PesyntaTbT ce onpenens oT egHa KoHcTaTaums. NpunoXeHneTo ce yooCcToBepsiBa Npes CbpBbpHaTa Cu
YacT C KNIMEHTCKA TanHa, KOMNUANpaHa B NakeTa, MAEHTUYHA BbB BCAKO MHCTaMPAHO KOMMe 1
npucbCTBaLla HAa BCUYKUTE TpY NaThopMu. Bb3cTaHOBABAHETO M He U3MCKBaLle U3MoN3BaHe Ha
YSI3BMMOCT M aKayHT: U30aTeNCKUAT nakeT belle pasnakeTMpaH KaTo apxmB U CTOMHOCTTA NpoYeTeHa oT
Hero. To3u eanHCTBEH Npobnem npesBpblia Ny6anKyBaHO NpunoXxeHue B paboTeln gaHHM 3a LOCTbN 4,0
BbTpelHo API 3a JaHHW, NpUTEXKaBaHW OT BCEKMW, KOMTO HSKOra ro e usTernsn.

3ap Hes cToAT TpK npobnema ¢ BUCOKa KPUTUYHOCT, KOUTO CNoOenaT eAnH Moaes: BCEKUN € KOHTPOII,
KOMTO CblLEeCTBYBa 1 e NouTun npasuneH. OthnainH 6asaTa AaHHM e WnthpoBaHa, HO C KoY, KOUTO CaMoTO
YCTPOMCTBO MOXe fa Bb3anponssene. O6Bbp3BaHETO CbC CEPTURMKAT € peannsmpaHo, Ho HaCcTPOWKa Mo
nogpasbupaHe B npomna 3a ynpaBiieHne ro UsK/uBa MbayasinBo B KOHUIYpaLUsaTa, KOSTO NOBEYETO
KITMeHTW OeNCcTBMTENHO BHeapsiBaT. JIokasnHa NoMoLLLHA yCiyra e 3aluTeHa ¢ TOKeH, a noce nogasa
TO3M TOKEH Ha BCEKM U3BMKBALL, KOWTO Noncka. HUTO eguH OT Te3u Criyyam He e OTCbCTBALL, KOHTPOJT;
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BCUYKUTE TPU Ca KOHTPOJIN, KOUTO HE N3O bPXKAT CpeLly 3araxarta, 3a KOATO Ca 6unm n3rpaneHu.

M Critical 1 M High 3 B Medium 3 M Low 1 M Informational 1

KoHcTaTawumm no KpMTUUYHOCT. YncnaTta ca oT To31 0606LeH NprMepeH AOKYMEHT 1 He ca eTasloH 3a KaKBaTo M Aa e CbBKYMHOCT
OT NPUNOXKEHUS.

TpwuTe Hela, KOUTO a HanpaBuTe MbpPBO

1 MNooMeHeTe JaHHUTE 3a AOCTbM [0 CbpBbpHAaTa YacT AHeC, Mpeaun KakBaTo 1 Aa e npoMsaHa B koga. Te ca
JencTeawm, nybanyHu ca, a noamMaHaTa e eUMHCTBEHOTO AeNCTBME, KOEeTO HaMansiBa U3/TI0XKeHOoCTTa
HesabaBHo. OyaKkBanTe, Ye NoaMaHaTa Lie U3UCKBA M3[aHNe Ha KIMeHTa, U NiaHupanTe ToBa nsgaHue
cera, a He crep, ToBa.

2  CnpeTe ga usBexgare kJoya Ha odiaiiH 6a3aTta [aHHW OT yCTPOMCTBOTO. [IpeMecTeTe ro B XpaHuuLLe,
NoLKpeneHo OT Xxapayep, Taka ye npuTexxaBaHeTo Ha YCTPOMCTBOTO Aa He faBa JaHHUTE BbPXY Hero.
ToBa e npoMsiHaTa, KOSTO NPeBpblLa 3arybeHo unmn oTKpaaHaTo YCTPOMCTBO B OFpaHMUYEHO CbouTHE.

3 O6bpHeTe noppasbrpaHeTo 3a 06BbP3BAHETO CbC cepTUdMKaT. KoraTo npodnnbT 3a ynpaBneHune
MbJluK, HanaravTe o6Bbp3BaHe. KoHUrypaumusTa, 40 KOATO KIIMEeHTbT AOCTUra, CredBanku
LOKYMeHTauusaTa, TpsibBa aa e 6esonacHarta, He No3BonsBallaTa.

KakBoO TO31 O0TYeT He Ka3Ba. To3n 0TYeT ONMCBa KaKBo yCnaxme Aa HanpaBuM B paMKUTE Ha JOrOBOPEHMS
0bxBaT 1 nepuog. Ton He e cepTUdurKaLmsa, OGUTOPCKO MHEHWE UK TBBbPAEHME, Ye NPUIoxeHneTo e 6es
apyru cnaboctu, a PXLSecurity LTD. He e oouTop, OLEHUTEN Uin cepTudmumnpall opraH. CTpyKTYprUpaHeTo Ha
paboTtaTta okono OWASP MASVS e Ha4MH NOKPUTMETO Aa CTaHe YeTMMO; TO He e OL,eHKa CNPSIMO CTaHAapTa u
He nNpefnofiara YieHCTBO B KaKBaTO U Ja € Cxema.

PXL-2026-0311 - CbcTaBeH NpMMepeH TecT 3a NPOHUKBaHe B MObUNHO npunoxeHune - v1.0 - KoHduaeHumnanHo Ctp. 5



PA3OEN 2

Ob6xBaT Ha aHraXXMMeHTa

KakBo belle B 06xBaTa, KaKBO HY belle NpefocTaBeHo 1 ONYCKaHUATA, Ha KOUTO ce
onupa pesyntaTbT. EQHA KOHCTaTauus e 3Ha4MMa camMo KonkoTo obxBaTta, B KOUTO e
oTKpUTAa.

Llenun M3patencknte bunpose 3a i0S, Android n Windows Ha egHo KpocnnaTthopMeHo
npunoXeHune, NAKC CbpBbPHOTO API, KOETo TO nonsea.

ApTetakTn MopnucaHun nsgatenckun bungose, npegocTaBeH oT [KNneHT], cboTBETCTBALLM HA
BepcunTe B I'Iy6J'Il/ILIH0T0 M ynpaBndBaHOTO pa3npocTpaHeHe KbM MOMEHTa Ha
TECTBaAHETO.

Bua Ha oueHKkaTa Grey box. be3 nsxoneH kopn; 6sixa NnpefocTaBeHN TECTOBM aKayHTU M onrucaHme Ha

ponuTe. ApTeakTbT belle TpeTupaH KakTo 6v ro TpeTupan HanagaTen.

AKayHTK [To ABa akayHTa 3a BCAKa POSs B U30/IMPaH TECTOB K/IMEHTCKA OpraHmsaums, Taka Je
noBeaeHNeTo MexXxay aKayHTU N Mexay KNMeHTCKN OpraHn3aunmn oa Moxe fa 6bae
AOKa3aHo, a He U3BeaeHo No npegnonoxeHue.

YcTpolicTBa Dur3MYECKM YCTPOMCTBA U EMYNATOPU, KOHTPOJSIMPAHU OT TECTEePa, KAKTO B CbCTOSHME
no nogpasbupaHe, Taka U B NPUBUIErMPOBAHO, NIOC NPOGhUN 3a ynpasnsiBaHO
BHeZpsiBaHe 3a KoprnopaTuBHaTa KOH(Urypawms.

Mepnopg [ﬂ,aTVI Ha aHra)xMMeHTa], KaTo TeCTBAHETO Ha CbpBbpHaATa 4acT bewwe orpaHmn4yeHo oo
AorosopeHarta TeCtoBa cpefa, OCBEH KbAeTo € oTbenssaHo.

CraHgapTu OWASP MASVS kaTto cTtaHgapg 3a nposepka; OWASP MASTG kaTo pbKOBOACTBO 32
TectBaHe; OWASP API Security Top 10 3a cbpBbpHaTa CTpaHa.

M3kntoveHus BumxTte MNpunoxeHne b. HakpaTtko: 6e3 0Tkas Ha ycnyra, 6e3 TecTBaHe Ha camute
onepaLmoHHu cuctemu, 6e3 aTaka cpelly MarasmHuUTe 3a NPUIOXEHUS NN
nnatgopmara Ha KNIMeHTa 3a ynpaB/ieHne Ha yCTPOMCTBa.

ﬂ,OﬂyCKaHMﬂ, OT KOUTO 3aBUCK TO3U pe3YyNTaT

[0 TecTBaHMTE BUNOoOBeE ca bunooBeTe, KOUTO Ce PasnpocTpaHaBaT. AKO NPOLECHT No U3gaBaHe NoCTposiBa Un
noanucea oTHOBO cnef apTedakTa, KOMTo HM belle NpefocTaBeH, KOHCTaTauMmTe onuceat pasnyeH 4BonyeH
halifl OT OH3K, KOMTO KIIMEHTUTE BU MHCTaNMpar.

U MpochunbT 3a ynpaBnsaBaHo BHeAPsiBaHe, KOMTO HY belle NpefocTaBeH, 0TPassiBa Kak KIMEHTUTE AeNCTBUTENHO
BHeppsBat. F-03 3aBuCK OT HAcTpoMKMTe No nogpasbrpaHe Ha TO3M NPogusl, Taka Ye CblLECTBEHO PasfinyeH
npoun NPOMeHst KPUTUUYHOCTTA Ha Ta3u KOHCTaTaLus.

0 TeCTOBMAT KNMEHTCKA OpraHM3aLms ce AbpXu KaTto NponsBoACTBEH. TaM, KbAETO KOHTPOJ OT CTPaHa Ha
CbpBbpa Cce pasfMyaBa Mexay ABaTa, KoHcTaTauums, AokasaHa B TecToBaTta cpefa, MoXe fa Ce AbpPXMW PasinyHo
B NpoM3BOACTBEeHaTa — 0THbena3Bame BCAKa KOHCTaTalmMs, Npyu KOATO ToBa e Nof, BbNpoc, U HATO egHa oT
KOHCTaTauMuTe No-Aosy He e TakaBsa.

[ H1wo B TO3M OTUET He JoMyCcKa KOMMNpoMeTMpaHa onepaLmoHHa cuctema. Tam, KbOEeTo efHa KoHcTaTaums
N3MCKBa MNPMBUIErMPOBAHO CbCTOSIHME HA YCTPOMCTBOTO, KOHCTATALMSATA IO MOCOYBA M € OLLeHEeHa CbOTBETHO.
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PA3OEN 3

MeToposniormnd

Kak nporteye aHraxXnMeHTbT, KaKBO MNMOKPW TECTBAHETO U NMpaBkJiaTa, NP KOUTO Ce

nposege.
06xBaT 1 bungose CtatuyeH aHanm3 MHaM14yHO 1 No BpeMe Ha paboTaAPI n HaBbp3BaHe OT4yeT 1 NOBTOPEH TecT

O6bxBat 1 bunpoBe Mnatgopmu, nspatenckn aptedakTu, akayHTU, yCTPOMCTBA M NpaBuia Ha
aHraXKMMeHTa, LOr0OBOPEHM MUCMEHO, Npean Aa 6bae LOKOCHATO KaKBOTO 1 4a €.

CratnyeH aHanus PasnpocTpaHeHuaT apTedakT, pasnakeTMpaH 1 NOANI0XeEH Ha 06PaTHO MHXXEHepPCTBO:
TEKCTOBM HM30BE, K/TKOYOB MaTepurars, KparnHu TOUKKU, MaHUECT, N3HECEHA MOBBPXHOCT
v noruka.

JnHaMnyHo 1 no Bpeme MHCTpyMeHTMpaHO TecTBaHe BbPXy YCTPOMCTBO, KOHTPOSIMPAHO OT TecTepa:

Ha paboTa npuxsatiaHe Ha yHKLMUK, NpuxBaLllaHe Ha Tpapuk, NPoBEPKa Ha XPaHUIULLETO U1
3a0buKansHe Ha KOHTponu.

API n HaBbp3BaHe ToBa, KOeTOo KIMEHTBLT 1U3Nara, ce npocnefsasa HaBbTpe B ycryraTa 3af, Hero, a
KOHCTaTaLuMnTe ce HaBbpP3BaT, 3a [ja Ce YCTaHOBM AeNCTBUTENHO Bb3LENCTBME.

OTyeT 1 MOBTOPEH TecCT KoHcTaTauunTe, CbOTHECEHM KbM FPynuTe KOHTPOM Ha MASVS 1 npuoputmnsupaxm,

nocnie npoBepeHn Npm NOBTOPHUA TECT U NOTBBbPAEHU NNUCMEHO.

3alo pegbT MMa 3HaYeHMe

MNocnenoBaTenHOCTTa NO-rope e Ha HanagaTens, He Ha oauTop. NMpounTaHeTo Ha apTedakTa € NbpBo,
3awoTo e 6e3nnaTHo, 6e3WyMHO 1 He N3NCKBA aKayHT: BCUYKO, Bb3CTAHOBEHO TaM, € JOCTbLMHO 3a
BCEKMW, KOMTO MHCTanMpa npunoxeHneTto — 3atoBa F-01 e Hal-cepno3HaTa KOHCTaTaLMUs B TO3U OTYET,
BbMpeKu ve e Hal-ManKo n3nckBalaTa TeXHUYeCcKN. IHCTpyMeHTMpaHeTo e BTOPO, 3all,0TO yCTaHOBsABA
KaKBO KOHTPOJINTE Ha CTpaHaTa Ha YCTPOMCTBOTO AENCTBMTENHO 3alnTaBaT. API-To e nocneaHo,
3all0TO AoTOoraBa 3HaeM B KaKBO BAPBA KIIMEHTBLT M MOXEM [la TeCTBaMe [anu CbPBbPbT BAPBA B
CbLLOTO.

MNokpuTMe CNPAMO rpynuTe KOHTPOM Ha MASVS

OWASP Mobile Application Security Verification Standard opraHu3upa curypHocTTa Ha MOBUNHUTE
NPUIOXKEHNS B FPYNN KOHTponnu. CTPYKTYprUpaMe KaKTo TECTBAHETO, Taka M TO3M OTYET OKOJMO TSX, 3a Aa
6bae NOKPUTUETO YETMMO M NPONYCKUTE BUAUMMU. [JCHATA KOMTOHA NOKa3Ba KoM KOHCTaTaLumM B TO3U
NpYMepeH AOKYMEHT ca nonagHanu BbB BCKa rpyna — rpyna 6es KoHcTaTaumm Bbnpeku ToBa e buna

TeCTBaHa.
KoHTponHa rpyna KakBo nokpusa KoHcTaTauuu
MASVS-STORAGE [aHHW, CbXpaHsaBaHM Ha YCTPOMCTBOTO, M KAKBO Mo HamycKa B XXypHanu u F-01, F-02,

pe3epBHU KOMKUS F-06
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KoHTponHa rpyna KakBo nokpuea KoHcTaTaumn

MASVS-CRYPTO YnpaBneHune Ha Kfto4YoBeTe 1 NpaBunHaTta ynotpeba Ha kpuntorpadckute F-02
NPUMUTUBU

MASVS-AUTH YpoocToBepsiBaHe U 0TOpU3aLMsi, BKITLOUUTENHO JIOKanHa 1 buomMeTpuuHa F-08
3awmra

MASVS -NETWORK CuUrypHOCT Ha TpaHCcnopTa U NPOBepKa Ha cepTudmnkaTm F-03

MASVS-PLATFORM B3anmopeiicteue ¢ nnatdopmara: IPC, naHeceHn komnoHeHTH, WebView F-04, F-07

MASVS -CODE KoHdmrypaums Ha 6unga, 3aBUCMMOCTM U KaKBO HOCK apTeaKTbT F-01

MASVS-RESILIENCE MpoBepky 3a LANOCT, 3alLMTa OT NoAnpaBssiHe 1 LieHaTa Ha obpaTHOTO F-05, F-09
NHXXEHepPCTBO

MASVS-PRIVACY PaboTa c NIMYHM faHHN U KaKBO NPUIOXKEHMETO pa3kpuea 3a CBos notpebuten F-06

CTpYKTyprpaHeTo Ha TecTBaHeTo okosio MASVS He e oueHKa cnpsiMo Hero. PXLSec He e cepTudmumnpall, opraH n tasu tabnuua e
MOMOLLHO CPeACTBO 3a NOKPUTUE, HE TBbPAEHME 3a CbOTBETCTBME.

Kak ce nanonssaT MHCTPYMEHTUTE

NHCTpyMeHTUTE pasnakeTmpaT, AeKOMNUAMPAT, MHCTPYMEHTUPAT U NPUXBaLLLAT; Te He pellaBaT KakBo
nma 3HadeHue. CTaTUYHMAT aHanmn3 Ha MobuneH apTedakT nponsBexaa rofam o6em M3xom ¢ HUCKa
CTOMHOCT — BCSIKO paspelleHne, BCeKN M3HECEH KOMMOHEHT, BCEKM TEKCTOB HMU3, KOMTO Hanogobssa
KNy — a paboTaTta e B pa3genaHeTo Ha TpUTe, KOUTO ca AeNCTBUTENHK, OT TPUCTaTa, KOUTO He ca. Beaka
KOHCTaTauusl B To3M oT4eT belle NOTBbpAEHA Ha pbKa cpeLly paboTeLlo NpunoXXeHne, a KOHcTaTaums,
KOATO He MoXa Aa 6bae AeMOHCTPMpPaHa, He e B oTyeTa.

MpaBwuna 3a 6€30MacHOCT, MPU KOUTO TecTBaMe

0 nOTB'bp)K,D,eHMe CaMoO C YeTeHe HaBCAKbAe, KbOeTo e4HO NpovYnTaHe OO0Ka3Ba TBbPAEHUNETO. TaMm, KbeTo
Ba/IMOAHOCTTA Ha AAaHHW 3a AO0CTbMN € KOHCTaTaunAaATa, CTaTyCHUAT KO 4 YCTaHOBABA, a TAJIOTO Ha OTroBopa ce
OTXBbp/id Henpo4veTeHo.

0 He ce n3Bnuuart, KonupaT UK 3anasBaT KIMEHTCKM JdaHHW. TaM, KbeTo efHOo XpaHunuiie belie 0TBOPeHO,
6ellie NpoyeTeH 6POAT Ha 3aNUCUTE U HULLLO APYroO.

a [MpomMeHUTe B CbCTOSAHNETO Ce M3BbPLUBAT CpeLly CUHTETUYHM 3annCu B U30JIMPaH TECTOB KIIMEHTCKA
opraHnsauuna n ce spbllaTt 06p8.THO.

U Be3 oTKas Ha ycnyra v 6e3 TexHVKa, YAATO PEXUM Ha MPOBasl € CYyNeHo YCTPOWUCTBO WM NOBPELEHO
XpaHunuie.

0 TexHWKUTe 3a 3a06MKansiHe He ce I'Iy6J'Il/IKYBaT. TaM, KbAEeTO KOHTPOS bewe npeonondaH, OT4eTbLT NOCOYBA KakKBO
KOHTPONBT € 3allTaBan 1 3all0 € nafgHan, a He CKpunra, KOWTO ro e HanpaBwul.

PXL-2026-0311 - CbcTaBeH NpMMepeH TecT 3a NPOHUKBaHe B MObUNHO npunoxeHune - v1.0 - KoHduaeHumnanHo Ctp. 8



PA3LEN 4

OueHKN Ha KPUTNYHOCTTAa

KakBo 03HauaBa Bcsika oleHKa Tyk 1 kak CVSS a nHdhopmupa, 6e3 ga s onpegens.

OueHka KakBo 03Ha4aBa B TO3M OTYET

Critical MpsaK, HeyOo0CTOBEPEH AOCTbM A0 KIMEHTCKM OaHHW UK [0 BNacT, KOATO M 40CTUra, HanuyeH 3a
BCEKMW, KOWTO MHCTaNMpa npunoxeHueTo. MNonpaBeTe Npean cnenpalloTo M3gaHne U nogMeHeTe
cera BCUYKO paskpuTo.

High KOHTpOs, KOMTO CbLLECTBYBA, HO HE M3ObpPKa, BOAELL A0 U3flaraHe Ha JaHHW UK OOCTbM A0 aKayHT
Npv YCNoBKA, KOUTO HanagaTenaT MOXe peanMcTUUYHO Aa noapeau.

Medium CnabocT, KoATO ChLLECTBEHO HaMasisiBa LieHaTa Ha aTaka Wimn ycuBa apyra KoHcTaTaums, Ho caMa no
cebe cv He pocTura KNMEeHTCKU OaHHMU.

Low TsACHa M3M0XEHOCT, U3NCKBALLA YCIIOBUS, KOUTO HaNaaaTensaT He MOXe NTeCHO fa Noapean, Uim
(hyHKLMS, KOATO He OCUTypsiBa 3alLMTaTa, KoATo noapasbupa.

Informational HabntogeHne, No KOETO Cu 3aclly)kaBa [Aa ce OeiCTBa, HO He e YA3BMMOCT. He ce npucBosBa oLeHKa.

3auwo CVSS He onpepnens oueHKaTa

BekTop no CVSS ce faBa 3a BCAKa OLeHEHA KOHCTaTalMs, 3al0TO YATaTENMUTE IO MCKAT 1 3aL,0TO ce
npeHacsa nobpe Mexay MHCTPyMeHTUTe. To e BXOAHW AaHHW, He OTroBopbT. CVSS HaMa HauuH ga
n3pasu hakTa, Ye TanmHa BbTPE B pasnpocTpaHeH apTedaKT He Moxe aa 6bae OTMeHeHa, KOeTo € TOYHO
ToBa, KoeTo npaBu F-01 KoHCTaTaumaTa, KOATO €; HUTO Ye KpUTUYHOCTTa Ha F-03 nponsnunsa ot
KOH(MrypaumsaTa, KoSTO MOBEYETO KIIMEHTU BHEAPABAT, @ He OT TPYAHOCTTA Ha aTakaTa. TaM, KbAeTo
HallaTa oL eHKa M apMTMeTMKaTa ce pasMnHaBaT, olleHKaTa oTpassiBa b1M3Hec NocneacTBMETO U TO3M
oT4eT Ka3Bga 3aLo.

Benexka, cneundnyHa 3a MObunHUTE NpunoxeHuns. OTyeTUTe B Ta3n 0611aCT YECTO OLEeHSABAT BCSKO
3a06MKansHe Ha KOHTPOJ 3a YCTOMUYMBOCT KaTO KPUTUYHO, 3aLLLOTO 3a06UKaNsHEeTO € ApaMaTUYHO 1 NECHO 3a
OEeMOHCTpMpaHe. Hue He ro npaBuM. OTKpMBAHETO Ha root, 06Bbp3BaHETO CbC CepTUMKAT M 3almuTaTa oT
noanpaBsiHe NOBMLUIABAT LleHaTa Ha aTaka BbpXy YCTPOMCTBO, KOETO HamnagaTensaT Beve KOHTPOmpa;
npeononsiBaHeTo UM ce oyakBa. F-05 e oueHeHa kaTo Medium MMeHHO Mo Tasn NpMYMHA M OLLeHKaTa On1cBea
00 KakBO 3a0bukansaHeTo e 4ano gocTbM, a He hakTa, yue e npopaboTuno. OTYET, KOMTO U3BEXAa
3a0bukansHe Ha jailbreak kaTo Boaella KoHcTaTauus, 0BMKHOBEHO € 3anb/iBaHe.
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PA3OEN 5

Ob606LeHne Ha KoHcTaTaumumTe

Bcaka KoHcTaTauusa, B peaa, B KOWToO buxme rvu nonpasuun.

ID

F-01

F-02

F-03

F-04

F-05

F-06

F-07

F-08

F-09

KoHcTaTauusa

Backend API credentials compiled into the shipped application
bundle

Offline database key derivable from material readable on the

device

Certificate pinning disabled by a management-profile default

Embedded local service discloses its own authorisation token

Root and jailbreak detection defeated at a single decision point

Session token written to the device log and included in backups

Exported component performs a state change without

authentication

Biometric prompt gates the interface rather than the credential

Obfuscation applied, but not across the security-relevant code

KputnuHocTt

Critical

High

High

High

Medium

Medium

Medium

Low

Informational

MASVS

STORAGE - CODE

STORAGE -

CRYPTO

NETWORK

PLATFORM

RESILIENCE

STORAGE -

PRIVACY

PLATFORM

AUTH

RESILIENCE

Cratyc

OTBOpeH
a

OTBOpEH
a

OTBOpEH
a

OTBOpEH
a

OTBOpeH
a

OTBOpeH
a

OTBOpeH
a

OTBOpEH
a

OTBOpEH
a

Pasnpenenenue no kputuyHocT: 1 critical, 3 high, 3 medium, 1 low, 1 informational. CTaTycbT € KbM faTaTa Ha TO3U OTYET;
NMMCMOTO OT NMOBTOPHMSA TECT OTPassBa MPUKIIOYBAHETO.

PXL-2026-0311 - CbcTaBeH NPUMepPEH TECT 3a MPOHMKBaHe B MOBUIHO NpUIoXeHne -
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PA3LEN 6

MoapobHM KoOHCTaTauMm

Mo eavH pasnen 3a BCAKa KOHCTaTauuna: KPUTUYHOCT U MNTHOCTPaTUBEH CVSS, 3acerHar
KOMMOHEHT, KaKBO bewe OTKPWUTO, OOKa3aTeJICTBOTO, MbT 3a Bb3Mpon3BexagaHe,
Bb30ENCTBMETO U nonpaBKa.

3a pokasaTtencreara no-gony. B ,D,eﬁcTBVITeﬂeH OTHEeT BCEKM 3anunc e 3ajindieHa CHMMKa Ha eKpaHa OT cobcTBeHaTa cecus Ha
MHXXEeHepa, C Nb/IHUTE )],BOVIKI/I 3adaBKa 1 OTroBOp B NMPUTOXKEHNETO. Bceku 3anuc TYK € CUHTeTUYHa PEKOHCTPYKLMNA —
onepaunnTe Ca npencrtaBUTENIHU; NakeTuTe, XoCToBeTe, I/I,D,eHTVIq)I/IKaTOpI/ITe, KJII0YOBETE N U3XOObT Ca U3MUCIEHU. B TO3u
OOKYMEHT HUKbAEe HE NPUCBCTBa pa60TeLu noJsieseH Toeap, hook CKpUNT nnamn peuenTa 3a 3ao0bvKkansiHe: Bb3MNpPOnU3BEXOAHETO €
HanncaHoO Ha HNBOTO, KOETO 1U3non3esa eguH 6roneTuH Ha AO0CTaBYuMK.

F-01 Backend API credentials compiled into the shipped application bundle

KPUTUYHOCT CVSS v3.1 (MIFOCTPATVBHO) 3ACErHAT KOMIOHEHT MASVS
Critical 9.1 AV:N/AC:L/PR:N/UI:N/S:U/C:H/I Release builds for all three platforms — STORAGE - CODE
:H/A:N application bundle

Class: Use of hard-coded credentials (CWE-798) - insufficiently protected credentials (CWE-522) - Reference: OWASP
MASVS-STORAGE-2 and MASVS-CODE-4 - MASTG static analysis of the application package - OWASP Mobile Top 10 M1 (improper
credential usage) - Status: Open - Composite element: cross-platform application distributed to other organisations

OnucaHwne

The application authenticates to its backend with a client identifier and secret that are compiled into the bundle.
They are not in a configuration file fetched at runtime, not held in the platform keystore and not issued per
installation: they are constants in the shipped artefact, identical in every copy, and the same three values appear
in the i0S, Android and Windows builds.

Recovering them required no exploitation. The release package was unpacked as an archive and its string table
read. The credential proved live against the production API, returning an authenticated response to a read-only
probe. This is the finding that defines the engagement, because it is not reachable by the usual remedies: the
secret cannot be revoked by a server-side configuration change without breaking every installed copy, and it
remains valid on every device that does not take an update, which in a distributed application is a population the
vendor does not control.
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LlokasaTencreo

SYNTHETIC EXAMPLE
Backend API credentials compiled into the shipped application bundle

Strings recovered from the public release build authenticate against an internal data API.
[ X X ]
analyst@wkstn:~/mobile$ unzip —q haldon-release.apk —-d ./unpacked
analyst@wkstn:~/mobile$ strings unpacked/assets/app.bundle | grep -iE 'api_(key|secret)

https://api.example.test/v3
haldon-mobile-prod
sk_live_7f3a...<truncated — fabricated value>

analyst@wkstn:~/mobile$ curl -s -o /dev/null -w '&{http_code}' \\
-u haldon-mobile-prod:sk_live_7f3a...<truncated — fabricated value> \\
https://api.example.test/v3/records?limit=1

200

| Read-only check only. No record was retrieved, stored or exfiltrated.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-01 — the release package is unpacked, the credential is read out of the bundle, and a read-only
probe confirms it authenticates against the production API. Illustrative reconstruction using synthetic data on the
reserved example.test domain and the documentation package namespace com.example.haldon; not client
evidence.

CTbnKM 32 Bb3Npon3BeXgaHe

1 Obtain the release artefact the way any user would — from the public listing or the managed distribution
catalogue. No device compromise, no account and no prior access is required.

2 Unpack the package as an archive and search the bundled assets and string tables for credential-shaped
constants. In the sample transcript this returns the API base, the client identifier and the client secret directly.

3 Confirm the credential is live with a single read-only request that asks for the smallest possible response. The
sample shows 200 — authenticated against the production API.

il Stop there. The response body was discarded unread and no record was retrieved, stored or exfiltrated; the
finding is the credential's validity, and that is established by the status code alone.

Bb3penctene

Anyone who downloads the application holds a working credential for an internal data APL. That is the entire
population of the app's distribution, which for an application published to other organisations is unbounded and
unauthenticated. The access is indistinguishable from legitimate application traffic, so it produces no anomaly for
anyone to detect, and it persists independently of the vendor's own session handling: revoking a user's account
does not revoke this. Because the same values ship on all three platforms, there is no partial exposure and no
platform that can be treated as unaffected.

[MpenopbKa

1 Treat the credential as compromised and rotate it now, ahead of any code change. Review the API's own access
logs for use from outside the expected client population, and expect that a rotation will require a client release.

2 Remove the shared secret from the artefact entirely. The application should authenticate as the user, with a
short-lived token issued on sign-in, rather than as itself with a constant the bundle carries.

PXL-2026-0311 - CbcTaBeH NpMMepeH TecT 3a NPOHUKBaHe B MObUNHO npunoxeHune - v1.0 - KoHduaeHumnanHo Ctp. 12



3 Where the client genuinely needs its own identity, issue it per installation at first run and store it in the platform
keystore or keychain, so that recovering one device's credential does not yield every device's.

il Add a release gate that scans the built artefact — not the source tree — for credential-shaped constants, so this
class of defect is caught in the thing that actually ships.

F-02 Offline database key derivable from material readable on the device

KPUTUYHOCT CVSS v3.1 (WIKOCTPATUBHO) 3ACETHAT KOMIMOHEHT MASVS
High 7.4 AV:P/AC:L/PR:N/UI:N/S:U/C:H/I Android and iOS builds — encrypted STORAGE - CRYPTO
:N/A:N offline data store

Class: Use of a risky cryptographic algorithm (CWE-327) - insufficient key derivation (CWE-916) - Reference: OWASP
MASVS-CRYPTO-1 and MASVS-STORAGE-1 - MASTG testing of data storage and key management - OWASP Mobile Top 10 M10
(insufficient cryptography) - Status: Open - Composite element: application caching records on the device

OnwncaHwne

The application supports working offline and caches records in an encrypted local database. The encryption is
real and the library behind it is sound; the weakness is in where the key comes from. It is derived by hashing a
device identifier concatenated with a fixed application string — no salt, no key-derivation function and a single
iteration.

Every input to that derivation is readable on the device the database sits on, which means the key travels with the
thing it is supposed to protect. Anyone with the device, a backup of it or filesystem-level access can reproduce
the key and open the store. The protection holds against someone who copies the database file alone and
nothing else, which is not the threat the feature was designed against.

[lokasaTencteo

SYNTHETIC EXAMPLE

Offline database key derivable from material readable on the device

The at-rest encryption key is derived from an unsalted device identifier, so possession of the device is enough to reproduce it.
(X X

analyst@wkstn:~/mobile$ 1s -1 /data/data/com.example.haldon/databases/

offline.db

ANDROID_ID "haldon" ) no salt, no KDF, 1 iteration

analyst@wkstn:~/mobile$ python3 derive_key.py —-android-id 9alc...<truncated — fabricated value>

4e9b. ..<truncated — fabricated value>
analyst@wkstn:~/mobile$ sqlcipher offline.db
sqlite> PRAGMA key = '4e9b...<truncated — fabricated value>';
sqlite> SELECT count(*) FROM contacts;

ok

| Hardware-backed key storage would make the key unreproducible off the device.

i lllustrative example — synthetic data, not client evidence.
Evidence for F-02 — the derivation is recovered from the decompiled storage class, the key is reproduced from a
device identifier, and the store opens. Illustrative reconstruction using synthetic identifiers and fabricated key
material; not client evidence.
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CTbnkK 3a Bb3nponseexnaHe

1 Locate the encrypted store in the application's private data directory and confirm it is encrypted rather than
merely inaccessible.

2 Decompile the storage class and read the derivation. In the sample it is a single unsalted hash over a device
identifier and a constant string.

3 Reproduce the key from the device identifier alone, with no secret from the user and no material from the server.

il Open the store with the derived key and confirm access by reading a row count. Testing stopped at the count: no
rows were read, extracted or retained.

Bb3pgencrteue

The offline store holds the records the user has worked with, which is often a substantial subset of what their
account can reach. A lost or stolen device, a device handed on without a wipe, or an unencrypted backup
extracted from a workstation all yield that data in plaintext. Because the key derivation is identical across
installations, the technique is not specific to one device and scales to any device recovered. The encryption
satisfies a checklist that asks whether data at rest is encrypted while providing very little of the protection that
question is meant to establish.

[MpenopbKa

1 Move the key into hardware-backed storage — the Android Keystore or the iOS Keychain with an appropriate
protection class — so that it is generated on the device, never leaves the secure element and cannot be
reproduced from anything readable.

2 If a user secret must take part in the derivation, use a current password-based key-derivation function with a
per-installation random salt and a deliberately costly iteration count. Never derive a key from device identifiers
alone.

3 Bind the key's release to user authentication, so that unlocking the device is required before the store can be
opened, and re-derive on credential change.

4 Reduce what is cached. The strongest control available here is to hold fewer records offline and expire them
sooner; the data that is not on the device needs no key at all.

F-03 Certificate pinning disabled by a management-profile default

KPUTUYHOCT CVSS v3.1 (MIFOCTPATBHO) 3ACETHAT KOMIMOHEHT MASVS
High 7.4 AV:A/AC:H/PR:N/UI:N/S:U/C:H/I All platforms — transport security under NETWORK
tH/A:N managed deployment

Class: Improper certificate validation (CWE-295) - insecure default initialisation (CWE-1188) - Reference: OWASP
MASVS-NETWORK-1 and MASVS-NETWORK-2 - MASTG testing of network communication - OWASP Mobile Top 10 M5 (insecure
communication) - Status: Open - Composite element: application deployed through managed device fleets

OnucaHwne

The application implements certificate pinning, and in a default installation it works. The problem appears in the
configuration the product is actually deployed under. When the application is installed through a customer's
device-management platform, a managed-configuration key governs whether user-installed trust anchors are
honoured, and the value that applies when the key is absent is the permissive one.
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Customer administrators deploying the application do not normally set a key they have not been told about, so
the permissive default is the configuration the product runs under in the field. With it in place the pinning is not
enforced, an interception proxy is trusted, and the full session — including the bearer token on the refresh call —
is readable. Nothing in the application surfaces the change: no warning, no error, no indicator that a control the
vendor believes is active has been switched off by a default nobody chose.

[lokasaTencteo

SYNTHETIC EXAMPLE

Certificate pinning disabled by a management-profile default

A managed deployment default turns pinning off without surfacing the change, allowing full interception of the session.
[ X X

analyst@wkstn:~/mobile$ cat managed-config.xml | grep —-i pin

allowUserTrustAnchors
true

analyst@wkstn:~/mobile$ mitmproxy ——mode transparent —-showhost

CONNECT api.example.test:443
200 TI i

GET /v3/session/refresh

| Pinning that a profile can switch off silently is a setting, not a control.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-03 — the managed-configuration default is read from the profile, and with it in place the client
accepts an interception proxy and the session is readable. Illustrative reconstruction using a synthetic profile and
the reserved example.test domain; not client evidence.

CTbnku 3a Bb3npon3BexgaHe

1 Read the managed-configuration schema the application publishes and identify the key governing trust anchors,
together with the value that applies when it is unset.

2 Deploy the application under a management profile that does not set the key — the configuration a customer
administrator produces by following the documentation as written.

3 Place an interception proxy in the path and present a certificate chaining to a trust anchor installed on the
device. In the sample the client completes the handshake and proceeds.

4 Observe the session traffic, confirming that the authorisation material is readable. Testing was performed
against a test account on an isolated network segment; no production session was intercepted.

Bb3pencteue

On any network the attacker can position themselves on — a shared office wireless network, a captive portal, a
compromised home router — the session is readable and modifiable. That yields the bearer token, which is
reusable away from the device and away from the network, so a transient position on the network converts into
persistent account access. The severity is driven less by the technical difficulty, which is real, than by the silence:
the deployment most customers run is the vulnerable one, and neither the customer nor the vendor has any
signal that pinning is not in effect.

Mpenopbka

1 Change the default. When the managed-configuration key is absent the application should enforce pinning, so
that the configuration a customer gets by not acting is the safe one.
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2 Surface the state. If a profile does disable pinning, the application should say so in a place an administrator will
see, and refuse to handle credentials while a user-installed anchor is in the chain.

3 Document the key explicitly in the deployment guidance, with the security consequence stated plainly rather
than described as a compatibility option.

4 Make the token less valuable on its own: shorten its lifetime, bind it to the device or installation where the
platform allows, and require re-authentication for sensitive operations rather than treating a valid bearer token
as sufficient.

F-04 Embedded local service discloses its own authorisation token

KPUTUYHOCT CVSS v3.1 (WIKOCTPATUBHO) 3ACETHAT KOMMOHEHT MASVS
High 7.1 AV:L/AC:L/PR:L/UI:N/S:U/C:H/I Android and Windows builds — loopback PLATFORM
:L/A:N bridge for the embedded web layer

Class: Exposure of sensitive information to an unauthorised actor (CWE-200) - missing authentication for a critical function
(CWE-306) - Reference: OWASP MASVS-PLATFORM-1 and MASVS-PLATFORM-3 - MASTG testing of platform interaction and local
IPC - OWASP Mobile Top 10 M4 (insufficient input/output validation) - Status: Open - Composite element: hybrid application with
a native-to-web bridge

OnwncaHwne

The hybrid architecture runs a small HTTP service on the loopback interface so the embedded web layer can
reach native capability. The service is protected by a bearer token, which is the correct instinct. The defect is that
one of its own endpoints returns that token to any caller, without requiring it.

A loopback port is not a privacy boundary on a mobile device: any installed application can connect to it, with no
special permission and no user prompt. So the sequence available to an unprivileged application on the same
device is to connect, ask the bridge for its configuration, receive the token, and then use the token to reach
everything the bridge exposes — which is the authenticated user's data, through a component that was never
designed to be an external interface.
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LlokasaTencreo

1

1

SYNTHETIC EXAMPLE
Embedded local service discloses its own authorisation token
A loopback helper the app runs for its web layer returns the token that protects it, to any unauthenticated caller on the device.

analyst@wkstn:~/mobile$ adb shell netstat —tlnp | grep 127.0.0.1

127.0.0.1:18642 |

analyst@wkstn:~/mobile$ curl -s http://127.0.0.1:18642/bridge/config

{"version":"3.2.1","bridgeToken":"brg_c41f...<truncated — fabricated value>"}

analyst@wkstn:~/mobile$ curl -s -H 'X-Bridge-Token: brg_c41f...<truncated — fabricated value>' \\
http://127.0.0.1:18642/bridge/contacts?limit=1

200

| The endpoint that hands out the token needs the same authorisation as the data behind it.

i lllustrative example — synthetic data, not client evidence.
Evidence for F-04 — the loopback service is enumerated, its configuration endpoint returns the bridge token
unauthenticated, and the token then authorises a data call. Illustrative reconstruction using a synthetic port and
fabricated token; not client evidence

CTbnKM 3a Bb3npomsBexaaHe

Enumerate listening sockets on the device and identify the loopback service, confirming which application owns
it.
Request the service's configuration endpoint with no credential. In the sample the response carries the bridge
token in full.
Replay a data request using the token just obtained. The sample shows 200 — the request is authorised.
Stop at the status code: the response body was discarded unread, and the interaction was performed from a
purpose-built test helper against a test account.

Bb3gencteue

Any application the user installs — including one with no permissions of consequence — can read the data this
bridge fronts, for as long as the target application is running. The user is given no prompt, because from the
platform's point of view nothing requiring consent has happened. On the Windows build the same loopback
service is reachable by any process in the user's session, which widens the caller population further. The
practical effect is that the application's own data boundary is delegated to a token it publishes.

Mpenopbka

Stop returning the token. The configuration endpoint should expose the version and capability information the
web layer needs and never the credential that protects the bridge.

Require authorisation on every endpoint of the bridge, including the ones that appear to be metadata. An
endpoint that can be reached without the token must not disclose anything the token protects.

Bind the token to the caller rather than to the port: generate it per application launch, pass it to the web layer
through the native channel that already exists, and reject any caller that cannot demonstrate it came from that
channel.
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il Prefer the platform's own native-to-web bridge over a loopback HTTP service where one is available, since it
carries an identity the operating system enforces and no port that other applications can reach.

F-05 Root and jailbreak detection defeated at a single decision point

KPUTUYHOCT CVSS v3.1 (MIIHOCTPATUBHO) 3ACEMHAT KOMIMOHEHT MASVS
Medium 5.3 AV:P/AC:L/PR:L/UI:N/S:U/C:L/I Android and iOS builds — device integrity =~ RESILIENCE
:L/A:N checks

Class: Reliance on a client-side security control (CWE-602) - insufficient anti-tampering protection - Reference: OWASP
MASVS-RESILIENCE-1 and MASVS-RESILIENCE-3 - MASTG resiliency testing - OWASP Mobile Top 10 M7 (insufficient binary
protections) - Status: Open - Composite element: application with device-integrity gating

OnucaHne

The application performs several independent integrity checks and then funnels all of them into one method that
returns a single boolean. Everything downstream — whether the application starts, whether the offline store
unlocks, whether certain features appear — reads that one value.

That design makes the mechanism exactly as strong as its weakest point and no stronger, because the checks
themselves never have to be defeated. Overriding one return value at runtime disables the entire mechanism at
once. We record this as Medium rather than High deliberately. A resilience control of this kind is not a security
boundary and is not expected to stop a determined attacker with the device in hand; it raises cost. The finding is
that the cost it raises here is close to zero, not that a bypass was possible at all.

[okasaTencrso

SYNTHETIC EXAMPLE
Root and jailbreak detection defeated at a single decision point

Every check funnels into one boolean, so one runtime hook disables the whole mechanism.
[ N N ]

analyst@wkstn:~/mobile$ frida-trace -U —-f com.example.haldon \\
-j "s!lkntegrityx/isu'

I 3 me | eth
IntegrityCheck.hasSuBinary()
IntegrityCheck.hasTestKeys()
IntegrityCheck.isDeviceCompromised ()

isDeviceCompromised()

isDeviceCompromised() false
app continues to the authenticated session

| The hook script is withheld. What matters is the single point of failure, not the technique.

i [llustrative example — synthetic data, not client evidence.

Evidence for F-05 — tracing shows three checks collapsing into one decision method, and a single return-value
override carries the application into the authenticated session. The instrumentation script is deliberately not
published. Illustrative reconstruction using synthetic symbol names; not client evidence.

CTbnKM 32 Bb3Npon3BeXgaHe

1 Run the application on a device in a state the checks are meant to reject and confirm it refuses to proceed.
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2 Trace the integrity-related methods to establish the relationship between them. In the sample, two checks feed
a third, and the third is what the rest of the application consults.

3 Apply a single return-value override at that one method. The application proceeds to the authenticated session.

il Record the structural weakness rather than the technique: the hook script is not included in this report, because
the single point of failure is the finding and the method of reaching it is not.

Bb3penctene

On a device under the attacker's control, every protection that depends on this boolean is available to be turned
off together, which includes the gate on the offline store examined in F-02. On its own the finding does not
expose another user's data; its significance is that it removes the obstacle in front of the findings that do, and it
does so in one step. For a customer relying on integrity checks as a compensating control in a risk assessment,
that reliance is not supported by what the control actually provides.

Mpenopbka

1 Distribute the decision. Have the protections that matter consult the underlying signals independently rather
than a single shared boolean, so that no one override disables everything.

2 Move what can be moved to the server. Where the platform offers an attested device signal that a backend can
verify, a server-side decision is worth more than any client-side check, because the attacker does not control the
verifier.

3 Make the checks inline and varied rather than centralised and uniform, and treat the result as one input to a risk
decision rather than a gate that is either open or shut.

4 Calibrate expectations in the product's own documentation: describe these checks as raising the cost of attack,
not as preventing use on a compromised device, so that customers do not record them as a control they are not.

F-06 Session token written to the device log and included in backups

KPUTUYHOCT CVSS v3.1 (MIKOCTPATUBHO) 3ACETHAT KOMMOHEHT MASVS
Medium 6.2 AV:P/AC:L/PR:N/UI:N/S:U/C:H/I Android build — diagnostic logging and STORAGE - PRIVACY
:N/A:N backup configuration

Class: Insertion of sensitive information into log file (CWE-532) - exposure through backup (CWE-530) - Reference: OWASP
MASVS-STORAGE-2 and MASVS-PRIVACY-1 - MASTG testing for sensitive data in logs - OWASP Mobile Top 10 M9 (insecure data
storage) - Status: Open - Composite element: release build retaining development diagnostics

OnucaHwne

A diagnostic log line written during token refresh records the bearer token itself, and it is present in the release
build rather than only in debug. On its own that would be a contained problem on modern platforms, where
application logs are not readable by other applications.

What makes it material is the second half: the application's manifest still permits platform backup, so the log is
copied into backup archives that leave the device and are not encrypted in the same way the device is. The token
therefore outlives both the session and the device, and ends up in a location — a user's workstation, a backup
service — where neither the vendor's nor the customer's mobile controls apply.
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LlokasaTencreo

A W NP

SYNTHETIC EXAMPLE
Session token written to the device log and included in backups
A diagnostic log line left enabled in the release build records the bearer token, which the platform backup then copies off the device.

[ X X ]
analyst@wkstn:~/mobile$ adb logcat -d | grep -i 'session'

/Haldon.Net sh o I ey...<truncated - fabricated value>

true

analyst@wkstn:~/mobile$ adb backup -f out.ab com.example.haldon
analyst@wkstn:~/mobile$ grep -c 'bearer=' out.ab.unpacked/log/app. log

14

| Tokens in logs outlive the session they belong to and travel wherever the log travels.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-06 — the token appears in the device log, backup is permitted by the manifest, and the token is
recovered from the resulting archive. Illustrative reconstruction using a fabricated token; not client evidence.

CTbnKM 3a Bb3NpoOn3BeEX4aHe

Read the device log while the application refreshes its session and identify the line recording the token.
Confirm the release manifest permits platform backup.
Take a backup of the application through the platform's own tooling and unpack it.

Count the occurrences of the token within the extracted log. Testing used a test account's token throughout; no
production session material was handled.

Bb3gencteue

A bearer token in a log is valid until it expires, wherever the log travels. The backup path takes it off the device by
design and places it somewhere with a different and generally weaker set of controls, where it may persist far
longer than the session. Anyone with access to a user's workstation or backup store holds the session without
needing the device, the password or the second factor. The combination is what matters: either the logging or the
backup setting alone would be a lesser finding.

[MpenopbKa

Remove credential material from logging entirely, in every build configuration. Log the fact of a refresh and its
outcome, never the token.

Disable platform backup for the application, or define an explicit backup rule set that excludes logs, caches and
any store holding credential material.

Add a build-time check that fails the release when logging calls reference credential-shaped values, so that a
debugging line cannot reach production again.

Shorten token lifetime and support server-side revocation, so that a token recovered from an old archive has a
much smaller window in which it is worth anything.
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F-07 Exported component performs a state change without authentication

KPUTUYHOCT CVSS v3.1 (MWIKOCTPATUBHO) 3ACETHAT KOMIMOHEHT MASVS
Medium 5.9 AV:L/AC:L/PR:L/UI:N/S:U/C:N/I Android build — deep-link handler for PLATFORM
:H/A:N quick actions

Class: Missing authentication for critical function (CWE-306) - improper export of application component (CWE-926) - Reference:
OWASP MASVS-PLATFORM-1 - MASTG testing of app permissions and IPC - OWASP Mobile Top 10 M4 (insufficient input/output
validation) - Status: Open - Composite element: application offering deep-linked shortcuts

OnucaHwne

A handler that implements shortcut actions is exported, which is necessary for the shortcuts to work from outside
the application. It acts on the currently signed-in user's session, which is also reasonable. What is missing is any
check on who invoked it.

Because the component is exported, any application on the device can invoke it with parameters of its choosing,
and the action is carried out under the signed-in user's authority with no prompt and no re-authentication. The
read paths on the same component are gated correctly, which places this clearly as an oversight on the write path
rather than an absent model: the application knows how to check, and does not check here.

LlokasaTencreo

SYNTHETIC EXAMPLE
Exported component performs a state change without authentication
A deep-link handler exported to any application on the device acts on the signed-in user without checking who called it.

analyst@wkstn:~/mobile$ aapt dump xmltree haldon-release.apk \\
AndroidManifest.xml | grep —-A2 'activity-alias'

.ui.QuickActionActivity
true
"haldon" 5 "action"

analyst@wkstn:~/mobile$ am start -a android.intent.action.VIEW \\
-d 'haldon://action/reassign?record=1042&owner=carol’

Status: ok
record 1042 r igned — no prompt, no re- ientication

| Performed against a synthetic record in an isolated test tenant.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-07 — the manifest shows the component exported, and an invocation from an unprivileged helper
application changes record ownership without a prompt. Performed against a synthetic record in an isolated test
tenant. Illustrative reconstruction; not client evidence.

CTbnKuM 3a Bb3npomsBexaaHe

1 Inspect the manifest of the release package and identify components marked as exported, together with the URI
scheme and host they respond to.

2 Build an unprivileged helper application that requests no permissions of consequence.

3 Invoke the exported component from that helper with parameters naming a record and a new owner. In the
sample the action completes with no prompt and no re-authentication.
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4 Verify the state change and then revert it. The record was synthetic and the tenant was an isolated test tenant
created for the engagement.

Bb3pencteue

Any installed application can take actions as the signed-in user, which is an integrity problem rather than a
confidentiality one: records can be reassigned, modified or actioned without the user's knowledge. On a device
managed by a customer organisation the attacking application need not be malicious in any obvious way — a
compromised utility, or an application with an aggressive advertising library, is sufficient. Because the action is
performed through the legitimate application, server-side logs attribute it to the user, which complicates any
subsequent investigation.

Mpenopbka

1 Require an explicit user confirmation in the application for any state-changing action arrived at through an
external invocation, so the authority is the user's rather than the caller's.

2 Verify the caller where the platform permits it, and treat every parameter arriving from an external invocation as
untrusted input to be validated against the session, not as an instruction.

3 Export only what has to be exported, and split read-only entry points from state-changing ones so the exported
surface carries the smallest possible capability.

4 Re-check the authorisation server-side as well. An action that changes ownership should be authorised by the
backend on its own terms rather than trusted because it arrived from an authenticated client.

LOW F-08 Biometric prompt gates the interface rather than the credential
KPUTUYHOCT CVSS v3.1 (MTKOCTPATUBHO) 3ACErHAT KOMIMOHEHT MASVS
Low 3.9 AV:P/AC:H/PR:L/UI:N/S:U/C:L/I Android and iOS builds — biometric AUTH

:N/A:N unlock

Class: Reliance on a client-side security control (CWE-602) - improper authentication (CWE-287) - Reference: OWASP
MASVS-AUTH-2 and MASVS-AUTH-3 - MASTG testing of local authentication - OWASP Mobile Top 10 M3 (insecure authentication)
- Status: Open - Composite element: application offering biometric re-entry

OnucaHwne

The application offers a biometric unlock on re-entry. The prompt is presented correctly and the platform API is
used as intended, but the result is consumed as a boolean that the application then acts on: success reveals the
interface, failure hides it. The stored credential is not bound to that decision — the key is created without a
user-authentication requirement, so it is released whenever the application asks for it.

The practical consequence is that the prompt is a user-interface state rather than a cryptographic gate. An
attacker who can influence the application's own execution — which, given F-05, is not a high bar on a device they
control — obtains the credential without satisfying the prompt. We rate this Low because reaching it requires
physical possession of an unlocked or compromised device, and because the credential it yields is already
protected by the server-side session model.
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LlokasaTencreo

1

4

SYNTHETIC EXAMPLE
Biometric prompt gates the interface rather than the credential
The unlock decision is a boolean the application acts on, so the stored credential is released whether or not the prompt succeeds.

analyst@wkstn:~/mobile$ frida-trace -U —f com.example.haldon —j i ometrick/isu'

BiometricGate.onAuthSucceeded()
CredentialStore. load() no auth binding

CredentialStore.load() returned

| A biometric gate is only a gate when the key itself is released by it.

i lllustrative example — synthetic data, not client evidence.
Evidence for F-08 — tracing shows the unlock callback gating the view while the credential store loads
independently, with the key created without an authentication requirement. Illustrative reconstruction using
synthetic symbol names; not client evidence.

CTbnKM 3a Bb3npomsBexagaHe

Trace the biometric callback and the credential-loading path and establish whether any data dependency exists
between them.

Inspect the key's generation parameters to determine whether release is bound to user authentication. In the
sample it is not.

Load the stored credential with the prompt dismissed rather than satisfied, confirming the two are independent.

Record the result against a test account. No production credential was involved at any point.

Bb3pgencrteue
Someone holding the device can reach the stored credential without presenting the user's biometric, which
defeats the expectation the feature sets. The practical exposure is bounded — physical access is required, and

the credential is still subject to server-side session controls — but the feature is relied on by users and described

in the product as protecting exactly this case, and it does not.

[MpenopbKa

Bind the key to user authentication at creation, so that the platform releases it only after a successful biometric
or device-credential check and the gate is enforced by the operating system rather than by application logic.

Use the authenticated cryptographic object the platform provides, so that the result of the prompt is the ability
to perform an operation rather than a boolean the application interprets.

Re-key on biometric enrolment change, so that adding a new biometric does not silently grant access to
credentials stored under the previous set.

Describe the feature accurately in the product documentation: convenience re-entry and a cryptographic gate
are different promises, and customers make risk decisions from the description.
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F-09 Obfuscation applied, but not across the security-relevant code

KPUTUYHOCT CVSS v3.1 (MMKOCTPATVBHO) 3ACErHAT KOMIMOHEHT MASVS
Informationa  n/a He e yassumocT; He e npucsoeHa All platforms — release build RESILIENCE
l oLeHKa configuration

Class: Observation - insufficient binary protection coverage - Reference: OWASP MASVS-RESILIENCE-2 - MASTG resiliency testing
- OWASP Mobile Top 10 M7 (insufficient binary protections) - Status: Open - Composite element: release build with name
obfuscation enabled

OnucaHwne

Name obfuscation is enabled and covers the great majority of the application. The remainder, however, is
concentrated in precisely the classes an attacker reads first: the credential store, the integrity checks, the bridge
token provider and the offline key derivation all retain readable names, almost certainly because they are
referenced reflectively or from the web layer and were added to a keep list to stop the build breaking.

This is recorded as informational, not as a vulnerability. Obfuscation is not a security boundary and no finding in
this report depends on its absence — the credential in F-01 would have been recoverable from an entirely
obfuscated build, because strings are not names. It is included because it tells the team something useful: the
effort spent on obfuscation is not landing where it was intended to, and a keep list is quietly documenting the
sensitive parts of the application.

[lokasaTencteo

SYNTHETIC EXAMPLE

Obfuscation applied, but not across the security-relevant code

Name obfuscation covers most of the application while the classes handling keys, tokens and integrity keep readable names.

analyst@wkstn:~/mobile$ jadx —d out haldon-release.apk && cd out

4,118
3,977
141

CredentialStore
IntegrityCheck
BridgeTokenProvider
0fflineDbKeyDeriver

| Obfuscation raises the cost of reading code. It is not a boundary, and it did not protect these paths.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-09 — a count of obfuscated against readable class names in the release build, with the readable
remainder listed. Illustrative reconstruction using synthetic class names; not client evidence.

Kak belle ycTaHOBEHO TOBa
1 Decompile the release build and count obfuscated against readable type names to establish overall coverage.
2 List the readable remainder and classify it by what the classes do.
3 Compare that list against the project's keep rules to confirm the cause.

4 Record as an observation. No exploitation is involved and none is implied.
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Bb3pgencrteue

No direct impact, and no finding in this report relies on it. The effect is on cost: a reader looking for the
security-relevant parts of the application is directed straight to them, which lowers the effort required to find
everything else in this report. Treat it as a signal about where the build configuration and the threat model have
drifted apart rather than as a defect to be fixed in its own right.

KakBo ga HanpaBuTe ¢ ToBa HabntogeHve

1 Narrow the keep rules to the specific members that genuinely need stable names, rather than whole classes,
and re-check coverage over the security-relevant packages after each change.

2 Do not treat the result as a control. Obfuscation raises the cost of reading code and nothing else; it should never
appear in a risk assessment as a mitigation for a secret the artefact contains.

3 Fix the underlying issues first. Once F-01 and F-02 are addressed there is far less in the binary worth reading,
which is a better outcome than making it harder to read.

HanomHsaHe 3a To3u pasgen. F-01 no F-09 ca B3eTn oT popmaTa Ha HAKONKO aHOHMMU3UPAHU aHTaXXUMEHTa U NpeacTaBeHu,
CAKal nasat oT eAnH. Bcekun 3anuc, MMe Ha NakeT, XOCT, UAEHTU(UKATOP, aKayHT U OLLeHKa NO-rope ca CUHTETUYHN.
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PA3OEN 7

[1naH 3a OTCTpaHdBaHe

CblMTe KOHCTaTauuMu, nogpeneHu kato pabota. IpynupaHn cnopen Kora Tpabsa ga
Ce CNy4u, a He No KPUTUYHOCT, 3aL,0TO HAKOM OT Hal-CnelHnTe 0eNcTBMA He ca

NPOMEeHN B KOAa.

BbnHa 1 — cera, npeam KakBaTo v fa e NnpomMsiHa B Koda

Tesun nencTemsa HaMansaBaT M3N0XKEHOCTTa He3abaBHO M He YaKaT LWKb/1 Ha M3[aBaHe.

LenictBue

[TooMeHeTe KNneHTCcKaTa TalHa KbM CbpBbpHaTa 4acCT U npernen,aﬁlTe XypHanute

3a gocTtbn go API 3a ynotpeba M3BbH O4aKBaHaTa CbBKYMHOCT OT KJTIMEHTU

I'InaHMpalZTe M3O0aHNETO Ha KJIMeHTa, KOeTO NogMaHaTa Haslara, 1 pelleTe Kak ce

obcnyKBaTt KNMeHTUTe CbC cTapu bungose

LloKyMeHTMpaiTe KOH(UIYpaLMOHHMS KoY 32 06BBP3BaHETO CbC CEPTUGMKAT 3a

AOMUHUCTPATOPUTE Ha KJTMEHTA, CbC 3adBEHO nocneacrtesmne 3a CUrypHoCTTa

BbnHa 2 — cnegBaloTo usgaHue

KoHcTaTaym

a

F-01

F-01

F-03

OTroBOpHMK

Mnatcopma / API

MpoaykT

Mpogykt /
LokymeHTaums

npOMeHI/I, KOWUTO nNpemMaxBaT KOHCTaTauununTe, BMECTO Aa HaMadaBaT obxBaTa MM, N KOUTO TpQGBa na

n3nAa3art 3aeHo, 3alloTO HAKOJIKO OT TAX AOKOCBaT eAHU U CbLlUM NbTUlLlA B KOA4a.

LenictBue

MpemaxHeTe crnofeneHaTa TaiiHa oT apTedakTa; yooCToBepsBanTe ce KaTo
noTpebuTens ¢ KpaTKoTpaeH TOKeH

MpemMecTeTe KtoYa Ha othnanH 6a3ata JaHHM B XpPaHUNuLLE, NOAKPENEHo OT

KoHcTaTaum
a

F-01

F-02, F-08

xapayep, 1 06BbpkeTe 0cB0oO0XAABAHETO MY C YAOCTOBEPSIBAHETO Ha NoTpebuTens

O6bpHeTe noppasbrpaHeTo 3a 06BbP3BAHETO CbC CEPTUHUKAT 1 OTKA3BaNTe

paboTa ¢ JaHHW 3a AOCTbM NOA MHCTANMPAHO OT NOTPebUTeNs LOBEPEHO
yoocToBepeHue

CnpeTe KOH(UrypaumoHHaTa KpanHa To4Ka Ha MOCTa Aa BPbLLa TOKEHa;
N3MCKBaMTe 0TOpPM3aLmMsa Ha BCAKa KpalHa ToYKa Ha MocTa

MpemaxHeTe MaTepuana Cc JaHHK 3a AOCTbM OT XypHanuUTe 1 U3KJIYeTe
pesepBHOTO KoMMpaHe Ha niathopmara 3a NpUIoXeH1eTo

MN3unckeanTe NoTBBbPXAEHNE B NPUJTOXKEHNETO 3a MPOMEHN B CbCTOAHMNETO,
npucTurawm npes3 N3HeCeH KOMMOHEHTH

PXL-2026-0311 - CbcTaBeH NPUMepPEH TECT 3a MPOHMKBaHe B MOBUIHO NpUIoXeHne -

v1.0 -

F-03

F-04

F-06

F-07

KoHtumaeHumanHo

OTroBOpHMK

Mobunuum

Mobunuu

Mob6UHK

Mobunuu

Mobunuu

Mob6UNHK
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BbiHa 3 — CTPYKTYpHa, Npes cneaBawuTe LMKm

Pa60Ta, KOATO NPOMEHA KaK Ce npenoTepardaBa cnegBalmaT Kjnac KOHCTataunn, BMeCTO Oa nonpaBd

TO31. HNLWO OT HEqA He e CNEeLHO; BCUYKO OT HEA HaMasisiBa KOJIKO YeCTO TO3U OTUeT TpﬂﬁBa na 6boe

NnncaH.
OenictBue KoHcTaTaym OTroBOpHUK
a

Pa3snpepenete peleHneTo 3a LAMIOCT, Taka Ye eqHO eAUHCTBEHO OTMEHSHe fa He F-05 MobunHm
M3K/OYBa BCSKA 3almTa
LobaBeTe npoBepKa Npu nsgaBaHe, KOSTO CKaHMpa NOCTPOeHUs apTedaKkT 3a F-01, F-06 Bung / CL
KOHCTaHTK C popmaTta Ha AaHHM 3a AOCTbMN
CTecHeTe npaBuiaTa 3a 3anasBaHe npu obgyckaumsTa 1 npoepeTe 0THOBO F-09 MobunHu / bung,
NMOKPUTMETO BbPXY KOAQ, CBbP3aH CbC CUIyPHOCTTA
MpoBepsaBanTe 0TOpU3aLMsATa OTHOBO OT CTPaHa Ha CbpBbpa 3a AENCTBUS, KOUTO F-07 Mnatcgopma / API
KMEHTBT MOXe Aa UHULMKMPA, BMECTO Aa Ce JoBepsBaTe Ha YA0CTOBEPEH KITMEHT
HamaneTe kakBo ce Kewmpa ohiaiH 1 ro npaBeTe HeBa/IMAHO NO-pPaHo F-02 MponykT /

Mobunxu

no-mMaJiko.
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PA3OEN 8

HOBTOpeH TECT U NPUKJIKOYBaHe

KakBo ce cniyyBa cnep nonpaBknTe U KakBO NMMCMOTO 3a NPUKJIlo4YBaHeE Ka3Ba U HE

Ka3Ba.

KakBo NnokpuBa NoBTOPHUAT TecT

Bcaka KoHCTaTaums B TO3M OTYET Cce TeCTBa NOBTOPHO
cpely bung, KOMTO BUe NOCOYMTE, CbC ChLLMA MeTOf,
KOMTO 9 e oTKpuA. TaM, KbAeTo efHa nonpaska
NPOMeHS Noaxoaa — AaHHW 3a AOCTbM, MPEMECTEHN B
XPaHWMLLETO 3a KHOY0BE, He Ce NpoBepaBaT Taka,
KaKTO AaHHM 3a AOCTbMN B NakeT — NOBTOPHUAT TecT
M3Mon3Ba KakBOTO YCTAHOBABA, Ue rnonpasKarta

OEeNncTBUTENHO n3abpixa, a NTMCMOTO OTpa3dBa MeToda.

MOBTOPHMAT TECT € BK/HOUEH KATO CTaH4apTHA 4acT oT
ycnyraTa. Toii He e BTOPY aHraXXMMEHT U He
npeonpepens obxearta: 0TroBaps Ha eqUHCTBEHUS
BbMNPOC JasiM BCAKA KOHCTaTaLu s e 3aTBopeHa.

KakBo 3aaBsBa NMCMOTO 3a NPUKIOYBaHe

M1MCcMOTO Ha30BaBa BCAKa KOHCTaTaLmMs 1 8 oTpasasa
KaTo 3aTBOPEHA, YaCTUUYHO afipecupaHa Ui oTBOpeHa,
C e[HO M3peUeHne 3a TOBa KakBo e 610 NpoBepeHo.
To e HanucaHo, 3a fa 6b4e NoKasBaHO Ha KITMEHT UIu
oueHuTeN.

To He 3a9BBa, Ye MPUIIOKEHNETO € CUTYPHO, He ro
cepTudumumpa cnpsasMo KakBoTO M fia € CTaHgapa U He
n3passiBa MHEHWE 3a HULLO M3BbH n3bpoeHunTe
KOHCTaTauuu. Hne cme hmpma 3a TecTBaHe, He OgUTOP
nnn cepTudurLmMpaLl opraH, U NMCMOTO o Ka3Ba C Tesn
oymu.

KakBo 03HauyaBa 3aTBOpPeHa KOHCTaTaumMsg 3a BCsKa OT Te3un

KoHcTaTay, KakBo npoBepsiBame npu NOBTOPHUSA TeCT

na

F-01 ApTeaKTbT He HOCK JaHHM 3a AOCTbM; CTapaTa TaHa Beye He ce ya0CToBepsiBa.

F-02 KntoubT He Moxe fa 6bae Bb3nponsBeaeH N3BBH YCTPOMCTBOTO OT MaTepumal, YeTUM OT YCTPOMNCTBOTO.

F-03 Mpodun, KOMTO He 3aAaBa Kiltoua, Hanara obBbp3BaHe CbC cepTuduKart.

F-04 HWTO egHa KpanHa To4Ka Ha MOCTa He pa3KpuBa TOKeHa; BCUYKM FO M3UCKBAT.

F-05 HWTO eAHO eAMHCTBEHO OTMEHSAHE He M3KJ/THYBA 3alnTUTE HAaBEAHbXK.

F-06 Hsma maTepuan ¢ aHHW 32 4OCTbHN B XyPHaNUTE; pe3epBHOTO KOMME N3KI0YBA XYPHAIUTE U XpaHuamLaTa
3a JaHHM 3a JOCTbI.

F-07 BbHLWHOTO M3BMKBaHE Ha MPOMSHA B CbCTOSHUETO U3UCKBA MNOTBbPXKAEHME B MPUSIOXKEHNETO.

F-08 CbxpaHeHUTe OaHHM 32 LOCTbMN He MoraT Aa 6baat 3apefneHu 6e3 n3nbiHeHVe Ha NogKaHaTa.

F-09 MokpuTre BbpXy KracoBeTe, CBbP3aHM CbC CUTYPHOCTTA, OTYETEHO KaTo YnUCO.
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MPUJTOXXEHUE A

bunpose, akayHTU N UHCTPYMEHTHU

KakBo nonckaxme, npean TeCtBaHeETO Aa 3arfo4yHe, 1 3all0 BCAKa TOYKa nMalle

3Ha4vyeHune.

ApTedakTn oT
N3paHneTo

TecToBUM akayHTH

YnpasnsBaH npogun

CbpBbpHa cpepa

[MocoyeHo nuue 3a
KOHTaKT

MHCTPYMEHTU

MoonucaHu nagaTencky 6Gunoose 3a Bcaka nnatgopma B obxBaTa, CbOTBETCTBALLM Ha
I'IY6J'Il/IKyBaHOTO. bunpose 3a OTCTpaHABaHe Ha rpeLlKu buxa nponseenn KOHCTaTauun,
KOWUTO He onuncBaT TOBa, KOETO K/IIMEeHTUTe N3non3sear.

Mo pBa dKayHTa 3a BCAKa poJid, B U30J/IMPaH KIIMEeHTCKa OpraHmn3auma. EounH dKayHT 3a
BCAKa pond He MOXe fa OeMOHCTpupa npo6neM MeXay akayHTU; ABa Morart.

MpohnnbT 3a BHeApsBaHe, KOMTO ce flaBa Ha KnmeHTuTe. F-03 cbluecTByBa 3apaam
HacTpolika no nogpasbupaHe B Hero 1 He 6u buna oTkpuTa 6e3 Hero.

HenpoussoacTBeHa cpefa, CbOTBETCTBALLLA Ha NPOM3BOACTBEHaTa KOHUrypaums,
TaKa Ye NOBeLEHMEeTO OT CTpaHa Ha CbpBbpa Aa Moxe Aa bbae TecTBaHo, 6e3 na 6baat
AOOKOCBaHW KNIMEHTCKWU OAaHHU.

VH>eHep, KOWTO MoXelLle 4a OTroBOpM Ha BbNPOC 3a NpefHasHaveHneTo. HaKkonko
yaca 06paTHO UHXKEHEPCTBO PYTUHHO Ce CNecTaBaT OT eAnH OTroBOpP 3a KAKBO CIYXMK
OafeH KOMMOHEHT.

CTaHpapTHY Ny6AMUYHM MOBUIHN MHCTPYMEHTHM 3a pasnakeTupaHe, EKOMMNUIMpPaHe,
MHCTPYMEHTMpaHe No BpeMe Ha paboTa 1 npuxBallaHe Ha TpaduK, 3aeHO C pbyeH
aHanu3. HUTO eauH MHCTPYMEHT He e HA30BaH KaTo NpuHagiexall Ha KIUeHT 1
M3XOAbT HA TbPrOBCKM MHCTPYMEHT He € Bb3MNPOoM3BeeH B TO3M NPYMEPEH JOKYMEHT.
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MPUJTOXXEHUE b

N3BBHH 06XBaTa M KAKBO TO3M TECT HE e

3asaBeHo N3PNYHO, 3aLlL0TO CTOMHOCTTA Ha eAunH OTYeT 3aBMCK OT TOBa Ja Ce 3Hae
KaKBO TOM He NOoKpuBa.

U He e oant nnu ceptuduraums. PXLSecurity LTD. e pupma 3a ohaH3MBHO TeCTBAHE MO CUTYpHOCTTA. HuLLO TyK
He cepTuduumpa npunoxeHneto cnpamo MASVS, oueHka no MASA unu KakBaTo 1 fa e apyra cxema un oT To3u
LOKYMeHT He Moxe fa 6bae n3BefeHo TakoBa TBbpAeHMe.

U He e npernepn Ha nsxogHus kof. ApTeakTbT beLle TpeTupaH kakTo bu ro TpetTupan Hanagarten. MNpernenbT Ha
KO4a 3a CUI'YPHOCT € Pas/iMyeH aHraXXMMEHT U HaMupa pasnnyHu Hewa.

[0 He e TecT Ha onepaLyoHHUTE CUCTEMU. YA3BMMOCTUTE Ha NnaTdopmaTta, PbpMyepbT Ha YCTPOMCTBATa M cCaMuUTe
MarasuHu 3a npunoxeHus baxa n3BbH obxeara.

[ He e TecT Ha ynpaBneHMETO Ha yCTPoWCTBaTa Ha KNneHTa. /snonssaxme npodun 3a ynpasseHue, 3a aa
Bb3MNpoV3BENEM BHeapsaBaHe; He TecTBaxMe nnaTdopmaTa 3a ynpaseHue.

[ Bes oTkas Ha ycnyra u 6e3 TeXHUKA, YUNATO PEIKMM Ha MPOBasl € CYYNEeHO YCTPOMCTBO UMM MOBPEAEHO
XpaHWUuLLE 3a JaHHW.

[ He e nbfieH TecT Ha cbpBbpHaTa yacT. API-To 6elle TeCTBaHO TaKa, KaKTO MPUIOXEHMETO ro goctura. MbaHuaT
TecT 3a NpoHMKBaHe B API nokprBa KpamHW TOUKNU 1 POSIN, KOUTO MOBUITHUAT KIIMEHT HMKOra He [LOKOCBaA.

[l He e oL,eHKa Ha NOBEPUTENHOCTTA MK 3allMTaTa Ha gaHHuTe. F-06 0OoKOCBa TOBa, KOETO Hamnycka
YCTPOWCTBOTO, HO oLeHKa no GDPR mnu Ha noTounTe oT AaHHM e oTaenHa paboTa ¢ pasnuyeH meToq,.
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MPUJTOXXEHUE B

I'IpenpaTKM N KaKBO MNpeactaBadBart

OnuncaHo To4Ho. [No3oBaBaHETO Ha CTaHOapO He € CbOTBETCTBME C HETO.

OWASP MASVS Mobile Application Security Verification Standard: ny6nnyeH cnucbk oT M3WCKBaHUS 3a
CUTYPHOCT Ha MOBUTHW NPUOXKEHNS, OPraHU3MpaH B rpynu KOHTponu. CTpyKTypupame
TECTBAHETO M OTYMTAHETO OKOJI0 Hero. To e CTaHOaPA, CNPSIMO KOMTO ce TecTsa, He
cepTUdmnKaLms, KoSTo NpuTeXaBamMe Un gaBame.

OWASP MASTG Mobile Application Security Testing Guide: CbnbTCTBaLLOTO PbKOBOACTBO, ONMCBALLO
Kak ce TeCcTBa BCSKO M3UCKBaHe. To onpenens MeToaa, He KpUTUYHOCTTA.

OWASP Mobile Top 10 LOKYMEHT 3a 0CBEJ,OMEHOCT, N3bposBall, Hall-uecTuTe KaTeropnmn MobuneH puck.
MNoneseH 3a NpepaBaHe Ha hopmaTa Ha egHa KOHCTaTauMs Ha HeCneLmMannucT; He e MiaH
3a TecTBaHe.

OWASP API Security Top M3non3Ba ce 3a CbpBbpHaTa CTPaHa Ha aHraXXumeHTa, kbaeto API-To Ha
10 npuIoXeHneTo e B obxeara.

CWE 06w, pevHunk 3a BugoseTe cnaboctu, n3nonseaH B peaa ,Knac* Ha Bcaka KoHcTaTaums,
3a [a MoraTt KoHcTaTauuuTe ga 6baat rpynupaHm u npocnensBaHu.

CVSSv3.1 CucTeMa 3a oueHABaHe Ha XapaKTepUCTUKNUTE Ha ya3BMMocTuTe. [JaBa ce 3a BCcsKa

oLleHeHa KOHCTaTaLmWs KaTto BXOAHW OaHHK 3a npuopuTnsnpaHeTo. Pasgen 4 obacHasa
3all0 TA He onpenens Hallara oLeHKa.
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MPUJTOXKEHUE T

Kak nauJerteTe TO3U OTYET

Kol kKakBoO ga npoyeTe N KakBo Aa HamnpaBwu C HEro.

AKoO cTe... MpoueTteTe M HanpaBeTe

PbkoBoauTEN AW YneH Pasgenl OcurypeTe cpefcTBa 3a BbiHa 1 AHec. ToBa ca Tpy AeACTBUS U HUTO
Ha 6oppa €[HO OT TSIX He e NPOMSHa B KoAa.

MpoayKToB OTrOBOPHUK Paspenn1,5un7 PelweTe Kak ce 0bcnyxBaT KIMEHTUTE CbC CTapu bungose, Wom

OaHHUTE 3a A0CTbN 6'b,El,aT nooMeHeHN.

MobuneH nHxxeHep Paspenndwn 6 PaboTeTe no cnncbka ¢ npenopbku; F-02 n F-08 ca egHa npomsiHa.

NHxxeHep no F-01, F-04 v F-07 [TpoBepeTe OTHOBO KaKBO CbPBbPBLT CE AOBEPABA, Ye KIINEHTHT €

nnatcopmata nnm API pewwn.

OTroBOpHMK NO Paspenn 2,3 n8 MpoBepeTe panu fonyckaHuaTa 3a obxsarta BCe oOlle ca B cuna, nocne

cUrypHocTtTa 3anaseTte NOBTOPHUSA TecT.

OguTop unu oueHnTen Paspenn 2,4 n OTbenexeTe KaKBO € U KaKBO He € TO3U [OKYMEHT; To e
MpunoxeHne b [,0Ka3aTencTBo 3a TecTBaHe, He cepTudmkaums.

MobunHoTO npunnoxexHune e eguHCTBEeHaTa 4acTt OT BallaTa CUCTEMa, KOATO
nogaBaTe Ha HanagaTtens. BcnMyko B TO3M OTYET cnegBa OT ToBa.

3a 7031 fOKYMEHT. CbCTaBeH NpUMEPEH LOKYMEHT, CUHTETUYHU OaHHU, 6e3 OeliCTBUTENEH KITUEHT.
PXLSecurity LTD., Cocus, bBbnrapusa - VAT BG203239331 - hello@pxlsec.com - pxlsec.com. Ckanara Hu 3a
KPUTUYHOCT, MPaBuiaTa Ha aHraXXMMEHTA U NOIUTMKATA 32 KOOPAMHMPAHO pasKpuBaHe ca nybnmkyBaHu Ha
pxlsec.com, a ycryraTa 3a CUrypHOCT Ha MOBMAHM MPUOXKEHUS, KOSITO TO3M OTUYET UIOCTPUPA, € Ha
pxlsec.com/bg/services/mobile-application-security.
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