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HAYATHW CTPAHULIN

KOHTpON Ha AOKYMEeHTa

Tasu cTpaHuLa oTpassaBa KakBO NpeAcTaBnsaBa JOKYMEHTbT, KOV ro OAbPXKU 1 KakK ce e
NpoMeHsan. B To3u npuMepeH JOKYMEHT BCAKO Nose, UAeHTUMULMPALLO KITMEHTa, e
OCTaBEHO KaTo oYeBuOeH 3aMecTuTen.

3arnasue Ha
[OKYyMeHTa

Homep Ha oT4yeTa
KnueHt

[aTn Ha aHraXKnMeHTa
ABTOp

OcurypsiBaHe Ha
KauyecTBOTO

Knacudukaums

CbCTaBeH NpMMepeH TecT 3a MPOHMKBaHe — OTYeT

PXL-2026-0142 - Bepcua 1.0 (okoHYaTeNHa) - 3aMeHs 0.9 (npoekT)

[KnueHT]

[QoroBopeHu patu] - otyeT ¢ gata [[JaTh Ha aHraXKMMeHTa]

CTapwu KOHCYNTaHT Mo curypHocTTa, PXLSecurity LTD.

BTopun cTapwm KOHCYNTAHT — TEXHUYECKM Mpernes n He3aBMCUMO Bb3MNponsBexgaHe Ha
BCAKa KOHCTaTauua npean nsgaBaHeTo

KoHdmaeHumanHo. To3n NpuMepeH AOKYMEHT He CbAbpKa KNMEHTCKM AaHHMU.

MicTopus Ha pegakuunTe

Bepcusa Lata ABTOp MpomsHa

0.1 [doroBopeHu Bogeuw, KoHCcynTaHT MbpBOHaYaneH NPoeKT, N3La4eH B Kpas Ha aKTUBHOTO
paTu] TecTBaHe

0.9 [doroBopeHu MpoBepsiBaLy, TexHu4ecku nperneq,; BCsika KOHCTaTauusa Bb3npomnsBeneHa
natu] Ka4yecTBOTO He3aBMCUMMO

1.0 [OaTtn Ha Bopel, KOHCynTaHT OKOHuYaTenHo n3gaHne 4o CNMcbKa 3a pasnpocTpaHeHue
aHraXXnmeHTal no-gony

PasnpocTpaHeHue

Nme Ponsa OpraHusaums Konne

[Jlnue 3a KOHTaKT Ha MopbunTten Ha [KnneHT] [MbneH oTueT

KNneHTal aHraXXMMeHTa

[Jlnue 3a KOHTaKT Ha PbkoBoauTen Ha [KnneHT] [MbneH oTueT

KnneHTa)
BopeL, KOHCyNTaHT

[OauTop]

paspaboTkaTta
ABTOp

BbHLweH ogutop
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[OpuTopcka thmpmal

- KoHuaeHumanHo

[TbneH otueT

Camo no ykasaHue Ha
KNneHTa
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KoHdmaeHumnanHocT. eicTBUTENIeH OTYEeT OT TO3M BMA, ONUCBA, C NOAPOBHOCT, KOSTO NO3BONSABA
Bb3MNpou3BexaaHe, Kak fa 6bae KoMnpomMeTupaHa npoayKumoHHa cpena. C Hero Tpabsa ga ce paboTu KaTo ¢

e[VH OT Hai-4yBCTBUTENTHUTE OOKYMEHTU, KOMTO OpraHmnsaumusTa npuTexana: WKdpoBaH Npu CbXpaHeHue 1 npu
MPeHoC, CMoAEeNsH CaMo C MOCOYEHMs CMUCHK 3a Pa3npoCcTpaHeHne 1 HUKora nybMKyBaH B CUCTEMA 3a 334,a4K C
0610 NpefHasHauYeHe uu B cnogeneHo annoBo xpaHunuie. To3u KOHKPeTEH LOKYMEHT € NMPUMEpPEH U He
CbAbpKa KJIMEHTCKMU OAHHK, TaKa Ye HULLLO OT TOBA He Ce OTHACSs 3a Hero — Tow e Ny6nKyBaH YMULLIIEHO.

HAYAJTHW CTPAHNLA

CbObpiKaHue

CTpyKTypaTa no-go0sy e CTPyKTypaTa Ha BCEKM OTUET OT TECT 3a NPOHMKBaHE Ha
PXLSec. PbkoBOOCTBOTO MOXe Aa npoyeTe pasgenn 1 oo 4 v na oencrea;
NHXXeHepuTe Morat aa paboTart oT pa3gen 5 HaTaTbk, 6e3 ga yeTaT HUMLWO Opyro.

PA3LEN CTP.

1 Pestome 3a ppKOBOACTBOTO 4

KakBo belle TeCTBaHO, OCHOBHATa KapTMHa Ha pUCKa 1 TPUTE Hellla, KOMTO Ja nonpaBuTe NbpBo —
HanmMcaHo 3a HETEXHUYECKW umnTaTern.

2 ObxBat Ha aHraKuMeHTa 6

Llenwu, Bng Ha oLleHKaTa, nepuop Ha TeCtBaHe, CTaHOAPTU, UBKNKYEHNA N O0NYCKAHNATA, OT KOUTO
3aBUCU PEe3yNnTaTbT.

3 MeTopgonorusa 8

MeTTe eTana, KAKBO NPOMU3BEX A BCEKM OT THAX, KaK Ce M3MOoN3BaT MHCTPYMEHTUTE 1 NpaBuiaTta 3a
6e30MacHoCT, Npu KOUTO TecTBame.

4 OUuUEeHKM Ha KpUTUYHOCTTA 10
Ckanara, KakBO 0O3Ha4YaBa BCSKO HMBO Ha NpakTuka u kak CVSS nHgopmmnpa oueHkata, 6e3 ga s
3amecTBa.

5 0O606LleHne Ha KOHCTaTauunTe 11

Bcaka KOHCTaTauuna c HenHna I/Iﬂ,eHTl/IqJI/IKaTOp, KPUTUYHOCT U TEKYL, CTaTyC, B peaa Ha OTCTpaHABaHe.
6 MoapobHu KoHCcTaTauMm 12
Mo eAVH pa3gen 3a BCAKa KOHCTaTauua: onncaHne, oKasaTesiCTBo, Bb3nponssexgaHe, B'b3,£|,eVICTBI/Ie n

KOHKpEeTHa npenopbKa.

7 [ToBTOpEH TECT 1 NpuKItoYBaHe 24
KakBo NOKpKMBa BKJTOYEHUAT MOBTOPEH TECT N KaKBO 3aABABa MMCMOTO 3a NPUKIKYBaHe.

A MpunoxeHne A — M3non3saHn MUHCTPYMEHTH 25
VlHCprMeHTI/ITe B aHraXXmMMeHTa U pas3geneHneTo Ha Tpyaa MexXxay aBToMmatusaumaTa h pbyHaTa pa60'ra.

B MpunoxeHne b — N3BbH 0bxBaTa 26
KakBo belue N3PNYHO N3K/TIOYEHO U KaKBO O3Ha4YaBa TOBa 3a YBEPEHOCTTa, KOATO TO3M OTHET OaBa.
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C MpunoxeHne B — Kak ga yeTteTe TO3M OTYET 27
Kol komn pasgen ga npoyeTte U Kak aa ro npeBbpHe B MNMJ1aH 3a OTCTPaHABaHe.

A note on what this sample is. Findings F-01 to F-07 are drawn from several different anonymised
engagements and are presented here as if they came from one. No real assessment of a single application
would normally surface a mobile bundle, a database cluster, an Active Directory service account and an
internet-facing gateway in the same scope. They are collected in one document so that a prospective client
can see the full range of work in a single read. Every transcript, hostname, address, account and score is
synthetic and illustrative.

PA3OEN 1

Pe3toMe 3a pbKOBOACTBOTO

PXLSecurity LTD. 6elue HaeT oT [KnueHT] aa M3BbpLIN pbUEH TECT 3a NPOHUKBAHE,
BOAEH OT Lenun. To3n pasgen e HanucaH 3a HeTEXHUYECKN ymTaTen. Ton Ka3Ba KakBo
belue TeCTBaHO, KOJIKO CEPMO3€EH € Pe3ynTaTbT M KakBO Ja Ce Hanpasu Nbpeo. HMwo B
Hero He M3McKBa NO3HaHUSA MO CUIYPHOCT, 3a [a Ce AeNCcTBa No Hero.

KakBo 6elle TeCcTBaHO

CTapLlum MHXeHepu TecTBaxa cucteMumTe B ob6xBaTa Ha pbKa Npes AoroBopeHms nepmoq, paboTenku
KaKTo 61 paboTun MCTUHCKM HanagaTen: HaMepu NbT HABbTPE, BUXK OOKbAE CTUIa U MO AOKAXN.
CbcTaBHMAT 06XBaT 334 TO3M NPUMEPEH LOKYMEHT NOKpMBaLle 06bpHATO KbM KNMEHTU yeb npunoxeHve
n HeroBoTo REST API, nybankyBaHo MOBUNIHO NpunoxeHue, cnos ¢ basaTa gaHHU 3af NPUSIOXKEHNETO,
BbTpelLlHa Mpexa C HenHua gomenH B Active Directory n BbHLHWA nepumeTbp. TecTBaHeTo belle ¢
yO0CTOBepsiBaHE TaM, KbAETO NPUSIOKEHMETO Npegnaralle akayHTuY, Taka vye pesynTaTbT oTpassiBa
KakBo 61 MOrbn fa 4OCTUTHE BAA3BI KITMEHT UM KOMNPOMETUPAH CRYXKUTEN, a He CaMO KakBO BUXOa
aHOHWMEH noceTuTen.

3arnasuneTo
OueHkaTa ycTaHoBM cefieM KoHcTaTauuu: ase Critical, Tpu High n nee Medium. O6uwaTa oLeHKa Ha pucka
3a aHraxkmmeHTa e High.

7 2 3 2 High

KOHCTaTauum Critical High Medium obula oleHKa Ha
pucka

KoHcTaTtauum no KPUTUYHOCT

29% 43% 28%

M Critical 2 B High 3 B Medium 2
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Critical 2

High 3

Medium 2

Low 0
Informational 0

YucnaTa ca 3a KOHCTaTauumTe, NOBAUIHATY B TO31 0606LL,EeH NpUMepeH AOKYMEHT. [eNCTBUTENEH aHTQXXMMEHT CbC CXOLEH
pasmep 06VKHOBEHO 61 HOCUI 1 onallKa OT XMrneHHn Habntogerus Low n Informational; Tyk Te ca nponycHaTtu, 3a fia octaHe
npUMepbT YeTUM. KpUTUUYHOCTTa e oLeHKa no BusHec puck, obsicHeHa B pasgen 4.

PE3IOME 3A PbKOBOLCTBOTO - MPOABJIXXEHWE

KakBo 03HauyaBa 1 KakBO [a HanpaBuUTe MbpPBO

Cepuro3HNTE KOHCTaTauumn nmat efHa obua Tema: JaHHMTe 3a AOCTbM M NpaBaTa He ce AbpKaT TaM,
KbOETO UM e MsAcToTO. MNapona 6elle pasnpocTpaHeHa BbTpe B Ny6ANYHO MOBUHO NPUMOXEHME.
AKayHTBbT Ha NPUNOXEHNETO KbM basaTta AaHHM MMa NbJieH KOHTPO Haf CbpBbpa Ha 6asaTa AaHHu.
KntoubT, KOMTO AOKa3Ba KOM e BNe3nuaT noTpebuten, Moxe aa 6bae npoyeTeH OT BCUUKO, KOETO paboTu
Ha XOCTa Ha NPUIoXeHMeTo. AKayHT C aAMUHUCTPATMBHO HMBO BbB BbTpeLlHaTa ANPEKTOPUS MMa
napona, KosTo He € CMeHsiHa OT FOAMHN 1 MoXKe Aa bbae noMckaHa OT BCEKM CYXUTEN.

HWTo egHa OT TAX He M3MCKBalle HOBATOPCKa aTaka, cneunanmsnpaHo obopyaBaHe UM HeonoBecTeHa
ysSI3BMMOCT. Bcsika e pe3ynTaT OT pelleHmne 3a KOHUrypaumus unv npoekTnpaHe, Koeto e 61no pasymHo
Mo oHOBa BpeMe 1 H1Kora He e 6uno npepasrnefaHo. ToBa e fobpata HOBMHA: CbLLMTE KauyecTBa, KOUTO
TV NPaBST IECHM 32 M3MON3BaHe, MM NPaBAT U NPOCTU 3a NOMpaBsHe, a No-rofigMaTa YacT oT paboTaTta e
KOHUrypauums, a He paspaboTka.

PUCKBT OCBEH TOBa € HaTpynBall, ce, a He NPoCTo cyMapeH. Cepro3HnUTe KoHCTaTauumn ce HaBbp3BaT:
JaHHWUTE 3a AOCTbN OT MOBUNHUA naxkeT pgocturaTt API-To; akayHTbT KbM H6a3aTa JaHHU NPeBpbLLA BCAKA
OMopHa ToYKa B C/I0S Ha MPUITOXEHNETO B KOHTPOJ Haf, AaHHUTE Ha BCAKA KIIMEHTCKa OpraHnsaLuus;
K/TIOUBT 3a NOANMCBaHe NpeBpblla AOCTbMa A0 XOCTa BbB Bb3MOXHOCT [Aa Ce NpeAcTaBumul 3a
agMUHUCTpaTop. MMeHHo 3aToBa obliiaTa oLeHKa e High, Bbnpeku Ye HUTO efHa OTAe/IHA KOHCTaTaumsa
He e NbJIHO MPOHMKBaHe cama no cebe cu.

TpuTe Hela, KOUTO Aa NoMpaBuUTe NbPBO

1 MNooMeHeTe BCUUKM PA3KPUTU AaHHM 3a AOCTbM, AHeC. CnyXebHnsaT akayHT n API KNoYbT, OTKPUTKN B
MOBMTHOTO NPUIOXKEHME, KNOYBT 3a MOANMCBAHE HA CECMM Ha XOCTa Ha NPUIOXKEHWETO M NaposaTta Ha
NPUBUNENMPOBAHNS aKayHT B AupeKTopmaTa TpsabBa fa ce TpeTmMpaT KaTo Beve M3BECTHMU Ha Hanagaren.
MNooMsaHaTa He M3UCKBa NPOMSHA B KO4a U U34aHue, a 3aTBaps Npo3opeL,a, 4OKaTo NO-AbArnTe NnonpasKu
ce nnaHupar. (F-01, F-03, F-04)
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2 Csanete aKayHTa Ha NPUNOXEHNETO KbM basaTa AaHHW 0O MUHUMATHO HeO6X0,EI,VIMl/ITe npaBa. B MomMeHTa

TOWM MMa MbJIeH KOHTPOJ Haf CbpBbpa Ha basaTa AaHHW, BKIOYMTENHO Bb3MOXHOCTTA Aa U3Mb/HABA
KOMaHAM Ha onepaumoHHaTa cuctema. HyxKHM My ca npaBa fa yYeTe v 3annucea Co6CTBEHUTE CU AaHHU 1
HULWO APYro — efHa NPoMsiHa B KOHUIypaumusTa, KoaTo MpeMaxsa Hali-roneMust ycuneaten B cpefaTta.
(F-02)

3 [pexsbpneTe 06bpHATUS KbM MHTEPHET W03 Ha NoaabpxaHa nnatdopma. Toii Bevye He Nonyyasa
06HOBNEHMS 3a CUIYPHOCT, Taka Ye crefBallaTa ya3BMMOCT B HEro HAMa [a MMa HalvyHa nonpaska. Tbit
KaTo MMEHHO TOoBa YCTPOMCTBO NpoBepsaBa AaHHUTE 3a AOCTbI Ha CNYXUTENNTE, MPOHUKBaHe TaM e
He3abaBeH BbTpelleH npobnem. Onpegenete gaTa v 0TroBopHuK. (F-05)

KakBo cnepgpa. BawnTe nHxeHepn paboTaT oT pasaen 6, KOMTO faBa Ha BCAKa KOHCTaTauus NbT 3a
Bb3Mpoun3BexnaHe, 40Ka3aTeNCTBOTO 33 HES M KOHKPEeTHa nonpaska. lNpemMmmnHaBaMe npes oTveTa C Bawus
€KUM B cpella 3a npencraBsHe Ha pesyntatute. KoraTo cTe rotoBu, BKIKOUYEHUAT NOBTOPEH TECT NpoBepsBa
BCSIKa NornpasBKa v npensgaBame oTyeTa c 06HOBEHM CTATYCU M MMCMO 3a NPUKIIIOYBAHE, KOETO MOXKeTe Aa
cnogenuTte C KIIMEHTU N 0gUTOpPN.

HuwWo TyK He 3NCKBalle nsobpeTtaTenHa ataka. BcMuko Tyk nsuckealle
pelleHune, KOeTo HMKora He e buno npepasrnegaHo — 3aToBa no-roasaMaTa vyacT
OT CNUCbKa C NonpaBKu € KoHurypaums, He paspaboTka.

PE3IOME 3A PbKOBOACTBOTO - HAKPATKO
PA3LEN 2

ObxBaT Ha aHra)XXMMeHTa

KoHcTaTauma Moxe fa CblileCTBYyBa caMo 3a Hello, KoeTo e buno B 06xBaTa,
OOCTUXMMO N TECTBAHO. BCUYKO N3BBH TE3U FPaHNLM € HETECTBAHO, @ HEe CUTYPHO.

KnuenTt [KnueHT]

Llenun CbcTaBeH 06xBaT 3a TO3U NPUMEPEH AOKYMEHT: 06bpHATO KbM KIIMEHTN yYeb NpunoXeHne 1
HeroBoTo REST API; nybnnKkyBaHMAT nakeT Ha MOBMHOTO NPUIOXKEHME; CIOAT MeXay
npunoxeHneTo 1 6a3aTa AaHHW; CErMEHT OT BbTPELIHaTa Mpexa C HeroBus OMelH B
Active Directory; n BbHWHWAT NnepuMeTbp. B AeCTBMTENIEH aHIFaXKMMEHT BCSIKA Len e
n3bpoeHa NnoegMHMYHO Mo nMe Ha xocT, URL, ngeHtTudurkaTop Ha nakeT uim gmManasoH ot
agpecwu.

Bupa Ha oueHkarta Grey box, ¢ yoocToBepsBaHe. TeCTOBM akayHTU C HAKOMIKO HMBa Ha npasa no3sosmxa ga
6baat 3agencTeaHmu FPAHNLNTE Ha OTOPU3aLMNATa MeXay ponnTte, Hapem C TeCTBaHe 6e3
yAaocTtoBepsaBaHe Ha BCUYKO OOCTUXNMMO 6es aAKayHT.

Cpegpa MpON3BOACTBEHA M TECTOBA CPeaa, KaKTo e LOroBOPeHo NMCMeHO. BCUuko, Hocelwo puck oT
npekbcBaHe, 6ele U3NbHEHO NbPBO CPELLY TECTOBATa Cpeda 1 cpelly NpoM3BoacTBeHaTa

€aMo C U3pMYHO of06peHue.

[lepunop Ha TecTBaHe [,D,OFOBOpeHI/I gatu] - paGOTHO BpeMe, C inmua 3a BPb3Ka Npu CNEeWHOCT Ha pa3nosioxXeHne
OT ABeTe CTpaHW npes uenna nepunoa.
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CtaHpapTu OWASP Web Security Testing Guide, OWASP API Security Top 10, OWASP MASVS 3a
MobunHust KomnoHeHT, PTES 3a paboTaTta no mpeskaTa u Active Directory, n CVSS v3.1 3a
OLeHsIBAHeTO.

N3kntoueHus OTKas Ha ycnyra 1 TecTBaHe Nof HaTUCK; (hN3NYEeCKO MPOHMKBAHE; COLMANHO MHXEHEPCTBO
CpeLLy CNY>XUTeNN Ha KIIMEHTA; 1 BCAKa CUCTEMA, KOSTO HE € Ha3oBaHa B NoAnncaHums
obxBart. BuxkTe MpunoxeHue b.

Exkun [lBama CTapLUn KOHCYNTaHTH, C TPETH, KONTO M3BbpLIBa HE3ABNCMMO OCUTYypPABaHE Ha
Ka4yeCTBOTO M Bb3MNpon3Bexaa BCAKa KOHCTaTalund npean n3gaBaHeTo.

[onycKaHMs 1 orpaHnyeHus

Bceku TecT 3a NpoHMKBaHE € MOMEHTHA CHMMKA, HarnpaBeHa Npu orpaHnYyeHmns, a Tesun orpaHnydeHmus
onpenenaT KaKBo MOXe [a NoaKpenu pesynTtatbT. Te ca 3ag9BeHM 9CHO, 3a Ja He MPoYeTe HUKOW B TO3U
ILOKYMEHT MnoBeve YBepPeHOCT, OTKONIKOTO TOM HOCH.

1 Pe3ynTaTbT e orpaHuyeH BbB BpeMeTo. Tol 0TpasaBa CUCTEMUTE TakMBa, KakBK BAxa npes nepuoaa Ha
TeCTBaHe. BHe,EI,pFlBaHe, NnpoMAHa B KOHCbI/IpraLI,I/IFITa MM HOBOOMNOBECTEHA YA3BMUMOCT Cnep To3n nepmnopn ca
M3BbH TOBa, KOETOo belle TecTBaHo.

2 Ob6xBaTbT € rpaHnua, He 3aKJilo4eHune. CVICTeMVITe, N3KNTK4YEeHN OT 06XBaTa, He 69xa TecTBaHU 1 HULO TYK HE
61Ba [1a Ce UeTe KaTo yBEPEHOCT OTHOCHO TSX.

3 JluncaTta Ha KOHCTaTauma He e oKasaTencTBo 3a inMnca. HMKos oleHka ¢ orpaHun4veHa Nnpoab/IXNTETHOCT He
MOXXe Oa JOoKaXe, Ye He e OCTaHaJla yA3BMUMOCT.

4 MNpepocTaBeHaTa MHopMauus belle npreTa KakTo e gageHa. [JJokyMeHTaumsaTa U JaHHUTe 3a OoCTb,
npegoctaseHu oT [KnneHT], 6axa n3nonssaHu KakTo ca npefaneHu, 6e3 He3aBUCUM OauUT.

5 HannuHocTTa belle 3alwmTeHa. TecToBe, HOCELLM PUCK OT NpeKbCcBaHe, 6sxa NPonycHATU UM U3MbJIHEHU
cpelly TeCToBa Cpefa, Taka Ye HAKOM MbTULLA Ha aTaka 6axa NoTBbpAeHM Ype3 HabnogeHre, a He upes
n3nbraHeHve. TaM, KbOETO TOBa Ce 0THACH, KOHCTaTaumuaTa ro nocoysa.
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PA3OEN 3

MeToposniormnd

TecTBaHeTO CreaBalle CTaHOapPTHMA HX Noaxon OT NeT eTarla. Bcekun etan
nponseexnaa onpeneneH pe3yntat h aHraxXnMMeHTbT HE NPpOoAb/1KaBa Hanpen, 0oKaTo
TO3W pe3yNiTaT HeE CblLEeCTBYBa U HE € 6un CbrnacyBaH.

06xBaT 1 MoAen Ha 3annakaggsHaBaHe U KapTorpadd@es3non3saHe Ha ya3B1MOCTH OTumnTaHe MoBTOpeH TecT

1 - O6xBaT 1 MoOen Ha 3annaxuTe

Mpeon na 6bae nsnpaTeH KakBoTo U fa e Tpaduk, yropapsme NMCMeHOo KakBo e B 06xBaTa, KaKBO € U3PUYHO
N3KJ/HOUYEHO, KOra Ce NpoBexa TeCTBAHETO M Ha KOro Aa ce obaguMm, ako Hew,o ce cuynu. Cnep ToBa nsrpaxmgame
MO[LeN Ha 3ansaxmTe: KO peanmcTnyHo 61 aTakyBan Ta3m CMCTeMa, KakBo 61 MCKas 1 No Kou NbTuwa 6um
CTUrHan go Hero. To3m Mofen onpenens Kkbae oTmeaTt YacoseTe. be3 Hero TeCTbT Ce NpeBpbLLA B KOHTPOSIEH
CMUCBK, @ KOHTPOJIHUAT CMUCHK HaMUpa AedeKTUTe OT KOHTPOSTHUSA CMUCHK.

[MpounsBexkga: noanMcaH LOKYMeHT 3a obxBaTa u npaeBuiaTta Ha aHraXXnMMeHTa, NoOCoO4YeHO NnLUe 3a KOHTAKT OT ABeTe
CTPaHU N NPUOPUTU3NPAH CMUCHK CbC CLUEeHapun 3a aTaka.

2 - Pasy3sHaBaHe u kapTorpadgupaHe

N3bposiBaMe felcTBUTENIHATA MOBBPXHOCT 3a aTaka, a He JIOKyMeHTMpaHaTa: XoCToBe, YCyru, MapLipyTH,
napameTpu, ponu, NpoLecH Ha yA0CTOBEPSiBaHE, NaKeTW OT CTPaHa Ha KNWeHTa, 3aBUCUMOCTM OT TPETU CTPaHu U
BCMUKO, KOETO opraHmsaumaTa e nybnukysana, 6e3 ga ucka. ABToMaTU3MpaHUTe MHCTPYMEHTH Ce U3MNOoN3BaT TyK
3a nokpuTune 1 6bP3MHA, 3aLLOTO LWMPOYMHATA € 3afa4a 3a MallrHa.

I'Ipomssem,u,a: Nb/IHAa KapTa Ha TeCTBaHaTa NOBbPXHOCT, BKJTOYNUTENTHO BCUYKO B 06xBaTa, 3a KOETO KJIMEHTBLT HE € 3Haern,
ye e U3J10XKeHOo.

3 - PbYHO M3Mos3BaHe Ha ya3BMMOCTH

TYK aHraXKMMEHTBT ce nevenu unu rybu v ToBa e nsLano Yoseluka paboTa. Bcekn npobnem-kaHanoaT ce TecTsa
Ha pbKa, HaBbpP3Ba Ce C APYru, KbOEeTO HaBbP3BaHETO € Bb3MOXHO, U — KbeTo e 6e30MacHo — ce M3nonssa
JOCTaTbyHO Janey, 3a fa 6bae nokasaHo 4eNCTBUTENHO Bb3AENCTBMUE, a HEe TeopeTuUeH puck. MpaHuumTe Ha
oTopusaLMaTa ce 3aAeiCTBaT C MHOXECTBO aKayHTU. BusHec nornkara ce atakysa no cobcTBeHUTe 1 Npasuna.
HuLLo He gocTura oTyeTa Ha OCHOBaHWE Ha TBbPAEHMETO Ha €OUH MHCTPYMEHT.

I'Ipomsse»(,u,a: NpPoBEpPEHN KOHCTAaTaUMK C AOKA3aTENCTBO, NbT 3a Bb3MNPoM3BeXaaHe n 4eMOHCTPUPAHO Bb3LENCTBUE.

4 - OTynTaHe

BcsAka KoHcTaTaums ce onucBa ¢ 4oKasaTesICTBOTO CUM, CThINKMTE 3a Bb3MPOU3BEXAHETO M, KAKBO 03HaYaBa 3a
6usHeca 1 KOHKpeTHa NonpaBKa, KOATO NOAX0XAa Ha TEXHOMOrMaTa Npes Hac. BTopu cTaplin KOHCYNTaHT
npernexaa otTyeTa U He3aBUCMMO Bb3NPOM3BEX A BCAKA KOHCTaTauus, npeam Ton ga 6vae nsganeH. Cnen tosa
npemMmHaBaMe npes oTyeTa C eKkuna Ha KIMeHTa B CpeLla 3a NpeacTaBsHe Ha pesynraTuTe.

ﬂpOI/I3Be)K,D,aZ TO3UN OOKYMEHT, MalMHHO YEeTUM eKCNOPT Ha KOHCTaTaUuMnUTe 3a CUCTeMaTa 3a npocnensaBaHe Ha KNIiMeHTa n
cecus 3a pasroBop Mo pesynTature.
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5 - [loBTOpeH TecT

LLlom oTcTpaHABaHeTO e 3aBbpLIEHO, TeCTBaMe NOBTOPHO BCAKA KOHCTaTaLmMs, NOTBbpx4aBaMe KakBo
OeVCTBUTENHO e NOMNpPaBeHO 1 NpensgaBamMe otyeTa ¢ 0OHOBEHM CTaTyCu M NOAMUCAHO MUCMO 3a NPUKITOYBaHE.
ToBa e BKJIHOYEHO N0 CTaHAAPT, @ He Ce NpoAaBa OTAENHO, 3al0TO HEMPOBEPEHA NOMNpPaBKa e M/aH, a He
pesynTart.

ﬂpOVIBBE)K,D,aI 0BHOBEH OTYET CbC CTaTyC 3a BCAKa KOHCTaTauuna 1 nMCMO 3a NpuKrnYvBaHe, noaxogauo 3a KIIMeHTU n
ogonTopu.

METOLO0/10TNA - MPOOB/IKEHNE

NHCTPYMEHTH, NpoBepKa 1 6e3onacHocT

Kak ce 13non3BaTt UHCTPYMEHTUTE

/3nonssamMe aBTOMaTU3MPaHU UHCTPYMEHTU MHTEH3UBHO U UM Ce JoBepsABaMe 3a TOUHO eHO Helllo:
nokputne. CKkeHepbT Moxe fa n3bpou ronama cpega no-6bpP30 1 No-nocnenoBaTesHO OT YOBEK U HAMa
[la My CTaHe CKYUYHO Ha YeTUPUCTOTHMA XOCT. TOBa, KOETO He Moxe, e Aa pasbepe 3a KaKBO CIyXM
NpuIoXeHneTo. Tol He 3Hae Kou 3anucy eanH akayHT MMa NpaBo Oa BMXKAa, KOW CTbMKM OT paboTHMs
npouec MoraT Aa 6baaT NpecKoYeHu, UK Kol OT ABa OTroBopa C NpasBuieH BUA, NpeacTaBsnsasa
npeKoceHa rpaHuua.

3aToBa pa3genieHneTo Ha Tpyaa e AcHo. ABToMaTmh3aumusTa kapTorpadvpa noBbpxHOCTTa M NOBAMra
KaHauMpaTu. YoBek peluaBa Koe e feicTBUTeNHO. Beaka KoHcTaTaums B To3M oT4yeT belle npoBepeHa
pbUHO U, KbaeTo belle 6e3onacHo, U3MNoN3BaHa, 3a Aa Cce AeMOHCTPMpa AeUCTBUTENHO Bb3AeNCTBME.
HwLwo He ce oTuMTa Ha OCHOBaHMWe Ha BaHep C BepCust UM Ha OLLEHKa 3@ YBEPEHOCT OT MHCTPYMEHT, a
KaHAMOATH, KOUTO Ce OKaXKaT HeM3Moi3BaeMM B KOHTEKCTA, Ce OTXBbP/IST, BMECTO Aa 6baaT fobaseHu
3a 06eM B CMMCbKa C KOHCTaTaumm.

KakBo nobaBs aBToMaTM3aumnsTa KakBo nob6aBs caMo YOBEKbT

[0 OTKkpuBaHe Ha XOCTOBE, MOPTOBE U YCNYrU B Lienus [0 TecTBaHe Ha OTOpM3aLMATA MPE3 MHOXECTBO
obxBar. aKayHTU U ponu.

[ O6xoxpaHe n nsbpossaHe Ha napameTpu Mo [ 3noynotpeba c busHec nornkarta, KoaTo
NMOBbPXHOCTTA Ha MPUIOXKEHNETO. npou3BeXaa OTroBOp C BaJIMAEH BUL.

U PasnosHaBaHe Ha BEPCMM U KOHUIypaLmm B U HaBbp3BaHe Ha NPobeMn C HUCKA KPUTUYHOCT B
ronsam obem. CEepUO03eH U3XOL.

U KaHOonaaTv 3a U3BECTHM Y3BMMOCTU, 38 YOBELLKM U MpeLeHka Ha AeNCTBUTENHOTO Bb3AENCTBME B
TPUAX. Tasu cpepa, He abcTpakTHO.

0 NMokpuTKe 3a perpecumn Npv NOBTOPHUS TECT. [ PeweHune kakBo e 6e3onacHo fa 6bae 13nonssaHo

B Npon3BoACTBeHa CMCTEMa.

BesonacHOCT 1 NpaBuia Ha aHraXKMMeHTa

TecTBaHeTO Ha NPOM3BOACTBEHA CUCTEMA HOCU AENCTBUTENIEH PUCK, @ KOHTPONIUTE BBbPXY TO3M PUCK Ce
LOroBapsaT NMCMeHo, npeam ga bbae nsnparteHa nbpeaTta 3asBka. MpaBuiaTa no-gosy ce npuiaraxa
npes usnoTo Bpeme.

1 PaspelueHneTo e MbpBo. HMKAKBO TeCTBaHe He 3anouBsa, JOKaTo He e Ha/luLe NoANMCcaHo paspeLleHme,
Ha30BaBalllo CUCTEMUTE B 06XBATa, M EKUMbT ro HOCK NPes LAN0To BpeMe.
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HanuuHocTTa e 3awmTeHa. OTKasbT Ha ycryra U TeCTBAHETO MOA, HATUCK Ca U3KJIKYeHM Nno noapasbupate.
Bcuuko ¢ npaBaononobeH NbT Lo NpekbcBaHe Ce U3Nb/IHABA CPeLLly TeCTOBATa Cpefa Uimn cpeLly
NPOV3BOACTBEHATA CaMO C KOHKPETHO 0aobpeHne B MOMeHTa.

MUHMMaNHO HeobXxoAMMO AoKa3aTencTBo. M3non3BaHeTo Ha yA3BMMOCTTA CNpPa B MOMEHTA, B KOWTO
Bb3AENCTBMETO € AeMOHCTPUpaHO. He nsBnnMyamMe aHHM MacoBO, He YHULLLOXaBaMe U He MPoMeHaMe 3anncu un
He ce 3aAbp)KaMe B cpefarta noseye 0T HEOOXOAMMOTO 3a 10Ka3aTeNCTBOTO.

YKMB KOHTaKT npes usanoTo Bpeme. MocoyeHnTe nunLia 3a KOHTAKT OT [ABETEe CTPaHM ca JOCTbMHM Npes3 Lenums
nepvog. Mpegnonaraem OeNCTBUTENEH UHLMOEHT, BeUe CblUeCTBYBALLO MPOHMUKBAHE UK HEOUYaKBaHO
npeKkbCBaHe ce AoKaaBaT He3abaBHO, a He B Kpas.

KpUTUUYHUTE KOHCTaTaLMN Ce eCKanmpat Npu oTKpMBaHe — B CbLUMS OEH, B KOMTO 6bAaT NOTBBbPAEHMU, CbC CbBET
3a MeX[AMHHO OrpaHuYaBaHe, BMECTo fa 6baat 3afbpyKaHu 3a oT4eTa.

6 Yucto nanusaHe. TeCTOBUTE akayHTH, KaueHUTe hannoBe 1 BCeKM Apyr apTedaKT, Cb3aaneH no BpemMe Ha
TecTBaHeTo, Cce NpemMaxsart v n36bposBarT, 3a 4a MOXe K/IMEeHTbT Aa NPoBepw, Ye cpefata e KakTo e buna.

PA3LEN 4

OueHKN Ha KPUTUYHOCTTA

KoHcTaTauumTe ce oueHsBaT No bM3HeC pMCK — KakBO CTpyBa NpobnemMbT Ha Tasu
opraHusaums, ako bbvae nsnonssaH — kato CVSS v3.1 nHdopmmnpa oueHkKarta, HO He 9

OVKTYBa.
OueHka KakBo 03HavaBa OuvakBaH OTroBOp
CRITICAL He3abaBHO 1 TexKo BU3HeC Bb3AENCTBUE; NecHa MonpaBeTe BegHara. Eckanupante

HIGH

MEDIUM

LOW

INFORMATIONAL

ekcrnnoartaumsa. O6ukHoBeHo 6e3 ynocToBepsaBaHe v
HaOeX[OHO, BOJELO AMPEKTHO 40 3aryba Ha JaHHM,
thvHaHcoBa 3aryba unm KOHTPON Haf cpeaara.

3HauMTeNHO Bb3OeNCTBME M peanucTmyHa
Bb3MOXHOCT 3a eKCnioaTtauus, Makap 4a Moxe aa
M3WCKBA NO3ULMS, aKayHT UV NpeaBapuTesHO
ycrnosue. YecTo pellaBalloTo 3BeHO BbB BeEpura.

YMepeHo Bb3AeNCTBUE UM CEPUO3HO Bb3AeiCTBME,
KOETO 3aBMCU OT YCIOBUSA U3BbH MbJIHWUSA KOHTPOS Ha
Hanagarens.

OrpaHuueHo NpaKo Bb3AencTBme. YKpenBaHe Ha
3awmrara 1 3almTa B A4bn6oUnHa; nosfesHo sa
HanagaTesn rnaBHO B KOMOMHALMA C HeLwLO APYro.

HsiMa npsiko Bb3AENCTBME BbPXY CUTYPHOCTTA.

HabntopeHne nnun oTknoHeHne ot gobpara npakTuka.

Kak ce nanonsea CVSS — n kbae cnupa

CblMa OeH; npunoxxete MeXXagnHHoO
orpaHun4yaBaHe, ako NbJjiHaTa NonpaBKa
OTHeMa BpeMe.

MonpaBeTe B TeKyWwMsa LuKb. He
JonyckanTte ga Bnese B 06WMa CNMCcbK
CbC 334a4u.

MnaHWpaiTe OTCTpaHsaBaHe C LOrOBOPeH
CPOK B CefBalius UMKb UNv ABa.

MnaHupaiTe ro Hapep CbC CBbp3aHaTta
paboTa.

OTbenexeTe ro. [lencTeanTe no Bawa
npeueHkKa.

Bcaka KoHcTaTaums TyK Hocm 6asoBa oueHKa 1 BekTop no CVSS v3.1. CVSS e obuy, e3unk: Ton no3sonsisa

Ha O4UTOP, AOCTaBYUK N MHXKEHEP Aa CPaBHAT ABE KOHCTaTaUun, 6es3 na CnopAdT 3a npunaratenHu.
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ToBa, koeTo CVSS yMULWINEHO He 3Hae, e BaWuaT 6u3Hec. basoBaTta oueHKa onucea YA3BUMOCTTA

a6CTpaKTHOI T4 HAMa MHEeHWe Oann 3acerHatata CUMCTeMa CbAbpiKa peryimpadHn IMYHN gaHHU UK
TEeCTOBO Konne Ha MMHanoroguHmna Katasor, gaJin KoMneHCcupall KOHTPOJ1 NpaBu aTaKaTa
HenpakTnu4vHa, Unun gaan npeKbCBaHe TaM Cnpa TbpProBudaTa.

3aToBa n3nonspaMe basoBaTta oLEeHKA KaTo BXOAHW AaHHM U oueHsaBaMe no busHec puck. Tam, KbaeTo
[OBeTe ce pasMMHaBaT, KOHCTaTalmMaTa noco4sa oleHKaTa, pesynrtata u npmumnHara. Lnpoko nseectHa
YyS3BMMOCT, KOAITO HE € 13MoJ/i3BaemMa BbB Ballus KOHTEKCT, We 6bae oueHeHa Tyk KaTo Low; CKpoMeH Ha
BuA, Npobnem no NbTs KbM Han-4yBCTBUTENHUTE BU faHHM We 6bae oueHeH kaTo High.

OUEHKNTE B TO3M NPUMEPEH AOKYMEHT Ca UICTPATMBHU. TO3M LOKYMEHT € CbCTaBEH OT aHOHUMU3NPAHU
AHTaXXMMEHTU CbC CUHTETUYHM JAaHHM, TaKa Ye NnoKasaHuTe oLeHKW 1 BekTopu no CVSS ca npeactaBuUTenHm
npumepu, noabpaHM 4a CbOTBETCTBAT HA BCEKWN BUA, KOHCTaTauus. Te He ca OLEeHKM, MPUCBOEHM Ha
OEencTBuTENHa cucTeMa, 1 He buBa ga 6baaT ULMTUPAHK KaTo TakMBa.

CVSS BK KasBa KOJIKO flowa e YA3BMMOCTTA. CaMo BalINAT KOHTEKCT BM Ka3Ba
KOJIKO oW Le 6b,£l,e BTOPHUKDBT.

PA3LENT 4 - HAKPATKO
PA3OEN 5

Ob606LeHne Ha KoHcTaTaumumTe

BcuukuTe cegeM KoHcTaTauumn, B pefa Ha oTcTpaHsaBaHe. Pasgen 6 usnara
[l0Ka3aTesicCTBOTO, MbTH 3a Bb3MNpon3BeXdaHe, Bb3AeNCTBMETO M NpenopbKaTa 3a
BCSAKA OT TAX.

1D KoHcTaTauusa KomnoHeHT Kputnunoct  CVSS Cratyc

F-01 Hardcoded backend credentials in a shipped Mobile app bundle 9.1 OTBOpeHa
mobile app

F-02  Application database account is a cluster App-to-database 9.1 OTBOpeHa
superuser connection

F-03 Production session-signing key recoverable Web session / token 8.1 OTBOpeHa
from the app host signing

F-04  Kerberoastable Domain Admin service Active Directory 8.1 OTBOpeHa
account, password unchanged for years service account

F-05 Internet-facing remote-access gateway on an External 8.1 OTBOpeHa
end-of-life OS authentication

gateway

F-06  Long-lived API token leaked via URL fragment  SSO handoff / 6.4 OTBOpeHa
and JavaScript global single-page app

F-07  Stored spreadsheet formula injection in data Table / CSV export 6.4 OTBOpeHa
export
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CTtaTycbT e KbM faTaTa Ha To3u oT4veT. Cnep NOBTOPHUA TECT BCEKM Pef, ce Npen3aasa KaTo 3aTBOPEeH, YacTUUYHO OTCTPaHEH Man
oTBOpeEH, ¢ 6enexka, obscHsABalLa BCEKM CTATyC, pa3ninyeH oT 3aTBOpeH. basoBuTte oueHkn no CVSS v3.1 ca nnocTpaTMBHM B TO3U

NpUMepeH LOKYMEHT.

Kak ce ueTe TabnuuaTta

KoHcTaTauuuTe ca nogpeaeHu no KPUTUYHOCT, KOATO TYK € U peabT, B KOWTO BuxMe oTcTpaHsaBanu. Toea
He e BUHaru Taka: Tam, KbeTo koHcTaTaums Medium e npennocTtaska 3a Critical, unn kboeTo egHa
NpoMsiHa B KOH(MIrypaumsaTa 3aTBapst HAKOMKO pefa HaBeQHbX, Pa3roBopbT MO pe3ynTaTuTe e ro
nocouu.

1 MeT oT cegeM KOHCTaTauumM ca 3a AaHHW 3a 4ocTbn unu npaea. F-01 pno F-04 n F-06 ca, B ocHOBaTa Cu, TaiHa,
ObprKaHa Ha NorpeLwHo MSCTO, UM akayHT C noBeYe NpaBa, 0TKONIKOTO paboTaTa My n3McKBa — eguH
opraHun3aumnoHeH npobnem B NeT cucTemun, Han-gobpe TpeTUpaH KaTo efHa nporpama ot paboTa, a He KaTo neT
3agaun.

2 HWTO egHa KOHCTaTauUMa He U3MCKBallle HOBaTOPCKa aTaka. Hama zero-day, HAMa eK30TUUHa TexHuKa. Beaka
KOHCTaTaLLMg 3aBMCK OT pelleHne 3a KOH(UrypaLumus unm npoekTupaHe, Taka 4ye nonpaskuTe ca NnpeaumMHo
eKCMoaTaLMOHHN M MoraT Aa 3ano4yHat npeam CnefBawoTo nsgaHue.

3 [BeTe KoHcTaTaumm Medium He ca 3anbfBaHe. F-06 nponsBexaa fJaHHKU 3a AOCTbM C MHOroroguliHa
BaNIMOHOCT, KOUTO HAIXMBABAT M3X04a OT cucTeMata; F-07 nocTaBs U3Mb/IHUMO CbAobpXXaHWe Ha paboTHaTa
CTaHUMSA Ha BbTpeLleH npoBepsBaly,. M asete ca Medium, 3al0To BCSKa M3MCKBa NpeaBapuUTesiHO YCoBMe, a He
3alll0TO pe3ynTaTbT € MasTbK.

Mpepasa ce n. Hapep, ¢ To3u PDF nonyyaBaTte CbLMTE KOHCTATALMM KaTO MalMHHO YeTuM ekcnopT B CSV n JSON, Taka ve
noeHTUgUKaTopuTe, KPUTUYHOCTUTE M CTaTyCUTE Ce 3apexaaT AMPEKTHO BbB BallaTa CMCTEMA 3a NPOCcieAsaBaHe Ha 3agavn.

PA3LOEN 6

MogpobHM KoHCTaTaumm

Mo egnH pasgen 3a BCAKa KOHCTaTaUus: KpUTUUHOCT 1 untoctpatmeeH CVSS, 3acerHar
KOMIMOHEHT, KakBO belle OTKPUTO, 4,0KA3aTes/ICTBOTO, NbT 3a Bb3NPON3BEXAAHE,
Bb30ENCTBMETO M NOMNpaBKa.

3a fokasartencreaTa no-gony. B pencTBuTENEH OTUET BCEKM 3anuC e 3a/iMyeHa CHUMKaA Ha eKpaHa oT cobcTBeHaTa cecus Ha
MHXXeHepa, C Nb/IHNA TEKCT B NMPUSTOXKEHNETO. Bceku 3anuc TYK € CUHTEeTUYHA PEKOHCTPYKLUNA — KOMaHOUTe Ca
npencTtaBUTENTIHU,; XOCTOBETE, aKayHTUTe, K/1lo4oBeTe U N3XoObT Ca UBMUCTIEHN.

F-01 Hardcoded backend credentials in a shipped mobile app

KPUTUYHOCT CVSS v3.1 (MIFOCTPATUBHO) 3ACErTHAT KOMIMOHEHT CTATYC

Critical 9.1 AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N [lakeT Ha MO6GMNHOTO npusoKeHUe OTBOpeHa

Class: Use of hard-coded credentials (CWE-798) - Reference: OWASP MASVS-STORAGE-1 - OWASP API Top 10 API2:2023 -
Composite element: mobile application assessment

OnucaHwne

The published application bundle was downloaded from its distribution channel, unpacked and searched for
embedded secrets. A configuration asset inside it carried a service account name, its password and a long-lived
API key in plaintext.

PXL-2026-0142 - CbCcTaBeH NnpuMepeH TecT 3a NnpoHunkBaHe - v1.0 - KoHduaoeHunanHo Ctp. 12



The credentials were not inert. Replayed from a workstation with no connection to the mobile estate, they
returned an authenticated response from an internal customer-data API that is not otherwise reachable without a
valid session. The application was not holding a credential for its own limited use — it was publishing a working
service identity to everyone who installs it, in every build that carried the same asset.

[okasaTencTtso

SYNTHETIC EXAMPLE
Backend credentials hardcoded in the shipped mobile app

Anyone who installs the published bundle obtains a working service credential.
[ X N ]
analyst@wkstn:~/mobile$ unzip -0 —q app-release.apk -d app/ && ls app/res/raw
config.json seed.bin ca-bundle.pem

analyst@wkstn:~/mobile$ grep -nEi 'key|user|pass' app/res/raw/config.json
se'": "https://ap ample. test/v3"
g <truncated — fabricated va

analyst@wkstn:~/mobile$ curl -s -o /dev/null -w '%{http_code}\n' \
—u svc_web: '<example-password>" \
-H 'X-Api-Key: ak_live_7c41le@...<truncated>"' \
https://api.example.test/v3/internal/customers

200

| -+ The credential shipped in the public app returns an authenticated 200 from the internal API.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-01 — the bundle is unpacked, the embedded service credential and API key are read from a
configuration asset, and the pair returns an authenticated 200 from the internal API. Illustrative reconstruction;
synthetic data, not client evidence.

CTbnkK 3a Bb3nponseexnaHe

1 Obtain the published application bundle from its distribution channel and unpack it to a working directory.

2 Search the bundled resources for credential-shaped strings; in the sample transcript grep -nEi
'key |user|pass' against the configuration asset returns the API base URL, the API key and the service
account name and password.

3 Replay the recovered pair against the API base URL from an unrelated host, with no device, no app and no
interactive login.

4 Observe an authenticated 200 from the internal customer endpoint, confirming the credential is live rather than
a build-time placeholder.

Bb3pgencrteue

Anyone who installs the published application obtains a working service identity against an internal
customer-data API: unauthenticated access to regulated personal data at internet scale, with no account to
disable and nothing anomalous for a login-monitoring control to notice, because the requests are correctly
authenticated — just not by the intended party. The same key also widens the blast radius of any future
application-tier bug, since an attacker starts with a valid identity rather than having to earn one.

Mpenopbka

1 Treat the exposed service account and API key as compromised and rotate both immediately, before any code
change ships.
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2 Remove every embedded credential from the bundle and from version control history; a secret that was once
committed is not removed by deleting the line.

3 Broker authentication server-side: the application should obtain a short-lived, per-user token through SSO or an
OAuth authorization-code flow with PKCE, and should never hold a shared service identity.

4 Add secret scanning to the build pipeline and fail the build on a positive, so the next instance is caught before
release rather than at the next test.

F-02 Application database account is a cluster superuser

KPUTUYHOCT CVSS v3.1 (MIIHOCTPATUBHO) 3ACEFHAT KOMIMOHEHT CTATYC
Critical 9.1 AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H Bpb3ka npunoxeHue-6asza paHHU OTBOpEHa

Class: Execution with unnecessary privileges (CWE-250) - Reference: OWASP ASVS V1.4 - CIS Database Benchmark - Composite
element: web application and infrastructure assessment

OnucaHwne

The account the application uses to reach its database holds the cluster superuser attribute. Connecting with the
application's own credentials and querying the role catalogue confirmed it directly; listing databases showed the
same role owning every tenant schema on the instance, not only the one the application serves. Superuser is not
simply a wide grant — on this engine it also unlocks server-side command execution, so the database account is
an operating-system foothold wearing a SQL interface.

Nothing about this is exploitable on its own. It needs an application-tier flaw, a leaked connection string or
access to an application host first, and that is precisely why it matters: it is the amplifier that converts any one of
those ordinary events into a full-cluster and full-host compromise, and it was present on every path we
examined.

[lokasaTencteo

SYNTHETIC EXAMPLE

The application database account is a cluster superuser
One application-tier flaw becomes full control of every tenant database on the cluster.

analyst@wkstn:~$ psql "host=db-0@1.example.test user=app_rw dbname=appdb"

appdb=# SELECT current_user, usesuper FROM pg_user WHERE usename = current_user;

currentfuser I usesuper
app_rw | t

appdb=# \1 \ )
Name | Owner | Access privileges

appdb app_rw |
tenant_a app_rw |
tenant_b | app_rw |

appdb=# COPY (SELECT 1) TO PROGRAM 'id -un';
COPY 1 y: 0S comman 1S @
| > usesuper = t: the app role reads every tenant database and runs 0S5 commands on the host.

i lllustrative example — synthetic data, not client evidence.
Evidence for F-02 — the application role reports usesuper = t, every tenant database is visible to it, and a
superuser-only statement executes an operating-system command on the database host. Illustrative
reconstruction using synthetic data on reserved example.test names; not client evidence.
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CTbnkK 3a Bb3nponseexnaHe

1 Connect to the database using the application's own connection parameters (host, role and database taken from
the application configuration).

2 Query the role catalogue for the current user's superuser attribute; the sample transcript shows usesuper
returning t.

3 List the databases visible to the role and confirm that tenant schemas belonging to other customers are owned
by, and readable to, the same account.

il Issue a superuser-only statement that reaches the operating system — in the sample, COPY (SELECT 1) TO
PROGRAM 'id -un' —and observe it succeed.

Bb3gencrteue

Any compromise of the application process — an injection flaw, a leaked environment file, a stolen deployment
artefact, a mis-scoped backup — becomes read and write access to every tenant's data and command execution
on the database host. For a multi-tenant platform that is the difference between one customer's incident and
every customer's incident, and it converts a contained application bug into a reportable breach. It also removes
the audit value of database logging, since the account can alter the records that would describe the event.

Mpenopbka

1 Demote the application role now. It needs SELECT / INSERT / UPDATE / DELETE on its own schema and
nothing more — no superuser, no ownership of other tenants' objects, no object creation at runtime.

2 Separate duties: a migration role with schema rights used only by the deployment pipeline, and a runtime role
with data rights used only by the application.

3 Restrict the database at the network layer so only application hosts can reach the listener, and require TLS with
certificate verification.

4 Add a recurring check that fails if any application role gains superuser, CREATEROLE or ownership outside its
own schema.

F-03 Production session-signing key recoverable from the app host

KPUTUYHOCT CVSS v3.1 (WIKOCTPATUBHO) 3ACETHAT KOMMOHEHT CTATYC
High 8.1 AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N TlNopnuceaHe Ha ye6 cecumn / OTBOpeHa
TOKEHU

Class: Insufficiently protected credentials (CWE-522, CWE-321) - Reference: OWASP ASVS V3.5 - OWASP WSTG-SESS -
Composite element: web application and internal infrastructure assessment

OnucaHwne

The secret used to sign production session tokens was held in a world-readable configuration file on the
application host. Any local account — an unprivileged service account, a build agent, a monitoring collector, or
anything that lands through an unrelated local flaw — can read it.

Possession of a signing key is possession of the authentication system. With the key in hand a valid session can
be minted offline for any subject, any role and any tenant, with an arbitrary lifetime. The forged token never
touches the login flow, so multi-factor authentication, lockout thresholds, conditional access and sign-in logging
are bypassed rather than defeated: there is no authentication event to evaluate or record. We verified the chain
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end to end against an administrative endpoint, which returned the expected administrative response.
[lokasaTencTteo
SYNTHETIC EXAMPLE

Production session-signing key readable from the app host

A world-readable key file lets any local account mint a valid session for any user.
[ X X

analyst@app-01:~% ls -1 /etc/appsvc/secrets.yml
—rw-r——r—— 1 appsvc appsvc 412 Mar 11 @9:22 /etc/appsvc/secrets.yml

analyst@app-01:~% grep session_secret /etc/appsvc/secrets.yml
S ion_secret 3t_9f14ab@7...<truncated — fabricated val

analyst@app-01:~% python3 forge_session.py —-sub bob --role admin ——ttl 3@d

eyJhbGcili...<truncated>.eyJzdWIi0iJib2Til CJyb2x1IjoiYWRtaW4i...<truncated>.Zm9yZ2Vk...<truncated>

analyst@app-01:~% curl -s -H "Cookie: session=$FORGED" \
https://app.example.test/admin/users | head -1
200 0K
{"user":"bob", "role":"admin"}

| » The server accepts an offline-forged token and grants bob the admin role.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-03 — a world-readable key file yields the production session secret, a token is signed offline for an
arbitrary subject and role, and the server accepts it. Illustrative reconstruction using synthetic data on reserved
example.test names and the placeholder users alice / bob; not client evidence.

CTbnku 3a Bb3npon3BexgaHe

1 From any local account on the application host, list the permissions on the application secrets file; the sample
transcript shows mode -xw-x--x--, readable by every local user.

2 Read the session-signing secret out of that file.

3 Sign a token offline for an arbitrary subject and role — in the sample, subject bob with the administrative role and
a 30-day lifetime — with no interaction with the login flow.

4 Present the forged token as the session cookie against a privileged endpoint and observe 200 0K with the
elevated role reflected in the response body.

Bb3gencrteue

Authentication can be bypassed entirely for any user, including administrators, without a password, without a
second factor and without generating a sign-in record. Account takeover becomes silent and unbounded, and any
action attributed to a user in the application logs stops being evidence of what that user did — which undermines
both incident response and any audit or non-repudiation claim built on those logs. Rotating the key invalidates
every live session, so the cost of the fix grows the longer it is deferred.

[MpenopbKa
1 Rotate the signing key immediately and invalidate all existing sessions. Plan the forced re-authentication; do not
let the disruption delay the rotation.

2 Move the key out of the filesystem into a managed secrets store or an HSM, fetched at process start and never
written to disk or to a log. If a file must remain, restrict it to the service account with mode 0600, enforced by
configuration management.
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3 Adopt asymmetric signing so verifying services hold only the public key and a compromised verifier cannot mint
tokens.

4 Introduce key identifiers, a scheduled rotation and server-side revocation of individual sessions, so rotating
becomes routine rather than an incident.

F-04 Kerberoastable Domain Admin service account, password unchanged for

years
KPUTUYHOCT CVSS v3.1 (WIKOCTPATUBHO) 3ACETHAT KOMMOHEHT CTATYC
High 8.1 AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N Active Directory service OTBOpeHa

account

Class: Insufficiently protected credentials (CWE-522) - ATT&CK; T1558.003 - Reference: CIS Microsoft Windows Benchmarks -
Microsoft AD tiering guidance - Composite element: internal network and Active Directory assessment

OnwncaHwne

A service account with a registered service principal name is a direct member of the Domain Admins group, and
its password had not been changed in several years. Any account that can authenticate to the domain — the
lowest-privileged ordinary user, a shared kiosk login, a contractor, a compromised workstation — can request a
service ticket for that principal. The ticket is encrypted with a key derived from the account's password and
cracks offline, at any speed, with no further contact with the environment.

This is not a flaw in Kerberos; the protocol behaves exactly as designed. What makes it decisive is the
combination of three choices: a human-chosen password, no rotation, and membership of the most privileged
group in the directory. In the sample transcript the ticket recovers against an ordinary wordlist and the credential
then enumerates Domain Admins — which is the whole directory.

LlokasaTencreo

SYNTHETIC EXAMPLE
Kerberoastable service account is a Domain Admin
A requestable service ticket cracks offline to an account with full domain privileges.

operator@jump-01:~/ops$ GetUserSPNs.py EXAMPLE.TEST/alice -dc-ip 192.0.2.10 -request

ServicePrincipalName Name MemberOf
MSSQLSvc/db-01.example.test svc_sql CN=Domain Admins, CN=|

$krb5tgs$23$ksve_sql$SEXAMPLE. TEST$MSSQLSvc/db-01%$
al7f3c@b9e2d4a8f...<truncated — fabricated value>

operator@jump-01:~/ops$ hashcat -m 13100 tgs.txt wordlist.txt
Recoverec 1/1 <example-password>

operator@jump-01:~/ops$ net rpc group members "Domain Admins" -U svc_sql
EXAMPLE\administrator
= 21 c_sql

| » svc_sql cracks offline and is a member of Domain Admins — full domain compromise.

i lllustrative example — synthetic data, not client evidence.
Evidence for F-04 — an ordinary domain account requests a service ticket for a principal that is a member of
Domain Admins, the ticket cracks offline, and the recovered credential authenticates with full domain privilege.
Illustrative reconstruction using synthetic data, reserved EXAMPLE.TEST names, the TEST-NET address
192.0.2.10 and the placeholder accounts alice / svc_sql; not client evidence.
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CTbnkK 3a Bb3nponseexnaHe

1 From any authenticated domain account, enumerate accounts that have a service principal name registered and
note their group memberships.

2 Identify a principal that is a member of a privileged group — in the sample, svc_sql in Domain Admins.

3 Request a service ticket for that principal and export it in a crackable format. This is an ordinary Kerberos
request and is logged as one.

Vi Crack the ticket offline against a wordlist, then authenticate with the recovered credential and enumerate a
privileged group to confirm the access obtained.

Bb3pgencrteue

Any authenticated user in the domain can obtain Domain Admin. From there every domain-joined system, every
file share, every backup target and every credential held in the directory is reachable, and the attacker can create
persistence that survives password resets and rebuilds. This is the point at which an incident stops being about
one host and starts being about the entire estate, and the offline crack leaves nothing anomalous in the
authentication logs.

Mpenopbka

1 Remove the account from Domain Admins. A service that genuinely needs that level of privilege is almost always
a service that needs redesigning.

2 Convert it to a group-managed service account so the password is machine-generated and rotated
automatically; where that is not possible, set a random passphrase of at least 25 characters and rotate it on a
schedule.

3 Audit every account in the directory carrying a service principal name and treat privileged ones as a standing
exception requiring sign-off. Apply tiering so privileged credentials never authenticate to workstations or
ordinary members.

4 Alert on service-ticket requests for privileged principals using weak encryption types, and on any bulk
enumeration of service principal names.

F-05 Internet-facing remote-access gateway on an end-of-life OS

KPUTUYHOCT CVSS v3.1 (IIOCTPATUBHO) 3ACEMHAT KOMIMOHEHT CTATYC
High 8.1 AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H External authentication OTBOpEHa
gateway

Class: Use of unmaintained components (CWE-1104) - information exposure (CWE-200) - Reference: OWASP WSTG-INFO - PCI
DSS 6.3.3 - CIS Controls 7 - Composite element: external perimeter assessment

OnucaHune

The remote-access gateway that fronts staff authentication is published to the internet and runs an operating
system build that left vendor support some time ago. Unsupported means no security patches are issued at all —
the exposure is not a list of known missing fixes but an open-ended commitment to accept every future
vulnerability in the platform permanently. The same host also discloses internal naming: the response headers
carry the backend host name and an unauthenticated diagnostic endpoint returns the internal domain and node
identifier.
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Individually those are low-severity information leaks. Here they sit on the device that terminates authentication
for the internal directory, so they hand an attacker the naming convention, the domain and a confirmed target
before any credential is attempted. We did not attempt to exploit a platform vulnerability against this host:
exploitation of an unsupported production gateway carries a real risk of outage, and the rules of engagement
excluded denial of service. The finding is evidenced by version and build confirmation rather than by a shell.

[lokasaTencteo

SYNTHETIC EXAMPLE
Internet-facing remote-access gateway runs an end-of-life OS

The gateway exposes an out-of-support build and leaks internal naming in its response.

[ X X
analyst@wkstn:~$ nmap -sV -p 443 ——script http-title vpn.example.test

Nmap scan report for vpn.example.test (192.0.2.80)
PORT STATE SERVICE VERSION
443/tcp open  https gateway httpd (build 8.1-eol)

analyst@wkstn:~$ curl -skI https://vpn.example.test/ | grep —-iE 'server|x-'
Server 1 d : 3)
X-Back Host

analyst@wkstn:~$ curl -sk https://vpn.example.test/diag | head -2
{"domain":"corp.example "node" :"gw-01"}

| » An internet-facing gateway on an end-of-life 0S5, also leaking the internal domain and host name.

i [Mlustrative example — synthetic data, not client evidence.

Evidence for F-05 — service and build identification against the internet-facing gateway, the unsupported platform
string in the response headers, and an unauthenticated diagnostic endpoint returning the internal domain and
node name. Illustrative reconstruction using synthetic data on reserved example.test names and the TEST-NET
address 192.0.2.80; not client evidence.

CTbnkM 3a Bb3npounseexnaHe

1 Identify the service and build on the published gateway with a version scan against the TLS service.

2 Request the root resource and inspect the response headers; the sample shows the platform string with its
unsupported build and an X-Backend-Host header carrying the internal host name.

3 Request the unauthenticated diagnostic endpoint and observe the internal domain and node identifier in the
response body.

4 Cross-reference the identified build against the vendor's support lifecycle to confirm it no longer receives
security updates. No exploitation was attempted against the live gateway.

Bb3pgencrteue

An authentication boundary that cannot be patched will eventually be breached by a vulnerability nobody has
published yet, and the organisation will have no remedy available on the day it is. Because this device terminates
authentication for the internal directory, a compromise there is not a perimeter incident — it is a credential
incident with an internal foothold attached. The disclosed internal names shorten the reconnaissance phase of
exactly that attack.

Mpenopbka

1 Migrate the gateway role to a supported, currently patched platform. Treat this as a dated project with an owner,
not a backlog item.
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2 Until migration completes, restrict administrative interfaces to known source ranges, enforce multi-factor
authentication for every account that can traverse the gateway, and raise monitoring on it.

3 Suppress internal naming in responses: remove the backend host header, and require authentication on — or
remove — the diagnostic endpoint.

4 Add the asset to a lifecycle inventory that records vendor end-of-support dates and raises them before they
pass, then re-scan the external estate for other unsupported builds.

F-06 Long-lived API token leaked via URL fragment and JavaScript global

KPUTUYHOCT CVSS v3.1 (MWITHOCTPATMBHO) 3ACETHAT KOMMOHEHT CTATYC

Medium 6.4 AV:N/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:N [lpepnaBaHe npu SSO / OTBOpEHa
€AHOCTPaHNYHO nNpuioxeHue

Class: Sensitive information in a URL (CWE-598) - insufficient session expiration (CWE-613) - Reference: OWASP ASVS V3.3 -
OAuth 2.0 Security BCP (RFC 9700) - Composite element: web application and API assessment

OnucaHwne

The single-page application receives its API access token from the SSO handoff in the URL fragment and then
assigns it to a global variable on the page. Both are poor places for a bearer credential: the fragment is written
into browser history and session-restore data and is visible to anything with access to the address bar or the
profile on disk, while the global is readable by every script running in the page, including any third-party tag or
analytics bundle.

The token's lifetime makes the exposure materially worse. The decoded claims show a validity measured in years
rather than minutes, and the token continued to authenticate after the user had logged out: logout clears the
client state but does not revoke the credential server-side. The rating is Medium rather than High only because a
precondition is needed — the browser, the history, a shared workstation or a script in the page.

[okasaTenctso

SYNTHETIC EXAMPLE
Long-lived API token leaked via URL fragment and JS global

A token with a multi-year lifetime is exposed client-side and survives logout.

analyst@wkstn:~$ cat captured-url.txt

https://app.example.test/dashboard#ac S JhbGciOi...<truncated>

analyst@wkstn:~$ node —e "console.log(window.__API_TOKEN)" # page global
eyJhbGci0i...<truncated>

analyst@wkstn:~5 node decode.js —field exp
iat: 2026-01-04 exp: 2029-01-03 (lifetime ~1095d)

analyst@wkstn:~$ curl -s -o /dev/null -w 's{http_code}\n' \
—H "Authorization: Bearer eylhbGciOi...<truncated>" \
https://api.example.test/v3/me # replayed after logout
200

| » The fragment/JS-exposed token has a ~3-year lifetime and still authenticates after logout.

i [llustrative example — synthetic data, not client evidence.

Evidence for F-06 — the access token arrives in the URL fragment, is also readable from a page global, decodes to
a multi-year lifetime, and still authenticates to the API after logout. Illustrative reconstruction using synthetic data
on reserved example.test names; not client evidence.
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CTbnkK 3a Bb3nponseexnaHe

1 Complete the SSO handoff and capture the resulting URL; the access token is present in the fragment after the #.
Read the same token from the page's JavaScript global to confirm it is also exposed to any script in the
document.

2 Decode the token claims and compare the issued-at and expiry values; the sample shows a lifetime of roughly
three years.

3 Log out of the application through the user interface.

il Replay the captured token as a bearer credential against an API endpoint and observe 200, confirming no
server-side revocation took place.

Bb3gencrteue

A token recovered from browser history, a shared or kiosk workstation, a synchronised browser profile, a screen
share or a third-party script grants full API access as that user for years, and logging out does not take it away. On
a shared device the next person to sit down can retrieve it from history without any technical skill. Because there
is no revocation path, the only response to a suspected leak is to rotate the signing key and disrupt every user at
once.

Mpenopbka

1 Use the OAuth 2.0 authorization-code flow with PKCE so that no token is ever delivered in a URL fragment.

2 Keep tokens out of page globals. Hold them in memory within a closure, or in an HttpOnly, Secure, SameSite
cookie issued by a server-side session broker.

3 Shorten access-token lifetime to minutes and use refresh tokens that are rotated on each use and bound to the
client.

4 Revoke tokens server-side on logout, on password change and on role change, and give support staff a way to
revoke an individual session.

F-07 Stored spreadsheet formula injection in data export

KPUTUYHOCT CVSS v3.1 (UMIOCTPATMBHO) 3ACEHAT KOMMOHEHT CTATYC
Medium 6.4 AV:N/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:N EkcnopT Ha Tabnuua / CSV OTBOpeHa

Class: Improper neutralisation of formula elements in a CSV file (CWE-1236) - Reference: OWASP WSTG-INPV - OWASP ASVS
V5.3 - Composite element: web application assessment

OnucaHwne

A user-controlled profile field accepts a value beginning with an equals sign and stores it verbatim. The
application's export feature then writes that value into a CSV file without neutralising it, so the cell is emitted as a
live formula rather than as text. When the export is opened in a spreadsheet application, the formula is evaluated
on the machine of whoever opened it.

The exposure is routinely misread as cosmetic because the application itself is unaffected. The vulnerability does
not execute in the web tier at all — it executes in the desktop application of an internal reviewer in operations,
finance or support who opens the export as part of their job. Depending on the spreadsheet client and its
configuration, formula payloads can reach external data, trigger a protocol handler or prompt the user to run a
command, and the prompt arrives attached to a file the user has every reason to trust. Those conditions are
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common rather than guaranteed, which is why the rating is Medium.

[lokasaTencTteo

SYNTHETIC EXAMPLE
Stored formula injection reaches the data export

A value beginning with = is stored verbatim and exported as a live spreadsheet formula.
[ X X

analyst@wkstn:~$ curl -s -X POST https://app.example.test/api/v3/profile \
—d ‘display_name==2+5+cmd|"/c calc"!Al'

{"status":"saved"}

analyst@wkstn:~$ curl -s https://app.example.test/api/v3/export.csv -0 out.csv
analyst@wkstn:~$ cat out.csv

id,display_name,email

1,alice,alice@example.test

2,=2+5+cmd |"/c calc"!Al,bob@example.test

| » The = value reaches the export as a live formula that runs in the reviewer's spreadsheet.

i lllustrative example — synthetic data, not client evidence.

Evidence for F-07 — a profile value beginning with = is stored verbatim and reaches the generated CSV with its
leading character intact, so a spreadsheet client parses the cell as a formula. Illustrative reconstruction using
synthetic data on reserved example.test names and the placeholder users alice / bob; not client evidence.

CTbnku 3a Bb3npon3BexgaHe

1 Authenticate as an ordinary low-privilege user and set a profile field to a value whose first character is = and
which contains a spreadsheet formula; the application accepts and stores it.

2 Trigger the data export that includes that field — typically from an administrative or reporting view used by
another member of staff.

3 Inspect the generated file and confirm the stored value appears with its leading = intact and is neither quoted
nor prefixed.

4 Open the file in a spreadsheet client in a controlled test environment and observe the cell being parsed as a
formula rather than as text. No payload was executed against any live workstation during this assessment.

Bb3pencteue

An unprivileged user can place executable content into a file that a trusted internal reviewer will open on a
corporate workstation — a path from the lowest privilege level in the application to code execution inside the
office network, bypassing the perimeter because the file arrives through the organisation's own reporting
process. It also poisons exports shared with auditors, regulators and customers.

Mpenopbka
1 Neutralise every exported cell whose first character is =, +, -, @, a tab or a carriage return — prefix with a single
quote or wrap the value so the client treats it as text.

2 Apply the control in the export layer, once, for every export in the product. Per-field or per-endpoint fixes reliably
miss the next export someone adds.

3 Where the format allows it, write typed cells and declare the column as text rather than relying on the client's
parsing heuristics, and add a regression test that round-trips a formula-shaped value through store and export
and asserts it comes back inert.
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OTCTpaHﬂBaHeTO HaKpaTKo

Cobwute cepem npenopbKu, ceeneHn 0o pelweHneTo, KoeTo BCAKa N3NCKBaA. YcunueTo e HallaTa oLeHKa 3a

camara paboTa, He 3a KOHTPOoJIa Ha MPOMEHUTE OKOJO Hes.

ID

F-01

F-02

F-03

F-04

F-05

F-06

F-07

KakBo ga Han paBuTe

MoaMeHeTe pa3npocTpaHeHnTe AaHHW 3a
[OCTbM M KoY, nocpegHuyeTe 3a
YA0CTOBEPSBAHETO OT CTPaHa Ha CbpBbpa

Ceanete ponAaTta Ha NPUNOXeHneTo B
6asaTa AaHHM 40 MUHUMASTHO
HeobxogumuTe npaBa

lMNopMeHeTe Ktoya 3a NoANUCBaHe;
npemMecTeTe ro B XxpaHumnuiie 3a TanHm

MpemaxHeTe akayHTa oT Domain Admins;
npeBbpHETE ro B yrpaBfsaBaH cnyxebeH
aKayHT

MurpupainTe poniaTa Ha LW3a KbM
nofaabpxaHa v obHoBeHa niatdopma

MpeMunHeTe KbM authorization code ¢
PKCE; cbkpaTeTe U OTMEHSINTE TOKEHUTE

HeyTpanusupante cumsonute 3a hopmynm

B C/109 32 eKCrnopTupaHe

Kol oTroBaps 3a Ycunue

TOBa

MobunHu n Yacose, nocne
nnatgopma OHU

basa gaHHU K Yacose

nnargopma

Mnatgopma Yacose, nocne
OHN

Active Directory Yacose

NHppacTpykTypa Ceomuum
(npoekT)

Yeb n nopeHTUYHOCT OH®

MpunoxeHne Yacose

Kora

LHec, nocne B TO3U
UMKDBN

Hec

[Hec, nocne B T03uU
LUMKbBI

To3un unKbN

[naH c pata cera

CnenBawmaT UUKbI

CnepBawmaT UMKDBAN

HanomHsaHe 3a To3u pasgen. F-01 no F-07 ca B3eTu OT HAKOJKO Pas3fiMiyHM @aHOHMMU3UPAHW aHFaXMMEHTA U NPefCcTaBEHN TYK,
CcAKal naBaTt oT eAnH. Bceku 3anuc, nMe Ha XOCT, afpec, akayHT U oueHKa No-rope ca CUHTETUYHU U UKOCTPATUBHU 1 He ce
OMNMCBa HUTO eAuH OeNCTBUTENEH KIIUEHT.
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PA3OEN 7

HOBTOpeH TECT U NPUKJIKOYBaHe

OTCTpaHFlBaHeTO € 3aBbpLEeHO CaMO KOorato HAKOM € aTaKyBaJl nornpasKaTa.
[MOBTOPHUAT TECT € BKJIKOUYEH B LieHaTa Ha aHraXXMMeHTa No CTaH4apT — TOW He e
nobaBka 1 He ce OCTOMHOCTABA OTAENHO.

KakBo NokpuBa NOBTOPHUAT TecT

Korato eKunbT BM MOTBbPOM, Y€ OTCTPAHABAHETO € 3aBbpLUEHO, Ce BPblllaMe 1 TecTBaMe OTHOBO BCAKa
KOHCTaTaLmsa B TO3M oTYeT. [TOBTOPHUAT TECT He e Nperfief Ha AOKYMeHTauUusa: BCAKa KOHCTaTauusa ce
atakyBa OTHOBO MO CbLLMSA MbT 3a Bb3NPOM3BEXAaHe, 3anncaH B pasaen 6, Taka ye nonpaskaTa ce
NOTBbPXOAaBa Ypes TOBa, Ye aTakaTa Beye He paboTu, a He Ypes onuncaHue.

1 MoBTOPHO Ce TeCTBa BCSIKa KOHCTaTaLus, He n3BagKa. BcuukuTe cenemM pefa B pasgen 5 ce npepasrnexaar,
BKtoUnTENHO Medium.

2 TecTBa ce nonpaBKaTa, KaKTo M 06X04HMAT NbT OKOJO Hes. [poBepsiBaMe, Ye NbTAT 32 Bb3Npon3BeXKaaHe
Beue ce nNpoBans, U TbPCUM 04EeBUAHOTO 3a06uKanaHe — UNTbp, NPUIOXKEH Ha eiHA KpaliHa ToUKa, HO He Ha
cbcefHaTa 1, MoAMeHeH JaHHW 3a OOCTbM, BCE OlLe BaNIMOHN Ha BTOPO MACTO, NpaBa, HaManeHu B egHa
cpena, Ho He B gpyraTa.

3 Perpecus B 3acerHaTns KOMMNOHEHT. TaM, KbAETO eiHa NonpaBKa NPOMEeHs yO0CTOBEPSIBAHETO, OTOpMU3aLmaTa
nnn obpaboTkaTa Ha M3xoaa, NOBTOPHO 3afencTBaMe obkpbiKaBalwaTa (hyHKLUNOHANHOCT, 3a Aa NOTBbPAUM,
Ye He e OTBOPUIIA HEeLLO HOBO.

4 fAceH pe3ynTaT 3a BCAKa KOHCTaTauun4. Bcsaka KoHcTaTaumsa ce npensnaBa KaTto 3aTBoOpeHa, YaCTUYHO
OTCTpaHeHa i1 OTBOpPEeHa, C KpaTKa benexka, 06aCcHsBaLLa BCEKM CTaTyC, pasnnyeH oT 3aTBOPEH. Hos
I'IpO6J'IeM, BbBeOEH OT pa60TaTa Nno OTCTPaHABaHETO, Cbl0 Ce A0K/1aABa, MaKap NOBTOPHUAT TECT Aa He €
BTOpPa NbJiHAa OUEHKa Ha uenna obxBar.

KakBo 3asBsiBa NMCMOTO 3a NPUK/ItOUBaHe

Cnep NoBTOPHMA TECT n3gasamMe NOANMCAHO NMUCMO 3a NPUKIIOYBaHe Hapes C npensnaneHns otyet. To e
HanucaHo, 3a Aa 6bae cnofensaHo: ¢ KNMEHTU, KOUTO M3BbPLLBAT NPOBEPKa Ha A0CTaBYULN, C OOUTOPN,
KOWUTO AO0Ka3BaT KOHTPOJ, U ¢ 6opa, KOMTO MCKa OTFOBOP Ha efAHa CTpaHuua. To 3aaBsABa, 6e3 aa nanckea
OT unTaTens ga oTBapsa TEXHUUYECKUS OTUeT:
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MucmoTo oTpasasa
[l Kot e 6un TecTBaH, OT KOro 1 B KOW JaTw.

[0 O6xBaTbT M CTAHAAPTUTE, KOUTO TECTBAHETO €
cnepgarno.

[ Konko KOHCTaTauunun ca 6unu noBaOUrHaTu U C KakBa
KPUTUYHOCT.

[0 Konko ca NOTBbPAEHWN KaTO 3aTBOPEHN U AaTaTa Ha
NOBTOPHUA TECT.

[ Bcaka KoHCTaTaLuma, KOSTO 0CTaBa OTBOpPeHa, C
HelHaTa KPUTUYHOCT M 3a9BEHUS NlaH Ha KWeHTa.

0 MiMeTo 1 NOAMUCHT Ha KOHCYNITAHTA, KOWTO e
NpoBepu OTCTPAHSBAHETO.

3acnyxaasa.

MPUJTOXKEHUE A

N3non3BaHM MHCTPYMEHTH

lMncmoTto YMULLUNEHO HE OTpa3dBa

[0 CTbnku 3a Bb3NpousBexaaHe, Nosie3Hn ToBapu
WNK JoKasaTencrea.

[ iIMeHa Ha XO0CTOBe, afpecy UIx apXMTEKTYpPHU
nogpobHocTu.

[0 Bcuuko, koeto 61 MoMOrHasno Ha Hanagaren,
KoWTO ce e coobun ¢ nMcMoTo.

[l KakBOTO 1 fja € TBbpPAEHUE, Ye cpeaarta Beye e
6e3 ya3BMMOCTM — TO Ka3Ba KakBo e 6uno
TECTBAHO ¥ KaKBO € MonpaBeHo, U HULLO
noseue.

3allo BKItOUBaMe NOBTOPHMSA TECT, BMECTO Aa ro npogaeame. KoHcTaTaums, KOSTO e monpaBeHa, HO HUKora
He e NPOBEpPEHa, € MNJaH, He pe3yNTaT — 1 No HallMs ONUT NPUBNN3UTENHO passiMkaTa Mexay oT4eT, KOWTo
NpPoOMeHs efHa cpefda, U OTYET, KOMTO buBa nofpeaeH B nanka. BkiouBaHeTo Ha MOBTOPHUS TECT NpeMaxBea
TbproBcKaTa npuyMHa fa 6bae npeckoveHa eAuMHCTBEHATA CTbMNKa, KOSTO A0Ka3Ba, Ye paboTtatacu e

NHCTpYMeHTUTe No-a0/y NoANoOMorHaxa aHraxmumenTa. M3bpoeHun ca 3a npo3pavHocT
1 3a BallUTe COBCTBEHW 3aMnUCKU; HUTO €AMH OT TAX He € MPOMU3BES KOHCTaTaLUs cam.

Etan O6UY4aHM NHCTPYMEHTH

Pa3sysHaBaHe n
KapTorpagupaHe

CKeHepw 3a MPeXu 1 ycnyru,
n3bposieaHe npes DNS u certificate
transparency, yeb o6xoxaaLum 1
OTKpMBaHe Ha CbabpXKaHne

TecTBaHe Ha yeb n API MpurxBaluaLl, MPOKCK C pbyeH
nosToputen u fuzzing, koH3ona 3a
paspaboTunuy B bpaysbpa u

KNVWEHT 3a NOBTOPeHMe Ha 3adBKU

OueHka Ha MobunHo
npunoxeHue

NHCTpyMeHTH 3a n3BMyaHe Ha
nakeTu U CTaTUYEH aHanus,
CKeHepw 3a TEKCTOBU HU30BE U
TalHK, NnpuxBaLiaHe Ha TpaguK ¢
obpaboTka Ha cepTudukaTtu

NHCTpyMeHTH 3a n3bposiBaHe B
anpekTopusaTa v 3a Kerberos, SMB
1 LDAP KNMeHTU, UHCTPYMEHTH 3a
ohlaiiH Bb3CTaHOBSIBaHE Ha
naponmu

WNHppacTpykTypa n
Active Directory
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3a KakBo belle n3nosa3BaHo

YcTaHOBABaHe Ha AeNCTBUTENHATA NOBbPXHOCT 3a
aTaka: XVBW XOCTOBe, OTBOPEHW YCyru, BEPCUM Ha
coTyepa, MapLwpyTu, napameTpu 1 BCUUYKO
ny6aMKyBaHO HEBOJTHO.

PbUYHO MaHMMNyNMPaHe Ha 3a8BKM, CPAaBHSABaHe Ha
OTFrOBOPY MeXay akayHTW U ponu 1 3ailecTBaHe Ha
6U3HecC noruka, KosTo HUKOM CKEHEP He MoXe fia
mMogzenupa.

PasnakeTupaHe Ha nybnvKyBaHusa nakerT,
Bb3CTAHOBSIBAHE Ha BrpageHaTa KoH(uUrypaums un
TanHW 1 HabnaeHe KaKBO NPUIOXKEHNETO
OENCTBUTENHO n3npatla.

KapTorpadupaHe Ha soMeiHa, ycTaHOBABaHE Ha
NPUBUNETMPOBAHU U CNYXKEOHM aKayHTU U
[LeMOHCTPUpaHe Ha NbTULLA 3a NOoBMLIAaBaHe Ha NpaBa
upes AaHHMW 3a AOCTbI, OthNaiiH.
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Etan O6uyaiHN MHCTPYMEHTU 3a kakBo belue 13MoN3BaHO

I'IpOBepKa n OTYUTAHE CKpVII'ITl/IpaHO NOBTOPEHNE Ha HezaBucmmo Bb3npoun3BexgaHe Ha BCAKa
3aABKWU, C'b6l/IpaHe Ha KOHCTaTaum4, C'b6VIpaHe Ha JOoKa3aTenctea n
O0Ka3aTencrtea U BbTpeLeH reHepurpaHe Ha To3n JOKYMEHT 1 MallMHHO YeTuMuna
npouec 3a oT4ynTaHe eKCnopT.

3a cobCTBEHUN MHCTPYMEHTH

TaMm, KbOeTo efHa cpefia He NnacsBa Ha roTOB MHCTPYMEHT — HeoburyaeH NpoToKon, cneuuduyeH

MeéxXaHN3bM 3a yOoCToBEepsABaHe, obem OaHHU, KONTO TpF|6Ba na 6'b,EI,e npecaT — nnweM KakBoTO € HYXXHO

3a aHraxmmeHTa. Bcekn cKpunT, KOWTO OOKOCBa cpenaTta Ha KJIMeHTa, € ONNCaH B NPUTOXKEHNETO Ha

0EeNCTBUTENHMSA OTUeT 1 ce npenocTtaBd Npu NnOMCKBaHe, Taka Ye HNLO, KOeTo € pa60T|/1n0 cpely BawinTe

CncteMu, ga He e Henpo3payHo 3a Bac.

MPUJTOXXEHUE b

N3pnuHO n3BbH 06XBaTa

MHCTpYMEeHTUTE He NPOoM3BEXOAT KOHCTaTaumn. Bcuuko B pasgen 6 belle npoBepeHo Ha pbKa U, KbLEeTo
6elwe 6esonacHo, M3MonN3BaHo, 3a Aa Ce AeMOHCTPUpa OeNCTBUTENHO Bb34eNCTBME. M3XoabT Ha eOuH
WHCTPYMEHT e KaHOuaaT 3a Npoy4YBaHe, HUKora pef B otyeTta. KaHaMaaTh, KOMTO ce oKasaxa Hen3nosnspaemm
B KOHTEKCTa, 6axa 0TXBbpJieHW, BMECTO Aa 6bOaT OTYUETeHM KaTo KOHCTaTaLuu.

KakBo belle n3knueHo, 3al0 U KaKBO O3Ha4YaBa TOBa 3a YBEPEHOCTTAa, KOATO TO3U

oT4yeT gaea. Bcmuko I/I36pO€HO TYK HE belle TeCTBaHO U HUWLWO B TO3N OTYUET HE buBa 0a

ce yeTe KaTo TBbpAOeHne 3a HEro.

M3knoueHo MprunHa
OTkas Ha ycnyrau M3K1t04eHO No JOroBOPEHOCT.
TecTBaHe nof, HaTUCK YMULLNEHOTO n3ToLwaBaHe Ha

npon3BoacCTBEeHa ycnyra € Hepasindnmmo
OT NMpeKbCBaHe.

DU3MYeCcKo NPoHNKBaHe He e B morosopeHusa o6xearT 3a To3u BMA,
AHTKUMEHT.

CoumanHo UHXeHepCcTBO M3KNo4YeHo No OroBOpeHocCT.

CpeLLy CnyxuTenm Ha OULINMHIBT U NPETEeKCTBAHETO ce

KNMeHTa nopbyBaT OTAENHO, 3a Aa MoraT

cbrnacveTo v paboTaTa c jaHHUTe Ha
CNyxuTenuTte ga 6baaT yroBopeHu
CaMOCTOATESHO.

CuCTEMM Ha TPETU CTPaHK He e Hawe pa ro tectBame. TecTBaHeTo

1 [OCTaBUYNLN Ha cUCTeMa, KosITO He NpuTexaBsare,
M3UCKBa MMCMEHOTO paspeLLeHne Ha
HEeMHNS COBCTBEHNK.

PXL-2026-0142 - CbCcTaBeH NnpuMepeH TecT 3a NnpoHunkBaHe - v1.0 - KoHduaoeHunanHo

KakBO 03Ha4aBa TOBa 3a Bac

To31 OTYeT He Ka3Ba HULLO 3a TOBa Kak
cpefata ce OobpPXXK noL HaTtoBapBaHe UK Nnpu
obeMHa aTaka. TecTBaHeTO Ha YCTOVIHVIBOCTTS.
€ OTLAEJIHO yrnpaXHeHue.

Oducu, LeHTpOoBE 3a AaHHK, CUCTEMU 3a
KOHTPOJ Ha AOCTbMa C KapTi 1 AOCTbM A0
MpeaTta Ha MACTO He 6saxa OLeHsABaHMU.

YoBelKnaT cno He belle TecTsaH. [o
HAKOJIKO OT KOHCTaTauunmnTe TyK Hanagaren,
KOMTO NbpBO e huwwHan, bu cTurHan no-6sbps3o.

XocTBaHuTe ycnyru, 0oCTaBYMLUTE Ha
nnawaHna n NapTHbOPCKUTE NHTErpaunm 6sxa
TPEeTUPaHM KaTo rpaHnun. TaM, KbOEeTo HAKOS
OT TSIX Ce NosiBsAiBalle B fafleH NbT, NbTAT bele
npocneneH 00 rpaHniLaTa n CnpaH.
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M3knto4veHo

Mpernen Ha U3XOA4HUA Kop,

Bcuuko, KoeTo He e
Ha30BaHO B MOAMMUCaHUA
obxBaTt

MNPUNOXEHWE B

MprunHa

He 6ewe NOPBbYaAHO 3a TO3N AHTAXKNMEHT.

TecTtBaHeTo bewe black u grey box
cpeluy paboTelum cuctemu.

TecTbT 3a NPOHMKBaHEe e paspeLleH
CpeLlly KOHKpeTeH CNUCHbK.

Kak ga uyeTteTe TO3U OTUeT

KakBO 03Ha4aBa TOBa 3a Bac

LetheKTn, BUOMMU CaMO B U3XO4HUA KOO, —
HeaKTMBEH MbT B KOAa, c/lab anropmTbm,
KOWMTO HUKOra He e A0CTUraH B TeCcTBaHua
NOTOK — He Buxa U3nesnun HasBe TyK.

CncTeMu, OTKPUTK MO BpeMe Ha TeCTBaHeTo,
HO M3BbH NoanucaHug obxeart, baxa
JOKNaABaHM KaTo HabnoaeHns 1 He bsaxa
nscnenBaHu.

M3BbH 06xBaTa 03HaUYaBa HeTeCTBaHO, He CUrypHO. ToBa e Hal-4eCTo NOrpeLlHo pasunTaHUAT pell BbB BCEKM
OTYEeT OT TECT 3a NPOHMKBaHe. AKO eflHa CMCTeMa He NMPUCHCTBA B pasfen 2, T031 OKYMEHT He TBbpau
a6CoSOTHO HUMLLLO 3a Hest — HUTO J,06P0, HUTO NOLWO. TaM, KbAETO €AHO U3KNHOUEHME OCTABA PUCK, KOWTO BU
MHTepecyBa, Pa3roBoOpbT MO pe3ynTaTuTe e NPaBuIHOTO MACTO ToW Aa 6bae BK/oUeH B criefBallara pabora.

PasnuuHuTe unTaTenn MMaT Hy>4a OT PasIMYHM YaCTM Ha TO3U OOKYMEHT. Ha HMKOro
He My TpsbBa LennaT, a YeTEHETO My OT Ha4yaslio 40 Kpan 0OBMKHOBEHO e Hal-6aBHUAT
HauMH fa ce gencTsa rno Hero.

N AKO CTe pbKOBOOUTEN UK YNeH Ha bopaa

MpoueTeTe pasgen 1 n cnpeTe. To 3asBsABa KakBO belle TECTBAHO, KOJTIKO CEPUO3EH € Pe3ynTaTbhT U TpUTe
Hella, KOWUTO fa nonpasuTe NbpBo, 6e3 xaproH. Paznen 4 06scHsABa KakBO 03Ha4YaBaT AyMUTE 3a KPUTUYHOCT,
aKo 1ckaTe ga ru kanubpupare.

> AKO oTroBapsTe 3a Nporpamara rno oTcTpaHsaBaHe

MpoueTteTe pasgenn 1, 4 n 5, nocne 6510Kka c npenopbKaTa Ha BCSKa KOHCTaTauusa B pasgen 6. 3apegeTe
MaLUMHHO YeTMMUS eKCNOPT BbB BallaTa CMCTeMaA 3a NpocneasaBaHe, onpegeneTe OTFOBOPHUK U aTa 3a BCAKa

KOHCTaTauunda n TbpceTe pegoBse, KOUTO cnogenar 06U.I,a NMbPBONPUYNHA — TYK MeT OT ceaeM Ce BPbLlaT KbM
AaHHWUTEe 3a A0CTbN M NpaBaTa.

> AKo cTe MHXeHep, KOWTO nonpaed KOHCTaTaumna

OTuaeTe HanpaBo Ha BallaTa KoHcTaTaumsa B pasgen 6. CTbNKMTe 3a Bb3NpousBexaaHe B/ No3songsaT aa

BMAMTe Npobnema, npeam Aa NpoMeHnTe KakBOTO 1 Aa e, U Aa NOTBbpAMTE NonpasBKaTa, KaTto r'v U3nb/iHUTe
OTHOBO U BUOMTE, Ye ce NpoBanaT. [penopbKaTta e noapeAeHa: NbpeaTa TOYKA € KaKBO [a Hanpasute oHec,
0CTaHasioTo e TOBa, KOeTOo Npasy nonpaekarta TpaiHa.

s AKO CTe OAUTOP WM KIIMEHT, U3BbPLLBALL NPOBEpKa

MpoueTeTe pasgenn 2, 3 1 4, 3a Aa ycTaHOBUTE KakBo Bellie TeCTBaHO M Kak, nocsie pasaen 5 3a pesynrara.
Cnep, oTCTpaHABAHETO MMCMOTO 3a MPUKJIOUBaHe B pasaen 7 € JOKYMEeHTbT, NpeaHa3HadeH 3a Bac:
pe3yntatbT, 63 nogpobHOCTMTe 3a aTaKaTa.
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s AKo peluasare ganu ga nopbuare TecTt

To3¥ LOKYMEHT e NpefgaBaHuaT NPoayKT. TOBa, KOETO BUXTe Noay4mnnum, e Ta3n CTPYKTYpa, 3anb/iHeHa C
BallMTe CUCTEMU: [loKA3aTe/ICTBO 3a BCAKA KOHCTaTalLmMs, MbT 32 Bb3NPoM3BeX4aHe, KOWTO paspabotunumTe

By MOrart fa cnenBar, nornpaBkKa, KOATO NacBa Ha BallaTta TEXHONOrng, cpella 3a npencrtaBdHe Ha pe3yntatnte

M NOBTOPEH TecCT.

YCTPOMCTBOTO Ha efiHa KOHCTaTauus

Bcaka KoHCTaTaums B pa3gen 6 Cbaobpia

0 NoeHTUdrKaTop 1 3arnaene — yCTonM4MBM, 3a ga
Moxe fa 6bae npocnefeHa o NPUKIOYBaHeE.

0 KputmuHocT 1 CVSS v3.1 — oueHkaTa no 6usHec
pYCK, C pe3ynTarta 1 BEKTopa, KOMTO ca 1
NHhopMmpanu.

[l 3acerHaT KOMMOHEHT — KaKBO 4a oTuaeTe U1
nornegHere.

0 Knac Ha koHCcTaTaumaTa — npenpatka kbM CWE unu
TeXHUKa, 3a Ballata cobcTBeHa TaKCOHOMMUS.

[ OnucaHme — kakBo beLle OTKPUTO 1 3aL0 MMa
3HaueHwue.

[0 NokasaTencTBo — 3anucbT, KOMTO yCTaHOBSBA
KOHCTaTaumaTa.

a Bbsnpomsaem,u,aHe — HOMepupaHu CTbNKN, KOUTO
BalWnTe MHXeHepun Mmorat ga cnenBart.

[l Bb3pelicTBMe — KakBO CTpyBa Ha 613Heca, ako
6bae nsnonssaHa.

[ MpenopbKka — KOHKPETHa NonpasBKa 3a Ta3u
TEeXHOMoruns, B pefa, B KOMTo 61uxme s puioxXunu.

[0 CTaTyc — oTBOpEHa Npu n3gaBaHeTo; 06HOBEH Npu
NMOBTOPHUS TECT.

MdApkaTa 3a e1H OTHYET He € KOJIKO CbabpiKa. TA € KakBa YacT OT HEro HAKoM
MOXe [a Npunoxmu, 6es ga 3BbHMU Ha aBToOpA.

MPUNOXEHWE B - HAKPATKO
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® Pxisec

PXLSec - 3AABETE NMPEOJTIOXXEHUE

ToBa e KpanHunAT poknaa.
Cera ro nopb4yanmTte HanncaH
3a BalUNTE CUCTEMMN.

Bcryko B TO31 NpMMEpPEH OOKYMEHT — foKasaTencrearta, NbTuiLata 3a
Bb3Npomn3BexaaHe, NONpaBKMUTe, NMOBTOPHUAT TECT — € TOBQ, KOETO Npoun3Bexaa
eOVH aHraxxnmeHT Ha PXLSec. EoMHCTBEHOTO, KOETO NIMNCBA, € Balarta cpeja.
KarkeTe HM KaKBO ncKkaTte fa bbae TeCTBaHO M CTapLiM KOHCY/TAHT, a He Tbprosel,
LLLe Ce BbpHE C BbMPOCKU, NPEeASIoXeH nogxon n odepTa.

[l TecTBaHe 3a npoHnkBaHe — ye6, API, MOBUTHK, 06/1aK, BbTpeLlHa 1 BbHLIHA MH(PACTPYKTypa.

[l OueHka Ha Active Directory 1 BbTpellHaTa MpexXa — TaM, KbAEeTo B AeMCTBUTENHOCT 3anoysat
MOBEeYETO BbTPELIHM NPO6UBHY.

[l Red teaming v cuMynaums Ha MPOTUBHUK, OTYETEHM KaTO paskas 3a ToBa KaK cpefarta HaucTuHa
EVIER

[l TecTBaHe 3a LenuTe Ha cboTBeTcTBMETO no ISO 27001, SOC 2, PCI DSS, DORA 1 NIS2.

[ NMoBTOPHMTE TECTOBE Ca BKJIIOUYEHW MO CTaHAapT, 3aLl0TOo NonpasKa, KOSTo HMKora He e 6una
npoBepeHa, e NnaH, He pesysTar.

pxlsec.com/bg/contact - hello@pxlsec.com
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